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CODESYS EtherCAT - FAQ (EN) (see page 278)
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1.7 CODESYS SoftMotion - FAQ (EN)

Difference of fEditor and fTable in SMC_CAMTable* (SM3_Basic Library) (see page 357)
+ DXF: File Import, 'Maximum gap size' (see page 358)
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page 401)
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2 CODESYS Communication - FAQ (EN)

2.1 OPC UA - FAQ (EN)
2.1.1 OPC UA-Client - FAQ (EN)

2.1.1.1 How to use the OPC UA Client (>=SP17)

This example requires an anonymous login: OPC UA Server: Anonymous login'

1. Ensure CODESYS Communication package is installed

® CODESYS Installer - O X
: i
gg[;l;SYS 3.5 SP17 (64 bit)
Installation Name
Default
Location
C:\Program Files\CODESYS 3.5.17.0\CODESYS\AdditionalFolders\Default Browse
Channel for Setups
Releases N
Releases -
ooz
CODESYS Comm Q Inst  Export Config Import Config
nstalled Browse Updates
% CODESYS Communication it CODESYS Communication |
Version: 4.00 v Install
Description This package contains the plugins for

communication in CODESYS

| Copyright ® 2021 CODESYS Development GmbH About

1 https://fag.codesys.com/display/CDSFAQ/OPC+UA+Server%3A+Anonymous+login
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2. Add a datasource to your project and select "OPC UA Server" as source:

Devices

Add Data Source bt
= Unttled7
= ' .
m ézlwce (CODESYS Control Win V3 x64) b The data source object can be used to attach another
= PLC Logic

data source to the current PLC.
= 1':_,} Application

&= Data Sources Manager
m Library Manager Name
PLC_PRG (PRG) |Da1asource
= @ Task Configuration
= @ DatasourcesTask (IEC-Tasks)
@ Datasources.Datasources_PRG

CODESYS ApplicationV3
& MaiTesk (£C Tase) e ——
] PLC_PREG

3. Set the URL and the security settings of the server which you want to connect:

Select data source type

CODESYS ApplicationV3 w

B Initialize Data Source Wizard - Provider settings

Initialize the Data Source

Setthecommunication parameters

Server LIRI |Dpc.tcp:.."ﬂQEJEn&QQ.Mﬁ:dEAﬂ

Information Model Source

(® Online
() Offline  http://opcfoundation.org/UA/, 15.07.2020 (opcfounds

Security

Message Security Mode MNone

Security Policy Mone

4. Select the nodes you want to connect:
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BT Initialize Data Source Wizard - Browse data iterns

Initialize the Data Source

Choosethe dataitems

Support — Public FAQ

Variables
= DeviceSet
CODESYS_Centrol_for_Raspberry_Pi_MC_SL
Resources
= Application
Programs

= PLC_PRG

# | udit

H-[0] DeviceTopology
3] Server

Access right

For automatic updating, the option "Update always" must be set

Mazximal access right

Type

UDINT

Devices > 3 X &7 Datasource x
=43 Unbited? ~|| variables ' Type Mappings Communication General and Diagnosis
e ﬂj I%Eﬂvi: C(ciucgofsvs Control Win 3 x64) G Update variables
= I} Application Local variable Accessright Updy CreateorMap  Type mapping Remote varizble
=& Data Sources Manager = DeviceSet k] £ DeviceSet DeviceSet
% patasource = CODESYS_Control_for Raspberry Fi MC_SL CODESYS_Control_for_Raspberry Pi_MC_SL | CODESYS_Control_for_Raspberry_Pi_MC_SL
#- gD DataSources_Objects = Resources Resources Resources
Library Manager = Application Application Application
PLC_PRG (PRG) = Programs Frograms Programs
= [ Task Configuration = PLC_PRG PLC_PRG PLC_PRG
=g DatasourcesTask (IEC-Tasks) udil UDINT udil
4] Datasources Datasources_PRG
=& MainTask (IEC-Tasks)
&) ric_rrG
Local type
Note: your types must not conflict with any local objects, commonly PLC_PRG.
=2 OPCLMACkentTutoris/ | ~ || variables TypeMappings Communication General and Diagnosis
= Device (CODESYS Control Win V3 x64] R
m ¢ ) Lecal type Create or Map  Mapping name Remote type
=-E pLC Logic
= r‘; Application Application @ Application Application
=.5® Data Sources Manager CODESYS_Control_Win_V3_x54 @ CODESYS_Control_Win_V3_x54 CODESYS_Control_Win_V3_x64
Data sources Manager
B™ Datasource DeviceSet L] DeviceSet DeviceSet
Fa Q&:‘ DataSources Objects PLC_PRG @ PLC_PRG PLC_PRG
Programs @ Programs Programs

m Library Manager

PLC_PRG (PRG)
o] Symbel Configuration
= @ Task Configuration v

Local variable  Access right

a "

Type mapping
INT

Remote variable

a

£ >
;:g Devices D POUs é Raspberry Pi @ Linux

Messages - Total 2 error(s), 0 warning(s), 2 message(s)

OPC UA Server

To fix this, simply change the Local type in the Type Mappings tab:

Build + || 2 error(s) |#® 0 warning(s) |€F 1 message(s) | b x
Description Proj
-—-—- Build started: Application: Device. Application
Typify code...
€ C0177: 'PLC_PRG'is of type PROGRAM and cannot be instantiated OPCL
€ C0177: 'PLC_PRG'is of type PROGRAM and cannot be instantiated OPCL
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Variables Type Mappings  Commur

Local type

Application
CODESYS_Control_Win_V3_x&4
DeviceSet

PLC_PRG_remote

Programs

opcua?

+ CODESYS Group® - We software Automation.
+ Imprint*
+ Data protection declaration®

Atlassian®

2.1.2 OPC UA-Server - FAQ (EN)

2.1.2.1 OPC UA: How many variables is the limit?

The title is a frequently asked question that can be answered quite easily: "There is no fixed limit."
Nevertheless, there are various possibilities to minimize the performance demand of the OPCUA server and
thus to lighten the load on the controller. The influence of hardware is ignored in this article.

All values refer to the online mode. Load peaks during login or browsing of the data points via the client are
not examined.

A Raspberry Pi 3 serves as controller and the Unified Automation UaExpert was used as client.
A POU with 1000 variables of type UDINT as created as a test project.
A value change can be switched on or off at the variables:

2 https://fag.codesys.com/label/CDSFAQ/opcua
3 https://www.codesys.com

4 https://www.codesys.com/imprint.html

5 https://www.codesys.com/privacy-policy.html
6 http://www.atlassian.com/
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This POU can then be copied as often as required, working with 10,000 "prepared" variables.
The copied POUs are called using the code of PLC_PRG.

Simply providing the data points has no negative influence on the CPU load because the data is not used.
However, the compiler process takes longer.

In the test project, the CPU has a load of ~8%, whereby the monitoring of the CODESYS IDE is continuously
active.
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@ pl@ThE_raspberry: ~

As soon as the client is connected, the load increases to ~9%, which is the base load.

" Unified Automation UsExpert - The OPC Unified Architecture Cirent - PerformanceTest_1000 SRR . D s
— - i

(P BPBO #=0 X485 0 Bl <

L &

Project 5 X Data Access View
4 [1 Project # Server
I 4 [1 Servers
I 2y OPCUAServer@ThK _raspberry - None - None (uat]

4 [1 Documents N L
[J Data Access View EP pI@ThK raspberry: ~

] [

Address Space PID USER
Mo Highlight

) Root
Ml 4 = Objects

2.1.2.1.1 Value changes

When the first 1000 data points are activated by the client, the load increases to ~17%.

Data Access View Q
# Server NodeId Display Name, Value Datatype  iource Timestam *

OPCUAServer@ThK_raspberry - None - None (ustcp-uasc-uabinary)  NSA|String||var|CODESYS Control for Raspberry Pi SL.Application.PLC_PRG.udi000 udiooo 0 UInt32 : E
QPCUAServer@ThK_raspberry - None - None (uatcp-uasc-uabinary)  NS4[String|lvar| CODESYS Contrel for Raspberry Pi SLApplication.PLC_PRG.udi001 udi00l [t} Ulnt32
OPCUAServer@ThK_raspberry - None - None (ustcp-uasc-uabinary)  NSA|String||var|CODESYS Control for Raspberry Pi SL.Application.PLC_PRG.udi002 udioo2 0 UInt32
QPCUAServer@ThK_raspberry - None - None (uatcp-uasc-uabinary)  NS4[String|lvar| CODESYS Contrel for Raspberry Pi SLApplication.PLC_PRG.udi003 udi002 [t}
OPCUAServer@ThK_raspberry - None - None (ustcp-uasc-uabinary)  NSA|String||var|CODESYS Control for Raspberry Pi SL.Application.PLC_PRG.udi004 udiood
OPCUAServer@ThK raspberry - None - None (ustcp-uasc-uabinary)  NS4|String||var|CODESYS Control for Raspberry Pi SL.Application.PLC_PRG.udi005 udilos ]
QPCUAServer@ThK_raspberry - None - None (uatcp-uasc-uabinary)  NS4[String|lvar| CODESYS Contrel for Raspberry Pi SLApplication.PLC_PRG.udi006 udi006 1)

£ pi@ThK raspberry: ~

RES

1
2
3
4
5
6
7
8
9
10
1
12
13
14
15
16
17
18
19
20
21
2
FE]

When we start the counter, we have a constant value change of the variable.
This increases the load to ~23%.
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Data Access View Q
# Server Nedeld Display Name lue Datetype iource Timestam *

1 OPCUAServer@ThK_raspberry - None - None (uatcp-uasc-uabinary)  NS4|String||varCODESYS Contral for Raspberry Pi SL.Application.PLC_PRG.udi000 udio0o 1074 Ulnt32 110735100 |=

2 OPCUAServer@ThK_raspberry - Nene - None (uatcp-uasc-uabinary)  NS4[String||var CODESYS Centrol for Raspberry Pi SLAgplication.PLC_PRG.udi001 udio0l 1074 Ulnt32 11:07:35.100

3 OPCUAServer@ThK raspberry - None - None (uatcp-uasc-uabinary)  NS4[String|[varCODESYS Control for Raspberry Pi SL.Application.PLC_PRG.udi002 udion2 1074 Ulnt32 11:07:35.100

4 OPCUAServer@ThK_raspberry - Nene - None (ustcp-uasc-uabinary)  NS4[String||var CODESYS Centrol for Raspberry Pi SL.Agplication.PLC_PRG.udi003 udio0z 1074 Ulnt32 11:07:35.100

5 OPCUAServer@ThK_raspberry - None - None (uatcp-uasc-uabinary)  NS4[String|[varCODESYS Centrol for Raspberry Pi SL.Application.PLC_PRG.udi004 udi00d 1074 Ulnt32 11:07:35.100

6 OPCUAServer@ThK raspberry - None - None (uatcp-uasc-uabinary)  NS4[String||varCODESYS Contral for Raspberry Pi SL.Application.PLC_PRG.udi005 udi00s 1074 Ulnt32 11:07:35.100

7 OPCUAServer@ThK_raspberry - Nene - Mone (uatcp-uasc-uabinary)  N54[String||var CODESYS Centrol for Raspberry Pi SL.Agplication.PLC_PRG.udi006 udi00s 1072 Ulnt32 11:07:35.100

H — 4 — £ e ——— — - helien T107:33.100

9 | @B pi@ThK raspberry: ~ ol ) i 11:07:35.100

10 52 11:07:35.100

1 | B 11:07:35.100

12 11:07:35.100

13 11:07:35.100

1 11:07:35.100

15 11:07:35.100

16 11:07:35.100

17 11:07:35.100

18 11:07:35.100

19 11:07:35.100

2 11:07:35.100

21 11:07:35.100

2 11:07:35.100

3 11:07:35.100

P 11:07:35.100

The measurement results with an increasing number of data points are summarized in the following table:

Number of data points Subscribed data points without Subscribed data points with value
value change change
0 ~10% (base load) of the project ~10% (base load) of the project

1000 ~17% ~23%

2000 ~25% ~35%

3000 ~30% ~45%

4000 ~36% ~55%

5000 ~41% ~67%

The first conclusion can be drawn as follows:
+ The CPU load, and therefore also the number of variables, depends on the number of value changes.

The next point, the sampling rate, can also be derived from this.

2.1.2.1.2 Sampling rate

The above measurement results are recorded with the default settings of the OPCUA client with an refresh
rate of 500 milliseconds.

There are many values and parameters for which a slower refresh rate at the client has practically no
influence.

As an example, a room temperature or preset/setpoints, such as the parameters of a PID controller, should
be mentioned here.
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Starting from the worst case in the above table, more and more data is now set to a lower sampling rate,

while the others remain unchanged:

Sampling rate / Number of data points 0 1000 2000 3000 4000 5000
1000 ~67% | ~65% | ~64% | ~62% | ~60% | ~59%
2000 ~67% | ~64% | ~62% | ~59% | ~58% | ~56%
5000 ~67% | ~64% | ~61% | ~59% | ~56% | ~54%

A mixed operation of 1000 variables each with a sampling rate of 500, 1000, 2000, 3000, and 4000

milliseconds resulted in a CPU load of ~59%.

The second conclusion can be drawn as follows:

+ The CPU load can also be reduced by dividing the variables into groups with different refresh rates.

21.21.3
Combination of data points in one array

The variables of a project can be combined not only in time-based groups via the OPCUA client, but also by

data type on the controller.

For demonstration purposes, the program is extended a little bit:

: UA_Performance.project

File Edit Wiew Project Buld Online Debug Tools Window Help

S =N BN A0 ab AR RIS
Devices > & X PLC_PRG [ Device DataArray X (™8 Symbol Configuration
=3 LA_Performance = 1 PROGRAM DataRrray
= ﬂj Device (CODESYS Control for Raspberry Pi SL) = VAR CONSTANT
= @ﬂ PLC Logic 2 c_iMaxArray : INT := 10003
=} Application END_VAR
m Library Manager - = AR
& diCnt : UDINT:
DataArray (PRG) - uaLtn .
PLC_PRG (FRG) audil : ARRAY [0..c_iMaxArray] OF UDINT:
= 8 iIndex : INT:
PLC_PRG_1 (PRG) g xChange : BOOL:
PLC_PRG_Z (FRG) 10 END VAR
PLC_PRG_3 [PRG)
PLC_PRG_4 (PRG) udiCnt := udiCnt + 1;
PLC_PRG_S (PRG) = xChange THER
| € = 1lndex = 0 C_1Ma rray
PLC_PRG_6 (FRG 3 FOR iInd 0 TO c_iMaxR oo
PLC_PRG_7 [PRG) 4 audil [iIndex] := udiCnt;
FLC_PRG_S (PRG) B END_FOR
PLC_PRG_9 [PRG) | e
"8 Symbol Configuration

This time as well, the values are recorded with and without the value being changed.
Again, the sampling rate is at 500 milliseconds.
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R —
[ s st e - HEORE s it Tt Ve N « N o TN - DN - TN . BN T
DPBBE #=° XX 8K <

Project & X Data Access View
4 [3 Project # Server NodeId Display Name Value Datatype
4 [ Servers 1 OPCUAServer@... NS4[String|[varl CODESYS Control for Raspberry Pi SL.Application.DataArray.audil audil {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0... Ulnt32
{2 OPCUAServer@ThK raspberry - None - None (ugicoall
4 [ Documents £P pi@ThK raspberry: =

3 Data Access View

Address Space
7 [No Highiight
D Root

4 P Olierte

Number of data pointsalue change Without value change With value change

1000 ~10% ~11%

2000 ~10% ~12%

3000 ~11% ~13%

4000 ~11% ~14%

5000 ~12% ~14%

Even if combining data points in different groups/arrays means more work in the actual project, this
investment should be made for larger plants.

Please note that all tests were performed with only one client connected.

Of course, every additional client also increases the CPU load.

Here the first measurement (1000 individual variables with a value change) with two connected OPCUA
clients:

—
glI\iﬁed ‘Altomation USEXpert - The OPC Unified Architecture Client - PerformanceTest_1000 Ml Unified Automation UaExpert - The OPC Unified Architecture Client - PerformanceTest 1000
\ &2 [ - ~ ) 22 [ A = o) | <
BN~ PR + = - G N ¥ | D e 1@ & = - SN R | <
Project & X | Data Access View Project B X | Data Access View
4 [ Project = [« B8 eroject # Server Ne
4 [3 Servers 1 OPCUAServer@ThK raspbi 4 [ Servers 1 OPCUAServer@.. NSA[String|ivar/CODESYS Control for Raspberry
- None - 1|2 OPCUAServer@ThK raspb @) OPCUAServer@ThK raspberry - None - N e 2 OPCUAServer@.. N4[Stringlivar/CODESYS Contral for Raspberry
& OPCUAServer@Th respberry - None - None (ustcpr |2 OPCUAServerGThi rosnt . erver@Thi.raspberry - None - None (ustcp-uasc-usbinary) | |2 : llEAGODE Y Kool for Keplem
4 [ Documents 1 OPCUAServer@ThK raspb 4 [J Documents 4 tringlivarCODESYS Control for Raspberry
[ Data Access View 5 OPCUAServer@ThK rasphy 3 Data Access View 5 tring|jvar/CODESYS Control for Raspbery
6 OPCUAServer@ThK raspbi 6 tringlfvar/CODESYS Contral for Raspberry
7 OPCUAServer@ThK rasob: 7 aljvar/CODESYS Contral for Raspberry
L”8 OPCUAServer@ThK_raspbs LIIE OPCUAServer@. NS4, q ODESYS Control for Raspberry

2P pi@ThK raspberry: ~ = | B )
« i

Address Space

[0 Highlight
D Root
4 () Objects
4 & DeviceSet
4 % CODESYS Control for Raspberry Pi SL

4 & Resources

4 & Application
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2.1.2.2 OPC UA: Lowered Performance due to Encryption

The fact that communication between the OPC UA server and the OPC UA client can now be encrypted is a

feature that also has di

sadvantages.

This affects establishing connections as well as power requirements during operation.

It was tested with a weaker device — the Raspberry Pi 3 — in which the results can be seen more clearly.

UaExpert was used as the OPC UA client.
The measurements were performed manually and the variables changed their value in cycles (worst case

scenario).

2.1.2.2.1 Establishi

ng communication

When creating a server certificate for a CODESYS controller, you can determine the length of the encryption:

[ Task Configuration @ Device i Library Manager @ Security Screen X
User Information F3 | Binformation Isuedfor  Issuedby  Validfrom  Validuntil  Thumbprint
S [ peviee * . OPC UA Server (not available)

Project

Devices

5 Own Certificates
55 Trusted Certificates
F Unstrusted Certificates

(]

.+ Web Server {not available)
. Encrypted Commurication (not available)

« Encrypted Application {not available)

¥ Quarantined Certificates

Certificate Settings

=

Key length (bit)

validity period (days)

G

365

A temporal difference can already be noticed when the certificate is created.

Depending on the length of the key, the following times may result when establishing communication:

Variable count / Key unencrypted 2048 3072 4092
lenght

1000 variables ~ 1 Sek. ~ 6 Sek. ~ 16 Sek. ~ 25 Sek.
2000 variables ~ 2 Sek. ~ 8 Sek ~ 18 Sek. ~ 26 Sek.

Depending on the client, it may not be possible to establish a connection to the controller.
The "ConnectionTimeout" in UaExpert has to be edited (default setting: 10 seconds):
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u Configure UaExpert

Filter:
Parameter Value

EventsPlugin.Queuesize 4294967295
EventsPlugin.Samplinglnterval 500
EventsPlugin.ShowDateWithTimestarmps false
EventsPlugin.ShowDialogConditions true
EventsPlugin.ShowNullEventFields false
General AutomaticReconnect true
General BrowseTimeout 10000

eneral.LisableError,
General.DisableError CertificatelssuerTimelnvalid false

The device is running at full capacity when the connection is established. => CPU load: ~ 100%

@ pi@ThK_raspberry: ~ - h_‘ | =[5 —Zhl

To illustrate how strongly the influence depends on the device, here is a connection from an OPC UA client to
a CODESYS Control Win V3.
With 1000 variables and a key length of 3072 bits, this takes approximately 1 second:

;J CODESYSControlService.exe:5340 Properties ==

Image | Performance | Performance Graph | GPU Graph | Services | Threads | TCP/IP | Security | Environment | Strings

CPU Usage

]

u
"
8
-

=
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2.1.2.2.2 Normal operation

Even during normal operation, the encryption requires a little more computing power, as the following table
shows:

Variable count / Key length unencrypted 2048 3072 4096
1000 variables ~23% ~25% ~25% ~25%
2000 variables ~35% ~39% ~ 40 % ~40 %

2.1.2.3 OPC UA Server: Anonymous login

For security reasons, anonymous login is no longer permitted by default as of SP17, but can be adjusted via
the communication settings of the device.

Devices -~ ax Device x
= ) rugo_symboconfy -
= Belice fconnected] (CODESYS Gontrol for Raspber] | | Communication Settings o
S—’
= B0 pLcLogic

| Applications
= €} Application B

i) Library Manager
myPOU (PRG)
PLC_PRG (FRG) Files .
"1 Symbol Configuration | w9 ®
={#8 Task Configuration
= & MairTask ([EC-Tasks)

Backup and Restore

&) pc_PRG Communication

&) mypou Current palicy Optionalencryption
2 SoftMotion General Axis Pool New policy Optional encryption ~
e The device supports both encrypted and Lnencrypted communication.
H®) GP10s_A_B (GPIOs AJ) This can be decided by the user.
3 Onewire
=2 Camera device
K <empty>
2 5P1 Device User Management
Current policy Enforced user management
New policy Enforced user management -

‘The user management on the device s active and cannot be disabled by the user.

Allowanenymous login

1f SHORYMBEETBE SCtvated, certain registered components (e.g. OPC UA) can
estabiish a connection without providing credentials even if user management is
enzbled,

=

Changing the setting requires a restart of the runtime.

2.1.2.4 Symbol configuration: Creating and using multiple symbol configurations

If different clients should have access to different data areas of the controller, then multiple groups of
symbols are necessary.

In CODESYS controllers, access to the respective symbol set is assigned to the controller by means of user
management.
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As a result, the client has to supply the user and password, which should certainly be encrypted by today's
standards.

From these requirements,

encrypted communication with the controller is necessary.

Especially with large amounts of data, encryption can lead to a higher load on the controller and,
for example, prolong the startup behavior of the OPC UA server.
Also note that not every client supports encrypted communication, for example an OPCDA-Client

=> mixed operation is not

possible.

Create a project with encrypted communication for 3 variables and test the communication, for
example with the "UaExpert" OPCUA client.
Step-by-step instructions are found in the help:

Devices * 1 X PLC_PRG "8 Symbol Configuration X | [i] Device
=4 Symbolsets x view - | [#¥ Buld | (2 Settings - Tools - -
= m Device (CODESYS Control Win ¥3) L
= Eg PLC Logic tiThere are 3 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s).
= "‘; Application Changed symbol configuration will be transferred with the next download or online change
Library Manager . . .
v (P g) Symbols Access Rights Maximal  Attribute  Type Members  Comment
PLC_PRG (PRG,
o #-[] [E] Constants
3 Symbol Configuration )
%0 IoConfig_Globals
= @ Task Configuration BLC PR
= @ MainTask (IEC-Tasks) 0) f] " N
i BOOL
#] rLC_PRE
#i2 " " BOOL
# i3 Uy K BOOL
Project 8 %/ | Data Access View |
4 [3 Project # Server Node Id Display Name Value Datatype source Timestamy Server Timestamp  Statusc
a 3 Servers
2, OPCUAServer@KemTPC3 - None - None (uatcp-uasc-uabinary)
4 3 Documents
B Data Access View Bl Server Settings - OPCUAServer@KemTPC3 - None - Nane (uatcp-uasc-uabinary) D[]
Server Information
Endpoint Url opc.top:/ KerTPC: 4840
Secuity Settings
[Address Space Seaurity Policy Bas
5 [No Highight Message Security Mode [Sign & Er
Root
"? E‘fomm; Authentication Settings
4 & DeviceSet 9 Anonymous
4 % CODESYS Control Win V3 )
4 & Resources Username
4 & Application Store
@ DeviceManual
@ DeviceRevision Certificate
> & GlobalVars .
@ HardwareRevision i
@ Manufacturer
© Modd Session Settings
o & Programs Session Name urn:KernTPC:Unified Automation:UaExpert @KerTPC
4 @ PLC_PRG
> @ il
> @2
> @ 3
# RevisionCounter [N
@ SerialNumber
ok Cancel
o b ]
> b Tasks

2.1.2.4.1 Creating user management for the controller

If user management is already activated on the controller, then you can skip this step.

In the configuration area of the controller, open the Users and Groups tab.

Click the Refresh button.
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™8 symbol Configuration (i pevice x
Communication Settings @ L& Device user: Anonymous J
0 get started, sither cannect to s device to uplasd its configuration orload 3 canfigurstin fram disc,
Applications
Synchronization |
Backup and Restore © add
& Import...
Files
# Edit..
Log
& Delete
PLC Settings

PLC Shell

Users and Groups
Access Rights
Symbaol Rights

Task Deployment

Status

Information © Add.
& Import...

# Edit..

& Delate

This is followed by a dialog that you confirm by clicking Yes.

Then a login dialog opens for you to login on the controller as the default user Administrator
(password: Administrator).

As this is the first time you have used user management, you will then be prompted to enter a new
password.

Password expired, please enter a new onel l&]
Name: Administrator
Password: .
Confirm password: o

|| Passward strength: _ [#] Hidepassword

[ oK H Cancel l

Create a new user group (example: "grOPCUA") by clicking the Add button.
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Communicaton Settings [@] = B Devce ser: administrator J
Synchroized mode: Allchanges are immedistely downloaded to the device
Applicatiors e
— + 8 adnnsyater © Add
Fies
@ et
Log
© Delete
PLCSettings
PLCshel
Symbol Rights
Task Deployment
Status
Information O Add. pj
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Use this button to create a new user (example: "usrOPCUA") in this area.
In the configuration dialog, assign the created group "grOPCUA" to the user:

Add User

Name:

Default group:

Password:

AT

Confirm password:

Password strength:

usrQPCLA

IVEEN ) Hidepassword

Password can be changed by user
[] Password must be changed at firstlogin

[}

K ] [ Cancel

. -
8 symbol Configuration (@ pevice x| -
Communication Settings @ = [ Device user: Administrator J

Applications User

Synchronized mode: All changes areimmediately downloaded to the device.

Log

PLC Settings

FLC Shell

Users and Groups

Access Rights

Symbol Rights

Task Deployment

Backup and Restore #-8  Administral
USTORCUA
Files < @ is member of group 'grOPCUA"

Status

Groups

& Add

©

83 Everyone

Information + @8 Administrator
88 Developer

O Add.
o Edit
& Delete
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+ There is no special function for deactivating an activated user management.
If it is necessary to delete the user management, then the device must be reset to its original
state:

|| peviees ~ 4 x
| =) Symbolsets =] '
= [ [pevice (cop= el bt b |
=2l PLC Lo & cut
=€} ap Copy

Iﬁl Paste E
¥ Delete d
-

l - Properties...
=5 Add Object »
2 Add Folder...

Add Device. ..

Update Device...

Edit Object

L

Edit Object with...

Edit 10 mapping

Import mappings from CSV...

Export mappings to CSV...
* Online Config Mode...

< Reset origin device [Device] §

Simulation

2.1.2.4.1.1 Creating a new configuration

+ Inthe Symbol Configuration, select the option Settings\Enable Symbol Sets:

Devices >+ 1 X B2 Symbol Configuration X
=2 Symbokets View -~ Build ||z} Settings ~| Tools -
= ﬂi Device (CODESYS Control Win v3) —
=80 PLC Logic *iThere are 3 canfigure SIpEEORCHAteat Ees riti
" 1 i S
= £} Application A <I»  Indude Comments in XML -
i) Library Manager 4 [T indude Node Flags in XML
H-[F] Constants
PLC_PRG (PRG) 3-[ IaConfig_Gld Configure comments and attributes. ..
ma ) |
2 Symbol Configuration - )
£ PLC_PRG Caonfigure synchronisation with IEC tasks...
= @ Task Configuration
=gk MairTask (IEC-Tasks) Optimized Layout T
@ PLC_PRG |:| Enable direct IjO Access
H Indyde call information in XML
| C || Enable Symbol Sets N
— g
.

This makes the existing configuration the default set.
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Add a new group by clicking the Add a new symbol set button.

B2 Symbol Configuration X
View = Build | = Settings = Tools ~

Support — Public FAQ

@There are 3 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect{s).

sl
(defaut , (omhae ool g =
Changed symbol configuration will be transferred with the next downloar online change

Symbols Access Rights Maximal  Attribute  Type

+-[7] ] constants
+ |:| IoCaonfig_Globals
= PLC_PRG

# il " g BOOL
®i2 " £ BOOL
® 3 " £ BOOL

In the dialog, type in a meaningful name for the group:

Add a new symbaol set

Members

Comment

Symbol-Set Name symOPCUA|

s

After adding a symbol set you have to set permissions in the plc

| add

J [ Cancel

Assign a variable to the group:

B2 Symbol Configuration X
View = Build | =} Settings ~ Tools +

hang ymbuol configuration will be transferred with the next download or online change

{¥There are 1 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s).

'S‘_.mePCUA) v] [ Configure Symbol Rights ...
Cl

Symbols Access Rights Maximal  Attribute  Type

£-[7] [§] constants
+ |:| loConfig_Globals
- PLC_PRG

[ ¢ " BOOL
LI B " BOOL
O ez & BOOL

Members

Comment
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+ Download the project to the controller.

2.1.2.4.2 Assigning from the symbol set to the user group

+ Open the Symbol Rights tab in the controller and update the contents by clicking the Refresh button.
The available symbol sets should now be listed:

W2  Symbal Configuration [ Device x
Synchronized mode: All changes areimmediately downloaded to the device.
Applications Symbal Sets Rights:
Backup and Restore =-[4 Application Groups Access
i Administrator =
Files symOPCUA Developer =
Everyone -
Log QrOPCUA -
Service =
PLC Settings wWatch
& -
PLC Shell
Users and Groups %

Access Rights

Symbol Rights

Task Deployment

Status

Information

Now you can select the symbol set in the list on the left and assign it by double-clicking the user

group:
™=  Symbol Configuration m Device X
Synchronized mode: All changes areimmediately downloaded to the device.
Applications Symbol Sets Rights:
Backup and Restore =114 _Apglication Groups Achess
m % ‘ Administrator
Files symOPCUA Developer —
Everyone =
kg grOPCUA =
i Service -
PLC Settings watch
3 =
* PLC Shell
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Applications

Backup and Restore

Files

Log

PLC Settings

e chall

//- % Symbol Configuration

V7] Device x

Synchronized mode: All changes areimmediately downloaded to the device.

2.1.2.4.3 Testing with the OPC UA client

In the OPC UA client, change the connection option to use a user:

Symbol Sets Rights:
=-[_4 Application Groups Access
r=- Administrator =
@ Developer -
Everyone =
& _orOPCUA | 4
Service =
Watch =

|3 OPCUAServer@KemTPE3 - None - None (uatcp-uasc-uabinary)

4 [1 Documents

Project & x| Data Access iew |
4 [3 Project # Server Node Id Value jource Timestamy Server Timestamg
4 [3 Servers

{3 Data Access View

-
[ Server Settings - OPCUASenver@KermTPC3 - None - None (uatcp-uasc-uabinary)

Server Information
Endpoint Url
Seauity Settings

Security Policy

Authentication Settings
© Anonymous

opc. topsKerrTPC: 4840

[Basicassshazse

Message Security Mode [Sign 8 Encrypt

passnord o u”

Certificate
 Private ey

Session Settings

Session Name

urn:KernTPC: UnifiedAutomation:LiaExpert @KernTPC

=)
5
S|
Store

If you login as user usrOPCUA, ten you only get the variables that have been assigned to the symbol set

symOPCUA.
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Project
4 [ Project
4 [ Servers
23 OPCUAServer@KemTPC3 - None - None (uatcp-uasc-uabinary)
4 [ Documents
[ Data Access View

Address Space
4 [N Highiioht
) Root
4 [ Objects
4 @& DeviceSet
4 % CODESYS Control Win V3
4 % Resources

4 % Application
@ DeviceManual

@ DeviceRevision
» & GlobalVars
@ HardwareRevision
@ Manufacturer
@ Model

% Programs

@ SerialNumber

@ SoftwareRevision
> Tasks

> & Server

2.2 Symbol Configuration - FAQ (EN)
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2.2.1 Symbol Configuration: The option "Support calls to functions, FBs, Methods,
and Programs" can lead to "found dependency cycle in the types ..." error

If the option "Support Calls of Functions, FBs, Methods, and Programs”" is selected in the symbol
configuration, the error (shown in the screenshot) for "found dependency cycle in the types ..." can occur.

®2 symbol Configuration X

View - | [#4Build ||[Z Settings ~ | Tools ~

Changed symbol config Support OPC UA features

[7][5] checkBoundg ["]  Include Node Flags in XML
[£1[8) checkoivon
718 checkDivn

D CheckDivLRe| Configure synchronisation with IEC tasks...
[F1[E] checkDivRea Optimized Layout -

][5 checklrangg
CheckLRan:
oBE pi= RN

1[5 checkrointg
[ [5] checkrangds| £ Suppart calls to Functions, FBs, Methods and Programs

Configure comments and attributes...

Use empty namespaces by default (V2 compatibiity)

[[1[E] checkRangel Trdude call imformation in XML
# [ [E] constants  |[7] Enable Symbol sets 2
#-[7] [E] 1oConfig_Globas

[F[E) rc_rrc

Symbols <I>  Include Comments in XML Type  Members  Comment

Messages - Total 26 error(s), 2 warning(s), 15 message(s)
Build - [@ 2emors)

Description

Object  Position

Buid complet= — 0 errars, 0 marnings : Ready for donnload

©|Found dependency cycke in the types[SingleAxis, REFERENCE TO SingleAxis_REF, AxisGroup, AxisGroup, HmiStatus, REFERENCE TO AxisGroup_REF, Singlefixis]. Cannot calaulate signature offsets.

© Found dependency cyde in the types[SingleAxis, REFERENCE TO SingleAxis_REF, AxisGroup, AxisGroup, HmiStatus, REFERENCE TO AxisGroup_REF, Singledxis]. Cannot calculate signature offsets

Symbol .. Symbol ...
Symbel ... Symbol

2.2.1.1 Technical background and FAQs

A type is called, that contains itself. This cannot work.

7 https://content.helpme-codesys.com/en/CODESYS%20Communication/_cds_obj_symbolconfiguration.html
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The problem is the way the symbol configuration handles REFERENCE?, they are "knocked flat" (so to speak),
and it behaves as if the referenced values are directly there without there "references”.
This can lead to such cycles.

Advise

The best approach here is to never export REFERENCE with the symbol configuration!
— This leads to many more variables being released than would normally be desired, and
otherwise only causes additional problems.

The user should rethink his export format in the symbol configuration and try to do it without REFERENCE?®.
This may lead to the need to rebuild the project.

How can the user then export e.g. methods from FBs (with references) with the option "Support calls
from..." without having to rebuild the FB and possibly the whole project?

The rebuilding of the project can be quickly demanded from the user.
But isn't this a problem of a Codesys component, that gets passed on to the user to fix?

2.2.1.1.1 Answer

We don't see it that way.

The fact is that the data structures that a program uses (internally for data processing) are not always
suitable as a transfer format between controllers.
Pointers/references are an obvious example of problematic types here.

The symbol configuration cannot relieve the user of this implementation of the data structures specified in
the project.

It can not determine a better format, redefine it, or even consider whether the reference types must be really
transferred here.

This operation must be specified by the user himself - and thus possibly entails the conversion/rebuilding of
his project.

Is this option then the single trigger for this error massage?

If not, what else is the cause of the problem?

2.2.1.1.2 Answer

No.

Activating the option forces more types to be exported, which leads to cyclic dependencies.
If the export methods looked here different, the error message might not come up.

It is also possible to have cyclic dependencies without enabling this option.

When the option is only the trigger that this type is exposed, and not real part of the problem, what is?

8 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_datatype_reference.html
9 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_datatype_reference.html
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2.2.1.1.3 Answer

The example error/problem only occur with the use of REFERENCE.

Advise

The best approach here is to never export REFERENCE with the symbol configuration!
This leads to many more variables being released than would normally be desired, and otherwise
only causes problems.

2.2.1.2 Related FAQs:

Wouldn't there still be a need for optimization here to limit the malfunction or to correct it in general?

2.2.1.2.1 Answer

No.
This works exactly as designed!
A REFERENCE"" Data Type is simply difficult to transfer between controllers, so we advise against it!

Why are the affected symbol(s) not displayed in the symbol configuration when double-clicking on the
error output?

The user maybe aware that the position is not very clear, but is only indicated with "Symbol configuration”,
which is insufficient for a clear position to surche fore.
How is the user supposed to find the corresponding symbol based on this error message alone?

2.2.1.2.2 Answer

This would be a better solution for the user.
A corresponding implementation may be possible in future versions.

For the moment, the error message gives the names of the types, after all.
Our assume would be, that the user knows all types published by his controller.

10 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_datatype_reference.html
11 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_datatype_reference.html
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3 CODESYS Control - FAQ (EN)

3.1 CODESYS Control for Linux SL - FAQ (EN)

3.1.1 CODESYS Control for Linux SL: Retains (EN)

For the generic Linux SL products, there are different possibilities to support retain/persistent variables or
persistent storage of information/variables.

"Classic" Retains:

1) Store Retains in File
2) Store Retains in special memory (e.g. SRAM / NVRAM...)
3) Store Retains in shared memory

Besides this, it is also possible to use other features of CODESYS to better fulfill your needs, as they provide
a higher level of persistence that we highly recommend:

Recipe Management
https://help.codesys.com/webapp/_cds_using_recipes;product=codesys;version=3.5.17.0
Persistence Manager

https://help.codesys.com/webapp/
f_application_composer_persistence_manager;product=core_Application_Composer;version=3.5.17.
0

3.1.1.1 1) Store Retains in File

The runtime requires either a proper shutdown to stop the application and then stores the retain variables in
a file, or you can also trigger the storage manually inside the IEC application via the IEC library "CmpApp" —
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0 Coror Hanacer x

[EB Add Library X Delete Library | 5 Propetties 3 Details

55| Placeholders | i Library Repository @) Icon Legend..  Summry..

Name Namespace
# (E) cmpApo = Crpigp, 3.5.17.0 (System)  CoApp

Effective Version
35170 °

@ Operatons
@ retsnsadussiate
(5] AppcalGetproperty

() AppReset

B mesem

| = tmutsioututs 8] Graphcal @) Documentaton

FUNCTION AppStoreRetainsInfile: RTS IEC RESULT

Name Inherited... Address Inital
"% AppstoreRetansinFie
“» pivp

* pezritame REFERENCE TO STRING

= tguis/Outputs| B Grapical | [3] poamentaton

pigp AppStoreRetainsInFle|
psaFitiame

< Iputsfoutputs 8] Graphical 2 Documentaton
FUNCTION AppStoreRetainsInFile

[Name Type Inherited from _ Address Initial Comment |
| AppStoreRetainsInFile RTS_IEC_RESULT |
| papp POINTER TO APPLICATION

| pszFilName REFERENCE TO STRING

Pro:

+ Easy to configure (is default)

+ No special memory/HW required

+ Single data consistency: ok (if finished properly/graceful shutdown) or perfect if manually triggered
inside your IEC application

Con:

+ Processing time might be long
+ No "logical" consistency possible, except you trigger the "storage" by yourself: see "CmpApp" —

Configuration:

library function!

Nothing to do, as this is the default!

3.1.1.2 2) Store Retains in special memory
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You can configure the runtime via the cfg File (CODESYSControl.cfg) so that it directly uses a given memory
(e.g. physically mapped).

Pro:

+ Easy to configure
+ Processing time fast

IEC Code directly accesses the retain variables inside the special memory

+ Single data consistency (for standard datatypes smaller or equal the architecture size (e.g. 32 bits))

ok

+ no further "glue code" required for storage

Con:
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+ Single data consistency (for data bigger than architecture size (e.g. 32 bits)): no guarantee possible
+  Special memory/HW required (Kerneldriver etc.)
+ No "logical" consistency possible

Configuration:

[CmpApp]
RetainType.Application=InSRAM

[CmpRetain]

Retain.SRAM.Size=0x....

Retain.SRAM.AddressMapped= -> in case you have a mapped address or:
Retain.SRAM.Address= -> 1in case you have a physical address

3.1.1.3 3) Store Retains in shared memory

You can configure the runtime via the cfg File (CODESYSControl.cfg) so that it uses a shared memory
memory. Then you can easily adapt to whatever "real" retain storage you have.

See also the following help page:

https://help.codesys.com/webapp/
_rtslext_retains_in_shared_memory;product=CODESYS_Control_SL_Extension_Package;version=4.4.0.0

Pro:

+ Easy to configure
+ Processing time fast
No special memory/HW required, but is possible

+ Single data consistency: no guarantee possible
+ A bit of "glue code" is required to put the retains from shared memory to whatever real retain storage
you have.

Configuration:
[CmpApp]
RetainType.Application=InSHM
[CmpRetain]

Retain.SHM.Size=0x....
Retain.SHM.Name= -> Filename of the shared memory to use
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See also....

+ Our Codesys Online Help (OLH)'?> Website

+ Basic information to the Codesys Development System (Codesys Homepage)'3

+  OLH:General details about 'Data Persistence''* and Preserving Data with Persistent Variables'®
+  OLH®: The Online-help introduction for the Codesys Development System (IDE)"’

+ OLH: For the CODESYS Control for Linux SL'® Add-on

3.1.2 CODESYS Control for Linux SL: Set up 'Ethernet over EtherCAT' (EoE) (EN)

The function EoE is supported by all Linux SL products, like the "CODESYS Control for Raspberry Pi MC SL".
For routing on Linux, there is the following instruction:

The following example contains exemplary IP addresses, please perform with real data of the
used device to be configured!

+ Set up tap0 device: On a Linux system with 'tuntap’ support, this looks somehow like this:

/sbin/ip tuntap add tap® mode tap
/sbin/ip link set tap® up
/sbin/ip addr add 192.168.2.1/24 dev tap0O

Maybe you need to add a additional route?

echo 1 >/proc/sys/net/ipv4/ip_forward' ...

+ Using the Codesys default setting for EOE on "tab0" in your System Set-up!
If your system uses more than one tap device,...

... choose the correct one by using, e.g.:

export RTS_EOE_DEV=tapl

12 https://help.codesys.com/

13 https://www.codesys.com/products/codesys-engineering/development-system.htmi

14 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_f_setting_data_persistence.html

15 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_preserve_data_with_persistent_variables.html
16 https://help.codesys.com/

17 https://help.codesys.com/webapp/_cds_f_development_system_introduction;product=codesys;version=3.5.17.0

18 https://help.codesys.com/webapp/_Inx_f_help;product=codesys_control_for_linux_sl;version=4.4.0.0
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This is usually not necessary, since only one tab is used.

Recommended is the using of the Codesys default setting for EOE on "tab0"
here!

This means to change other connections and set them to f.e. "tab1", if
needed.

Unfortunately, this cannot be set by the Codesys IDE.

If this a 'tab' change is inevitably necessary, Linux on-board tools can be
used:

E.g. insert' export RTS_EOE_DEV=tap1 'in the start script of the runtime or fix
it in a configuration file.

See for more help: https://help.ubuntu.com/community/
EnvironmentVariables

If a 'tab’ change is forced with a start script, please note, that the
setting will be lost with every runtime update.

Start the Codesys Runtime system

Download the EtherCAT stack with EoE device. (The IP of the EoE device should be in this case e.qg.:
192.168.2.2)

ping the IP (e.g. 192.168.2.2) and check the response

If a response is received, the EoE is basically working

The set-up can also be checked with ARP and ICMP with Wireshark attached to your tap device

3.1.2.1 FAQ:

Communication issues

Check your used addresses.
Your EoE address range f.e. must be the same as the programming port.
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Do not mix them with the EtherCAT (alias) address!
Make sure to use the correct EoE address range to communicate over EtherCAT with the Ethernet protocol.

For further Information on EoE see or OnlineHelp EoE Dokumenation’.

3.1.3 Installation 4.1.0.0 fails for Control for Linux SL (EN)

3.1.3.1 Problem

The Installation for v4.1.0.0 fails

3.1.3.2 Solution

New packages now have dependencies that are downloadable via CODESYS Installer.
Hint: You must use SP17 or higher
Steps:

1. Open CODESYS Installer (Windows Start Menii > CODESYS > CODESYS Installer)
Select Change of your SP17 installation

2
3. Install any available updates
4

Go to Browse, Search for the CODESYS Control for * SL package, select it and install

See also....

+ Our Codesys Online Help (OLH)?® Website

+ Basic information to the Codesys Development System (Codesys Homepage
+  OLH?2 The Online-help introduction for the Codesys Development System (IDE)?
* OLH: For the CODESYS Control for Linux SL?* Add-on

)21

19 https://content.helpme-codesys.com/en/CODESYS%20EtherCAT/_ecat_edt_slave_eoe_settings.html

20 https://help.codesys.com/

21 https://www.codesys.com/products/codesys-engineering/development-system.html

22 https://help.codesys.com/

23 https://help.codesys.com/webapp/_cds_f_development_system_introduction;product=codesys;version=3.5.17.0
24 https://help.codesys.com/webapp/_Inx_f_help;product=codesys_control_for_linux_sl;version=4.4.0.0
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3.1.4 Linux realtime / performance / network - draft (EN)
Question: Which steps need to be done to make Linux SL realtime capable?

Answer: Please see our Codesys OnlineHelp?® article on 'Optimization of Real-Time Performance?®'.

3.2 CODESYS Control for PFC100/200 SL - FAQ (EN)
3.2.1 PFC200/PFC100: Commissioning the Runtime and Connected Terminals

3.2.1.1 Hardware

Tx WAGO fieldbus coupler 750-82xx or 750-810x
1x analog input terminal 750-459

1x analog output terminal 750-559

1x meter terminal 750-638

2x analog output terminal 750-550

1x end terminal 750-600

3.2.1.2 Requirements for the WAGO controller

Assign the IP address (for example with the tool WAGO Ethernet Settings).
Plug the adapters into the fieldbus coupler and check the functionality (for example, with the WAGO-
|0-Check).

25 https://www.helpme-codesys.com/
26 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_performance_optimization.html

CODESYS Control - FAQ (EN) - 52


https://www.helpme-codesys.com/
https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_performance_optimization.html
https://www.helpme-codesys.com/
https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_performance_optimization.html

Support — Public FAQ

DATEl  AMNSICHT KNOTEMN MODUL  EINSTELLUMGEM  HILFE

Beenden Offnen Speichern Identifizieren Control-Modus Monitor-Modus

Navigation |l Pos. 06: 7 0, Endklemme

1 750-8202 (192.168.99.106)
» [ Pos. 01: 750-459
Pos. 02: 750-559
Pos. 03: 750-638
Pos. 04: 750-550

v v v v

Pos. 05: 750-550
Pos. 06: 750-600

Fig.: WAGO-I0-Check3-Tool after successful "ldentification”

+ As an alternative, the PFC200/PF100 can also get the IP address (this is the default setting of the
PFCs).

3.2.1.2.1 Requirements for CODESYS

+ Install the package directly from the CODESYS user interface:

CODESYS

Fle Edit View Project Buld Onine Debug Tools Window Help BACNet

B EIE | 62 - (1 | | 1 1))

POUs - 3 % iE Start Page )ﬁ‘ Store X
= (@Back ©Fornard | {3 Home

=
My Account Legin My Wishist Offers | Service v = Cart

oo s

Home / CODESY'S Control for PFC200 SL

CODESYS Control for PFC200 SL

This product allows users to program different models of the WAGO PFC200 controller by using the free
CODESYS Development System (V3),

Wago PFC200 Version: 3.5.12.10
‘Order number: 2302000010

Downlozad > Buy 4 for €95.00 each and save 5%

As an alternative, you have downloaded the latest package (CODESYS Control for PFC200 SL
<Version>.package oder CODESYS Control for PFC100 SL <Version>.package) from the CODESYS
Store and installed it via Tools/Package Manager.
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[ Rl
f Package Manager M

Currently installed packages: L\}

sortby: e ) _nent, D
MName Version Installation date Updateinfo  License info Uninstall...

@ CODESYS Contrel for PFC200 5L 3.5.12.10 19.03.2018 Mo license required Details

i CODESYS SoftMotion 4.3.2.0 19.03.2018 Searching...

Updates i

Search updates

CODESYS Store

CODESYS Store

After installing the package, CODESYS must be restarted.
The package will be installed in the following directory: C:\Users\<username>\CODESYS
Control for PFC200 SL / C:\Users\<username>\CODESYS Control for PFC100 SL

+ Toinstall the CODESYS runtime, open the configuration dialog in Tools/Update PFC200/PFC100.
The default user is root and the default password is wago.

You can enter the IP address manually or select the controller via the scan dialog:

PFC200 = 1 %| [ startPage x
4 Login credentials =
User name root
Password wene
s - - o
Scan PFC200 [E= =N =)
4 Selecttarget S
132.168 56.42 (D0:30.DE-40:5E:5C)
IP Address 192, 168,306 YYY 192.168.96.44 (00:30.DE:40:EC.F7)
192.168.99.47 (D0:30.DE:41:03:5
Scan 19216899106 (DD:30:DE:40:5C:56)

192.168.99.167 (00:30:DE:41:3D:A9)
192.168.99.183 (00:30:DE-40:37:7C)

4 Package
Version

=
Package directory

C:Wsers't kern|CODES'S Control for PFC200 [ o |

4 System
System infa ] [ Reboot target
4 Runtime Cancel
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If there are multiple versions of the package, then you will have to select the one you want to install.
If no packages are offered, then the path of the package must be checked and modified if necessary.

+ The version can be installed on the fieldbus coupler by clicking the Install button.

| Prcam -0
Login credertialy

Jee rare oot
Fassword .

Sk Barget

P dddrass 1z 15855 104

Fadage
weian

P Y
Cofilimerg i b hOODES TS Corrol o RO | —

[ |
|
[ | System

Renima
1 san Sap

Tunabin appication

The version can be viewed by clicking the System info button. (The PFC may have to be rebooted by
clicking the Reboot target button).

System information: root@192.168.99.106 (CxT)
CPU Info

orocessor e z

model name 1 ARMVT Processor rev 7 (v7l)

aogonites : 6007

Features i half thumb fastmult vfp edsp thumbee neon vfpv3 tls vfpd32 =

CPU implementer : ex41

CPU architecture: 7

cPu variant @ w1
cPu part + exces
cPu revision 7 -

Network Info
bre Link encapiEthernct uaddr 08:30:0F:40:5Ci56 =

[ inet addr:192.158.99.106 Bcast:192.165.103.255 task:255.255.245.0 @
UP BROADCAST RUNNING MULTICAST MTU:15€@ Metric:l —
RX packets:2548 errorsi@ dropped:e Overruns:e frame:e
TX packets:37 errorsie dropped:e overruns:e carrierie
collisions:e txquevelen:e
RX bytes:503421 (491.6 KiB) TX bytes:423 (4.3 kig)

br1 Link encep:Ethernet rwaddr 66:30:0E:49:15Ci56
BROADCAST MULTICAST MTU:1568 Metric:l

.12,
status: install user installed
: arm

talled-Tine: 1520825257
suc L1y terminsted

Runtime Info

3 <loggernanes ftmp/codesyscontrol . log«/ loggernane> o
<logoptions> i
H canablasic/enables

<typesnormal</type

ctimestamp>rice/tinestanp>

<deactivatablesec/deactivatables

<dump>aluiays</dump>
cFilterexeeeeeeefcfilters

'

3.2.1.2.2 Project engineering:

+ Create a standard project and select CODESYS Control for PFC200/PFC100 SL as the device:
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= hl
s e

Y¥ou are about to create a new standard project. This wizard will create the following
ohjects within this project:

- 0ne programmable device as spedfied below

- Aprogram PLC_PRG in the language specified below

- A cyclic task which calls PLC_PRG

- A reference to the newest version of the Standard library currently installed.

Device: QEDDESYS Control for PFC200 5L (35 - Smart Software Solutions GmbH)

PLC_PRG in: |Structured Text (ST)

- Establish a connection to the device.

To do this, open the device dialog by double-clicking the device in the tree:

Devices = & %|| [ Device x|
=@ PRA00Froject -
=/ [ Device (CODESYS Control for PFC200 5L) Communication Settings Scan network... | Gateway ~ | Device -
=B pLC Logic

- = Application Applications

Library Manager O

Backup and Restore

PLC_PRG (PRG)

{8 Task Configuration - S

Files S —
= § MainTask ——— [ ] 2 o
&) pLe_prc Lo Gateway
[ Pfc200Bus (Wago PFC200 internal bus) - KERNTRC e
PLC Settings IP-Address:
localhost

PLC Shell

Fort:
1217
Users and Groups

Access Rights

Task Deployment

Status

Information

Open the dialog by clicking the Scan network button. All detected devices of the type are listed:
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Netzwerkpfad zum Gerdt auswahlen:

= fa Gateway-1 Gerdtename: Geréte suchen

Gateway-1
[ Prca00-405c56 [0301.4000.0364) seway

o

=

IP-Address:
localhost

Port:
1217

Treiber:
TCP/TP

Select the corresponding device by double-clicking it.

-
Gerdt auswahlen

MWetzwerkpfad zum Gerdt auswahlen:
= »ﬁ;. Gateway-1

“ [l PFc200-405C56 [nsumuuu.

The last two characters correspond to the last part of the IP address (hexadecimal).

CODESYS establishes a connection to the device and reads the device Information:

 peviee x|

Kommunikation Netzwerk durchsuchen... | Gateway ~ Gerat -

Applikationen
. nl | |

Sichern und Wiederherstellen g :
| - aa
Dateien —— . .
Gateway
Log
- [0301.A000.036A] (aktiv -
SPS-Einstellungen IP-Address: Geratename:
localhost PFC200-405C56
SPS-Shell
Port Gerateadresse:
1217 0301.A000.036A
Benutzer und Gruppen
Zielsystem-D:
Zugriffsrechte 0000 0013
Zielsystemtyp:
4096

Taskaufstellung

Zielsystemhersteller:

Status 35 - Smart Software Solutions GmbH
Zielsystemversion:
Information 3.5.12.10
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Now login to the device by clicking Online/Login. It is not necessary to start the application.

Open the scan dialog of the K-bus from the context menu.

& g o0 T o B o B . D o B o
Ble Edt Ven Project Buid Online Debug Toos Windon Help
B EI&lo o $BEXIMGMANIEI - TIEI S ) I | |WE|= )
Devices = 8 X | [ Device x
= ezt -
= (1) Device [connected] (CODESYS Control for PFC200 5L) Communication Settings Scannetwork... || Gateway - | Device -
= B PLC Logic
- [ Application [stop] Applications
i) Library Manager
PLC.PRG (PRG) Backup and Restore
= Task Configuration 2 R
Files e
=& MaiTask —_ (] O { )
& pc PR g Gateuay
| AP g Gatenay-1 [0301.A000,0364] (active)
Copy Q PLC Settings P-Address: Device Name:
i localhast PFC200-405C56
Paste PLC Shell o S
| o evice Address:
Y Dtz 1217 030140000364
Users and Groups
Bronse 3 Target ID:
Refactoring » Access Rights o000 0053
Target Type:
Properties...
= Task Deployment. 4096
Acd Object TargetVendor:
|2 Add Folder. e 35 - Smart Software Solutions GmbH
Add Device... .
Information Tt prson
Insert Device: ot
Scan For Devices... N, |
Disable Device:
' EditObject
b Fatobe onymous Lastbuid: @0 ® 0 Preconpie: o/ (a [N Program loaded Program unchanged
- Erit Obiart With

After a short time, all detected adapters are listed:

Scan Devices @ = J
Scanned Devices
Devicename Devicetype

_75x_459 75x-459/0..-000 4Al. 0-10V (3.5.12.10)

_75x_559 75x-553/0..-0004A0. 0-10V (35.11.10)

_75x_638 75x-6382CNT (3.5.10.0)

_TSI_ﬁ 75x-550/0._-0002A0. 0-10V{3511.10)

_T5x ¢ 75x-550/0..-000 2A0. 0-10V (3.5.11.10)

[ Show Differences to Project
Scan Devices Copy All Devices to Project | | Close

There may be adapters with special subtypes that cannot be resolved.
In these cases, you can click the ellipsis button to open another dialog where the adapter can be
specified:
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-
Scan Devices L ="E I!

Scanned Devices

Devicename Devicetype

_75x_459 75x-453/0__-000 4Al, 0-10V (3.5.12.10)
_75x_559 75x-553/0_-000 4A0, 0-10V (3.5.11.10)
_75x_638 75x-638 2CNT (35.10.0)

_75x_550 75x-550/0_-0002A0, 0-10V (35.11.10)

Select the Device Description @

Name Vendor Version Order Number Description

Tc-550 2A0, 010V WAGO Kontakitechnik GmbH u. Co. KG 351210 To-550 2<Lhannel Anale
7he-550/0..-000 280, 010V WAGO Kontakitechnik GmbH u. Co. KG 351210 75c-550{/0. -000) 2Lhannel Analy

Now all adapters can be added to the project by clicking the Copy all devices to project button.

PAC200Project project” - mngmr ]

fle Edt vew Projct Buld Onine Debug Tooks Window telp
B@EI& o = yBEX MGG -8 5% ) | = M=
[ Device x|
=5 pRzO0Froject
= %] Device [connected] (CODESYS Control for PFC200 5L) Communication Settings Scannetwork... || Gateway ~ | Device -
= Bl PLC Logic
= [ Application [stop] Applications N . uL
(i) Library Manager o .
PLC_PRG (RG) Backup and Restore - H
=(E8 Task Configuration l;_n - an
- @ MairTask Fles — . L) .
" pic_prRG Los Gateway
| = -4 ] [Pc2008us (Wago PFC200 internal bus) (Gateway-1 -] [301a000.036A] (active) -]
1 - -1
7550 (79531 000 841, 01101) FESETES IP-Address: Device Name:
| _75x_558 (75%-558/0..-000 440, 0-10 V) localhost PFC200-405C56
T 75%_638 (75x-638 2C1 PLC Shell
l T o n < Port Device Address:
_75%_550 (75x-550/0..-000 2A0, 0-10 V) 1217 030140000364
[ _75x_550_1 (75x-550/0..-000 240, 0-10 V) Users and Groups
il Target ID:
Access Rights tooo 0013
Target Type:
Task Deployment. 4096
Target vendor:
Status 35- Smart Software Solutions GmbH
Information Targetversion:
B
Device user: Anonymous Lastbuid: @0 ® 0 Precorpie: o T [ RIN Program loaded Program modified (Online change)

Logout to the device by clicking Online/Logout.

Set the outputs and test the input adapters.

In CODESYS, only that data is updated which is used in the program.
For testing the adapters, open the PLC Settings tab in the device dialog and set Always
update variables to Always update variables to Enabled 2 (always in bus cycle task).
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-
= g oo I S« D e

Fle Edt Yew Project Buid Onine Debug Tooks Window Help
Bl S| |68 05 08 05 6 | - (T 8 | 0 x| (=
Devices > X [l Device x
=5 PRA00Project -
=+ [ bevice (coDESYS Contral for PFC200 5L) Communication Settings application for /0 handling:  [Agpication -
=&l PLC Logic
=} Application Applications PLC settings
m Library Manager [ Update 10 while in stop
PLC_PRG (PRG) EacivliadBeaas Behaviour for outputs in Stop; =
= (8 TaskConfigurston Files Alvays update variables:  [Enabled 2 (abways in bus cyde tasd -
=g MairTask
&) pic pro 1og Edit License:
| g
[ Pfc2008us (Wage PFC200 internal bus) s cycl options
() _75%_453 (75x-455/0..-000 441, 0-10 V) PLC Settings Bus cydle task: 0 . =) &
i [ _75x_558 (75x-559/0..-000 440, 0-10 )
N g _75%_638 (75x-638 2CNT) PLC Shell sckitonal settings
75x%_550 (75x-550/0..-000 240, 0-10 V]
75550 (755500 . ) Generste force variables for 10 mapping  [] Ensble Diagnosisfor devices
[ _75x_550_1 (75x-550/0..-000 240, 0-10¥) Users and Groups
[C] show 10 wamnings as errars
Access Rights

Download the modified application to the controller by logging in again and start it by clicking Debug/
Start.

The symbols in the tree should now be green.
In the 1/0 mapping of the respective adapter (double-click the adapter), you can set the outputs or
view the current values of the input adapter.

Fle Edt Vew Project Buld Onine Debug Tooks Window Help
BEEH &0 = | 25 0 05 6= | - O 18 | 5 O n X (= |
Devices > 3 x (@ peviee ' @,Jsx,m x
=5 PR20OProject -
= () Device [connected] (CODESYS Contral for PFC200 SL) PFC200 MMBDDMQ Find Filter Show all -
= @l peioge Varizble Mapping ~ Channel Address Type Curent Value  Prepared Value L
= £ Application [run] 2
5 Lorary v A STATUS Channel 0 %IBE
ibrary Manager
oLC Prc PR #" Information @ CNT_VAL Charnel 0 w5
@ o Configurati R4 STATUS Channel 1 %812 0
= ask Configuration
Py y ] CNT_VAL Channel 1 %IWT umT 0
= MainTask =
& pic rre i3 CONTROL Channel 0 %QE8 USINT 0
i "
CNT_SET Charnel 0 ws  UNT 0
| fe20080s (flago PRC200 internc bue) ”: conTROL c::::e\ 1 xau USINT 0
75x_459 (75x-453/0..-000 441, 0
A U5EE " CNT_SET Charnel 1 %QW7  UINT 0
_75%_559 (75x-555/0..-000 -10v) =
_75%_638 (75%-638 2C1
| _75%_550 (75x-550/0..-000 240, 0-10 )
_75%_550_1 (75x-550/0..-000 2A0, 0-10 V) Reset mapping Always update
g = Create new variable " =Mapto existing variable
Device user: Anenymous Lastbuld: € 0 @ 0 Precompile: T RUN Program loaded Program unchanged
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3.3 CODESYS Control for Raspberry Pi SL - FAQ (EN)

3.3.1 CmAct licenses after update lost / new empty container is created (EN)

3.3.1.1 Objective

Update files with existing licenses (xxx.WibuCmRaU), which were saved with runtimes < v4.5.0.0 (Codesys
SP18), can no longer be used in runtimes since v4.5.0.0! (SP18)

3.3.1.2 Workaround:

An old runtime must be installed (<v4.5.0.0) then the WibuCmRaU update file must be activated, and then the
runtime must be updated!

You can download all needed version from the Codesys Store?’.

See the 'Versions' Tab within the Product page.

Product Description | m
Version History \

Version Release Motes

3.3.1.3 How to:

+ Make sure you have the WibuCmRaU update file:

+ Downgrade the runtime to v4.4.0.0.
+ Goto CODESYS Tools — Update Pi%® and install this older version.
+ Use Putty?® and connect to the controller.

- Navigate to the Config file (Location of the configuration file3?).

nano/etc/CODESYSControl_User.cfg

+ Edit the .cfg: remove the entry:

27 https://store.codesys.com/en/catalogsearch/result/index/?cat=4&qg=raspberry
28 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_install_runtime_on_controller.html

29 https://www.putty.org/
30 https://fag.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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[CmpCodeMeter]
FCBoundWithHashedSerNo.0=5000304

+ Navigate to

cd/var/opt/codesys/.cmact_licenses/

+ Delete the directory completely

sudo rm *

+ Stop and restart the runtime

sudo /etc/init.d/codesyscontrol stop
sudo /etc/init.d/codesyscontrol start

Go to CODESYS Tools — license Manager

+ Upload the saved xxx.WibuCmRaU fileback to the System

+ Use CODESYS Tools — Update Pi— Update to >=4.5.0.0 to update the runtime to the former used (or
newer) version.

See also....

« Our Codesys Online Help (OLH)*' Website
OLH: How to Licensing a Controller (Activating and Backing up a license in Codesys)®?

3.3.2 How to: backing up and restoring a license on Raspberry Pi & other SL
runtimes

This procedure does not apply to: Linux SL / Control Win SL / Control RTE SL / Linux Arm SL !

After activating the license on the device, the license should be backed up in case the SD/0OS image needs
to be restored in the future.

A soft-license can only be restored on the same device and not transferred to another.
Alternatively, a license can be installed on a CODESYS dongle that can be used on any Raspberry Pi's.

There are differences to versions, before and after CODESYS 3.5 SP17 or SL runtime, smaller than v4.1.0.0
- see information notices.

31 https://www.helpme-codesys.com/
32 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_license_controller.html
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Quick links:

+ How to back up a license file
« How to restore a license

3.3.2.1 How to back up a license file

There are two ways to do this:

1. Back up from the device via the CODESYS file manager
After establishing a connection to the device,
a. Select the Files tab of the Device window
Choose a location to save the file in your PC or an external drive
Click on the Refresh button on the Runtime side
Select the "CMLicenseNew.WibuCmRaU" file in the Runtime's file system
Click on the "<<" button

® Q0 T

Devices - 3 x|| [ pevice x >

=@ Device (CODESYS Control for Raspberry Pi SL)
= Bl rciogic
= 1} Application
i) Library Manager
PLC_PRG (PRG)
= (# Task Configuration
=g MainTask
&) pic_rre
3 SoftMotion General Axis Pocl
2
H® cP10s A B (CPIOs AfB)
2 Onewre
=% Camera device
£ <empty>
% s

=) Untited? ~

Communication Settings
Applications

Backup and Restore
PLC Settings

PLC Shell

Users and Groups
Access Rights

symbol Rights

Licensed Software Metrics

Runtime | Location | [ /

v @ X &
4

Name
(3 restore
& e

(3 badup
(3 Pletogc
3 visu
O cert

[ wibucit.ci

S+ | |[F ssticense.mbb

= -

[ cmact licenses

| sysFieMap.cfa tes
) [MLicenseNew WibuCmRaU d o9
& bacstacini "58 KB (...

Size Modified r

3192KB ...
2.25KB ...

Only when using CODESYS >= 3.5 SP13: There should be a back-up already on the PC where the

license was activated from

If the license was originally activated using CODESYS V3.5 SP13 or newer, the license backup file can

be found under:

"C:\ProgramData\CODESYS\Licenses\<license ticket number>" (there will be a folder for every license

ticket)

The license file will have the following naming format: "<Hardware serial number of the
device>.WibuCmRau". For example:
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L4
File Edit View
HEE S
Raspberry Pi
Login credentials
User name
Password

Select target

IPAddress

Project  Build  Online
& ¢
-1
pi
e
192.168.99.38
Scan

CODESYS Runtime Package

Version

Install RaliBve

Package directory

C:\Users\m.asef\CODESYS Control fo

Additional Packages

Install...

System

System info

Runtime

Start

Mznage...

Reboot target

Stop

Disable application

Configure

Debug  Tools

S0

CPU Info

Window

Help
AN

Application [Device: PLC Logic] - ©8 % =
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CPU architecture:
cPU variant
CPU part

CPU revision

CPU implementer :
Hardware
v

axal
7

:exe

: exde3
ra

: BCM2785

Package Info

UP BROADCA!
AX packets:
TX packets:3!
collisions:@

1o Link encap:Loca

UNNING MULTICAST MTU:1588

uevelen:1eee

oopback

Ethernet HwWaddr b8:27:eb:eb:ef:b7
2.168.99.38 BCast:192.168.103.255
e8@::5623:5830:42ca:2982/64 Scope:Link

mMetricil

67 errors:@ dropped:@ overruns:2 frame:@

errors:@ dropped:@ overruns:e@ carrier:e l}

(1.2 MiB)} TX bytes:77ees (75.2 KiB)

Mask:255.255,248.8

g B B R R DD . | @

/ Name
-

Desired=Unknown/Install/Re:
status=not/Inst/
/ Err3=(none)/Reinst-requir

/conf-files,

/Purge/rold

version

packed/halF-conf/Half-inst/trig-await/Trig-pend
status,Err: uppercase=bad) ‘
rchitecture pDescription

| ¥ = | D\ApaddonManager

ii codesyscontrol 3.5.15.28

Freigeben Ansi

V3.5.15.28, DO 12, NOv 12:56:56 CET 2019

rgets\3.5.15.20x86\ Licenses\SBEBE- 3GCOY-BTBGE-SCKEX-KZAZ8

| € v 4

c\ProgramData\CODESYS\Lic Ensas‘;\SB 8B6-3GCOY-BTBGE-SCKEX-KZA28

st Schnellzugriff
[ Desktop
4 Downloads
[£] Dokumente
&=/ Bilder

_PFD

3.3.2.2 How to restore a license

There are two ways to do this:

"~ Name

', 0DDODDDDdELOfET. WibuCmRau

~

Anderungsdstum  Typ e

WIBU CM remote ...

From version CODESYS 3.5 SP17 (4.1.0.0) on forward, the content can only be deleted using the command:

sudo rm /var/opt/codesys/.cmact_licenses/**

For versions < CODESYS 3.5 SP17 or SL runtime smaller than v 4.1.0.0

In older versions, the path is " /var/opt/codesys/cmact_licenses/ " without the dot at the beginning of the last

folder name.

If you are using an image or another license had already been activated on the device, delete the
cmact_license folder from the Runtime's file system,

and restart the device before proceeding to restore the license.

ices > o X

[ Device x

3 unoteds

=1 Device (CODESYS Contral for Raspberry Pi MC SL|

=30 pLC Logic
=1} Application
i) Library Manager
PLC_PRG (PRG)
= 88 Task Configuration
=g MainTask
&) pLc_PrG
" SoftVotion General Axis Pool

Applications

Backup and Restore

| Fies

Log

Communication Settings

Host | Location

- @K 4 Runtime | Location | [ /
Mame Size Modified Name Size
ca o
= D\ | cmact_icenses ] I
a Pl T
= e O cert
& HA [ backup
ca P\ [ e
(S 3 visu

The Codesys File manager does not show the dot for the " .cmact_licenses " folder name!
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1. Restore the license with the activation ticket
Using the License Manager (Tools>License Manager...),
a. Click on Additional Functions
b. Enter the license activation ticket
c. Click Restore

Container |Softcontainer: [0]: SN= ~| | Refresh Blink

Products

Name
Company

Unit counter
License quantity

Usageperiod

Feature map

Restore Licenses s

Ticket 1D bl

Description

< > ‘

The license for the product exists on the selected license container, but is invalid (e.g. expired).

‘ The licznse forthe product exists on the selected license container.

B3 The license forthe product does not exist on the selected license container.

Install Licenses... AdditonalFancions Wl Close

2. Restore the license from the license file
Open the License Manager (Tools>License Manager...) and
a. Click on Install Licenses...
b. Select Install license and click Next >
c. Select the license file and click Finish
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Container | Softcontainer: [0]: SN= -

~

Refresh

Install licenses on Device Soft container

Install Licenses
‘What do youwant to do?

() Activate license

license activation ticket to you.

() Request license

(@ Install license

Cancel

- Select Operation

&

Use this option if this machine has internet access and the software vendor has supplied a

If this machine does not have internet access, then you can create a context file of your
dongle, which can be activated over the internet on another machine. Then the resulting
license update file can be installed on this machine by means of "Install license™

If you have received a license update file, then use this option to install it to your dongle.

o
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Blink

pired

Additional Functions

Install Licenses. a

Install licenses on Device Soft container - Install License

Install Licenses
Update your dongle with a license update file.

e

Specify the path to the license update file which has been downloaded during software

activation over the internet. %

Cancel < Back

If using CODESYS V3.5 older than Service Pack 13, instead of the License Manager,
there is the Edit Licenses option found in the PLC Settings tab of the Device window:

Communication Settings ‘Application for Y0 handling: [ Applcation

PLC settings
[ Update 10 while in stop

Applications

Edit Licenses

=]

Backup and Restore

Files Always update variables:
Edit Licenses.,
Log
Bus cyde options.
PLC Settings Bus oycle task:
PLC Shell

Addtional settngs
. Generate force varlbles for

7] Show 1/0 warnings Ys errors
Task Deployment

Status

Information

Behaviour for outputs in Stop: | e In

stall Licenses - Select Operation

A Install Licenses

What do youwant to do?

) Activate license

Use this option if this machine has internet access and the software vendor has supplied a
chivation ticket to you.

license activation ticke!

Request license

If this machine does not have internet access, you can dreate a context fil of your
dongle, which can be activated over intemet on another machine, The resulting icense:

update fle can then be instalied on this machine using “Tnstalllicense”.

© Install license

If you have got alicense update fle, use this option n arder to install it to your dongle,

Cancel

Next >

& o) &7

=7

mart Software Solutions

0304

[Nn Ticense on dongle

Install licenses..

3.3.3 Raspberry Pi: FAQ

You need the CODESYS programming environment version 3.5 in order to be able to use Raspberry. You can
download this free of charge from the CODESYS store

http://store.codesys.com/engineering/codesys.html

Subsequently, you need the package CODESYS Control for Raspberry Pi SL from the CODESYS store, which
you can then install directly via CODESYS (Tools — Package Manager — Install...):
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https://store.codesys.com/codesys-control-for-raspberry-pi-sl.html

=R | o= | #

i) Library Manager ]

- x = Store x| [f] Device  [[{] Ethemet PLC_PRG
_E] @Back  Forward | fgiHome

My Account  Legin My Wishlist Service

ﬁ' Cart:

durs without functional limitations and shuts down automatically (demo).

Version: 3.5.8.0

DOWnIoad > o der number: 2302000009
Qty: | 1
Add to My Wishlisi
D Product Description System Requirements All versions Reviews Support More products from this supplier
x
CODESYS Control for Raspberry Pi SL

Please restart CODESYS after installing this package.
What needs to be installed on the Pi itself?

If you don't have an image, it can be downloaded from http://www.raspberrypi.org/downloads. You then
have to flash it to the SD card.

Activation of SSH
Activate SSH:

https://www.raspberrypi.org/documentation/remote-access/ssh/
http://forum.codesys.com/viewtopic.php?f=22&t=6345&p=12781#p12781

If you already use the Raspberry Pi for other things, you can of course continue to use your existing image.
The CODESYS PLC is installed via the following menu item:
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Debug m Window  Help
| i 7 Package Manager...
m Library Repositary. ..
ﬁ Device Repository. .. :
@ Visual Element Repository | .
@ Visualization Styles Repository. .. =
B License Repaository...
B License Manager... jerat
Scripting P onew
Customize... Opel
Options... Opel
Update RaspberryPI
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The Raspberry Pi must be located in the same network as the CODESYS PC from which the installation is

executed.

You can now scan the Raspberry Pi in your network. All the Raspberry Pi devices in this network appear in the

scan.
Update Raspberry PI @
Package
Version (V35710 o
V3ih30
V3.5.8.10 7
Choose package dir ]
C\Usersle.schwellifl Raspberry P Scan =
Login 152 168.100.130 -
152.168.101.27 o
Username pi 152.168.101.85 ﬂ
152 168.101 97
Password
Metwork )
| oK || Cancel |
|PAddr 153
| 0K || Cancel
Login data
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User name: pi
Password: raspberry

Update Raspberry PI @
Package
Version V35710 -
V3580
V35sg10 5

Choose package dir ]

Clsersie.schwellingeriCODESYS Control for Raspben

Login

Username pi

Password T
Network

|PAddress 192.168.101.179

| OK || Cancel |

The Debian package from the store download is now installed on the Raspberry Pi and the PLC is also
started directly. The message Update finished in the window Messages -> RaspberryPl indicates a successful

installation.

Messages - Total 1 error(s), 0 warning(s), 1 message(s)

RaspberryPl ~ € 0 error(s) | 0 warning(s) | 1 message(s) | b4

Description
& Update finished

After that you can use the Raspberry Pi directly with CODESYS. To do this, open one of the sample projects:
C:\Users\<user_name>\CODESYS Control for Raspberry PI\<version>\Examples\Webvisu.project

Please update the device via the context menu (right mouse button) so that it matches the current PLC
version on the Raspberry Pi.
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‘B WeffersiafionF =

=[] |Device (CODESYS Camteal fae Rannbhace.ni
- B0 pLcLoge | o Cut

= u. Appli Device (CODESYS Control for Raspberry Pi) ]

%2 Wes Paste

g we: > Delete
i) Lior

= Con = Properties...
|t Add Object b
ﬁ?ﬂ =)  Add Folder. ..
m Add Device. ..

= P‘LCl Update Device. ..

Subsequently, set the Compiler Version and the Visualization Profile to the latest version via Project —
Project Settings....

Now you can scan the Raspberry Pi in CODESYS under the Communication Settings of the Device. Log in with
Online — Login and start the application with Debug — Start.

re ¥ Lﬂ Devi x ’E ComRead r|_=n"‘| ComReader.Close r|_=|c| ComR.eader.FB_Exit r|_=|\"‘| ComReader.Open r|_=|\"‘| ComReader.Read [E
Communication Settings |Sennetwork... | Gateway ~ | Device ~
Applications
U .
Backup and Restore
P Select Device
Files Select the n rk path to the controller:
= .ﬁ'-j. Gateday-9 (scanning...) Device Name: Scan network
Log [l Phvisu[0001.a1EA] ez ——
in
e ([ ralpberrypi[0001.4159] Device Add
settings
g [Tl reWfberrypi[0001.4185] PR
PLC shell El raspbi2 [0001.41B3] ;’aﬁrge]i.:o\tersim:
El wetterstation_pi [0001.4161] T
Users and Groups El ¥fdControllerQS[0001.4214] Target Vendor:
35
Task deployment Target ID:
0000 0010
Status Ta t Name:
Raspberry Pi
Information
Target Type:
4102
[ oK J [ Cancel ]

When the webvisu project is running, you can call and display the webvisu of the project in a browser with the
link http.//<raspberrypi_ip_address>:8080/webvisu.htm.

You can use the following fieldbuses / features with the Raspberry Pi:

« EtherCAT master
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Profinet controller / Profinet device
Modbus TCP / master, slave

Modbus RTU / master, slave
Ethernet/IP scanner and adapter
CANopen over EL6751 gateway terminal

Pi-specific features:

Address PiCAM from the PLC

PiFace (8 inputs / 8 outputs via SPI)

12C

Address GPIO

Control RC servos via SoftMotion and PLCopen function blocks
further example for i2C — analog input / temperature measurement
and much more...

Here is a first-steps video for this:
https://www.youtube.com/watch?v=6FPf3RHWyeU

Example — EtherCAT and SoftMotion:
http://www.youtube.com/watch?v=GFN9T_cXLEU

Example — RC servos:
http://www.youtube.com/watch?v=0Dha-2y3pH4

You can also get useful information from our forum: You can also find libraries and devices from other
CODESYS Raspberry Pi users here:
http://forum-de.codesys.com/viewforum.php?f=18&sid=372d536cd6b0615779d94f49e3d27d46
http://forum.codesys.com/viewforum.php?f=21&sid=847359a6¢4f57dd5f6f63d96fbab291b

The forum FAQ is also very helpful for this:
http://forum.codesys.com/viewforum.php?f=22

3.3.4 Raspberry Pi & Linux SL products: SysTimeRTCSetTimezone is not
implemented / Executing bash commands (EN)

As a workaround, the time zone can be set via a Linux command line

The package "systemd" must be installed on the system, for timedatectl to be used.

== >>on PFC100/PFC200 runtimes, systemd is not used, but the following commands can be
used instead

Use the "/etc/config-tools/config_timezone"-command in place of the "timedatectl set-
timezone"-command:

TZ="CET-1CEST,M3.5.0/2,M10.5.0/3"
or
/etc/config-tools/config_timezone tz-string="CET-1CEST,M3.5.0/2,M10.5.0/3"
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The timezone abbreviation list for PFC100/PFC200 can be found here:

cat /usr/share/zoneinfo/allzones

Allow the command first, as described here: SysProcess®?

The list of available time zones can be read out via the command line

timedatectl list-timezones

Declaration

VAR
sCmdCet : STRING := 'timedatectl set-timezone Europe/Berlin';
sCmdGmt : STRING := 'timedatectl set-timezone Etc/GMT';
xSetGmt ¢ BOOL;
xSetCet ¢ BOOL;
rtsResult : SysTypes.RTS_IEC_RESULT;
diReturn : DINT;

END_VAR

Implementation

IF xSetGmt THEN
xSetGmt := FALSE;

33 https://faq.codesys.com/display/CDSFAQ/SysProcess
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diReturn := Sysprocess.SysProcessExecuteCommand(pszComand := sCmdGmt,
ADR(rtsResult));
END_IF

IF xSetCet THEN

xSetCet := FALSE;

diReturn := Sysprocess.SysProcessExecuteCommand(pszComand := sCmdCet,
ADR(rtsResult));
END_IF

B £ IF xSetGmtFIES THEN

7 xSetomt FNEE := FRLSE;

diReturn[ 0 | := Sysprocess.SysProcessExecuteCommand (pszComand := sCmdGmt[ tmedstectiset » |, ADR(rtsResult] 0  |));
] END IF

g 11 IF xSetcetENER THEN
1z xSetCet FNER := FRLSE;
13 diReturn[ 0 | := Sysprocess.SysProcessExscuteCommand (pszComand := sCmdCet[ tmedstectiz=t b |, ADR(rtsResult[ 0 |)):
14] © END IFRETURN]

EP pi@ThKPi3LCD: ~

3.4 CODESYS Control Win V3 / RTE V3 - FAQ (EN)
3.4.1 RTE: Change the RTE-PLC Configuration path (EN)
3.4.1.1 Requirement:

If needed, to change the path for where the RTE stores the boot project and all application files.

The path can be set under the following RTE setting: System Configuration - Component Manager3*

34 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_dlg_system_config_component_manager.html
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Diagnoshc} Startup | Component Manager | Application | Loggef] Schedu\er} File | Target}

Plc Configuration Path:
|C.‘-FrogramDa1a \CODESYS\CODESYSControlRTEV3\

Additional Components:

[ =
[ =l

r
-

3.4.2 RTE: Slow connection (EN)

3.4.2.1 Issue

It may happen that there are difficulties in using traces in Codesys Development Software.
In this case, the update rate of for example a traces drops so much that it can no longer be used reliably.
In addition, it can be observed that the download time increases.

This behavior sometimes occurs in the use of an RTE (but does not have to be limited to that).

3.4.2.2 Countermeasure

A probable fix is, either by

+ installing a gateway on the Controller/RTE side, then logging in via the new remote gateway, or
install the CODESYS driver on the adapter that does the CODESYS login on the Controller/RTE

In most cases, this is simply a network configuration problem.

3.5 Frequently needed settings - FAQ (EN)

3.5.1 Disable (forced) device user management (as of Codesys Version SP17)
(EN)

Important recommendations for data protection!

In order to minimize the risk of data security violations, we recommend the following
organizational and technical actions for the system where your applications are running.
+ Whenever possible, avoid exposing the PLC and control networks to open networks and the
Internet.
+ Use additional data link layers for protection, such as a VPN for remote access.
+ Install firewall mechanisms. Restrict access to authorized people.
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+ Use high-strength passwords.

+ At commissioning, change any existing default passwords and change them on a regular
basis.

Use the security features supported by CODESYS and the respective controller, such as
encryption of communication with the controller and intentionally restricted user access.

For devices which support a device user management, the device editor includes the Users and

Groups®® and Access Rights®® tabs.

When offered by the device, the user can view the user management for the device here as well as edit it in
synchronization mode (not in online mode).

Here, the user can grant or deny specific permissions on the controller to the defined user groups.

If this is urgently needed, then it is possible to deactivate this device user management.

3.5.1.1 There are two ways to proceed:

Solution 1: Disable the device user management via the Codesys Engineering interface and the plc device

Related OLH Article: Disabling User Management®’.

1. At the first connection attempt to the PLC, this window will show up:

The mandatory use of the user management is configured for
the device. This means that in order to connect to the device
an activated user management must be available,

Currently, the user management is not activated on the device,
Would you like to activate it now?

Please note: When activating the user management you will

be asked to create a new admin user. Then you will be asked
to login as this user,

la Mein

2. You have to confirm this massage with “Ja/Yes” in order to be able to connect to your PLC.

3. Inthe next step, you have to choose a username and password:

35 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_edt_device_users_and_groups.html
36 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_edt_device_access_rights.html
37 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_sec_faq_deactivating_usermanagement.html
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Add De *
Mame
Default group Administrator ~
Password | @|
Confirm password | |
Passwordstrength
Password can be changed by user
] Password must be changed at first login
Cancel
4. You then can log in/connect to your device.
Your submitted user and password information will be requested here.
Device Uzer Logon *

You are currently not authorized to perform this operation on the device. Please enter the name
p and password of an user account which has got the sufficient rights.

Device name |

Deviceaddress |0368

User name |

Password | L O]
Operation: View

Object: "Device"

Cancel
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x>

You are currently not authorized to perform this operation on the device. Please enter the name
p and password of an user account which has got the sufficient rights.

Device name |Device (CODESYS Control Win ¥3)

Deviceaddress |

User name |
Password | Lo
Operation: View
Object: "Device"
Cancel

Once connected to your device, you can deactivate the user management.

Go to your PLC Device - "Communication Settings" Tab.

Open the "Device” - "Change Communication Policy...” settings (see OLH "Changing the
communication policy (encryption, user management®):

] Device x

Communication Settings

Scan MNetwork

Gateway -

Applications

Backup and Restore

Files

Log

PLC Settings

Device -

Options 3

Rename Active Device...

Wink Active Device

Send Echo Service. ..

Encrypted Communication

Change Communication Palicy... L\\!J—|
S

B i

IP-Address:
localhost

8. Set the new policy to “Optional encryption” (see OLH "Changing the communication policy
(encryption, user management®®):

38 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/
_cds_encrypting_communication_changing_security_policy.html
39 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/
_cds_encrypting_communication_changing_security_policy.html
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Change Communication Policy et
Communication
Current policy Optionalencryption
MNew policy Optional encryption W

The device supports both encrypted and unencrypted communication,
This can be dedded by the user.

Device User Management

Current policy Enforced user management

MNew policy Enforced user management

Optional user management
Enforced user management

[] Allow anonymous login

If anonymous login is activated, certain registered components (2.g. OPC UA) can
establish a connection without providing credentials even if user management is
enabled.

9. In order to delete the old user management from your PLC, right-click on your device and select
“Reset Origin Device*":

40 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_reset_origin_device.html
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10.

Devices * 1 X
=5 Spnetinit TestF =
= m Deyiss fCANECVE Canteal far 0 annk D RAr C1 Y
== % Cut
= Copy
Paste
» Delete
= Properties...
] Add Object 3
) Add Folder...
=@ Add Device...
. Update Devi )
| pdate Dewvice... Train 1
7 Edit Object r Meas
= Edit Object With... -Bus))
Edit 10 mapping nput
= er
Import mappings from CSY... ,,')?5[)—
Export mappings to C5V... [ 75
% | % Online Config Made...
2 SVN 3
He
‘& | Reset Origin Device [Device]
t 3 Simulation
‘% FT
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in the confirm dialog, mark the “User Management” and confirm with “Yes":
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CODESYS >

@ Do you really want to reset the device to its original state?

Resetting the device will delete all of the selected items below.
Deleting just a subset of items may render other items inoperable. Depending an the
configuration of the device, additional items may also get deleted.

Delete [tem
User Management
] PLC Logic
] Certificates

— Now the user management is deleted and only optional anymore.

Solution 2: Permanently disable user management via the configuration.

This setting allows the usage of the CODESYSControl runtime without an activated user management.

This setting is not recommended to be turned off!
For safety reasons, this option should always be used!
The user must be aware of the risks when using this option!

Depending on the runtime, the configuration file is located in the following place:
Location of the configuration file*'

2. Setthe entryl—to [

41 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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3.5.2 How to: Perform a start / stop for a Codesys runtime from a command line
(EN)

To start / stop by SysTray you can use this command line:

RTE Example:

"<RTE Installation Path>\CODESYSControlRTESysTray.exe" start
"<RTE Installation Path>\CODESYSControlRTESysTray.exe" stop

ControlWinV3 Example:

"<ControlWin Installation Path>\CODESYSControlSysTray.exe" start
"<ControlWin Installation Path>\CODESYSControlSysTray.exe" stop

Codesys Services in the SysTray:

+ Depending on which service is currently installed in the Windows services, this service is
then started.

+ This also happens if you call a SysTray-Exe from a completely different path.

+ Only one service can be active at a time!

When ControlWin is started in a Windows Command line via:

<path_to_plc>CODESYSControlService.exe -d

The user can stop the ControlWin with 2 times pressing the "Return” Key in the Command
Window:

+ After pressing the Enter key for the first time to stop the Runtime,

+ Press Enter key again to close the window
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Linux Example:

"sudo /etc/init.d/codesyscontrol start"
"sudo /etc/init.d/codesyscontrol stop"

3.5.3 Location of the configuration file (EN)

Control RTE:
C:\ProgramData\CODESYS\CODESYSControlRTEV3\CODESYSControl_User.cfg
Control WIN:
c:\ProgramData\CODESYS\CODESYSControlWinV3x64\xxxxxxxx\CODESYSControl.cfg

Linux SL, Raspberry, PFC100/200:
/etc/CODESYSControl_User.cfg

emPC:
/data/etc/CODESYSControl_User.cfg

3.5.4 NETSERVER_MAXCHANNELS (EN)

Depending on the runtime, the configuration file is located in the following place: Location of the
configuration file*?

Defines the available communication buffers in the communication server.

BUFFERSIZE is the overall amount of memory to be used by all channels
MAXCHANNELS defines the number of channels that may be handled concurrently.

Since each channel needs separate send and receive channels the available communication buffer is
BUFFERSIZE / (2*MAXCHANNELS)

Most runtime use the default 4 MAXCHANNELS :

[CmpChannelServer]

42 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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Buffersize=4000000
MaxChannels=4

Change number of channel Example:

If needed to increase to f.e.g. 8:

[CmpChannelServer]

Buffersize=1600000
MaxChannels=8

3.5.5 OPC UA Server Settings (EN)

Depending on the runtime, the configuration file is located in the following place: see Location of
the configuration file*?

3.5.5.1 Define the port

[CmpOPCUAServer]
NetworkPort=4841

3.5.5.2 Binding to an adapter

[CmpOPCUAServer]
NetworkAdapter=etho

3.5.5.3 Max. nodes per read (>=SP17)

[CmpOPCUAServer]
MaxNodesPerRead=100

43 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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3.5.5.4 Max. Sessions (>=SP17)

[CmpOPCUAServer]
SessionsMax=100

3.5.5.5 Max. Speed

[CmpOPCUAServer]
ItemMinSamplingRate=100 ; ms

3.5.5.6 Deactivating

[CmpOPCUAServer]
SECURITY.Activation=DEACTIVATED

3.5.5.7 Restricting Mode or Policy

[CmpOPCUAServer]

Security.CommunicationPolicy=POLICY_AES128SHA256RSA0OAEP ; can be
POLICY_AES256SHA256RSAPSS, POLICY_BASIC256SHA256, POLICY_BASIC256,
POLICY_BASIC128RSA15

Security.CommunicationMode=ALL ; can be SIGNED_AND_ENCRYPTED, MIN_SIGNED,
ALL,ONLY_PLAINTEXT

3.5.5.8 Namespace change for OPC UA server (>=SP17Patch2)

[CmpOPCUAProviderIecVarAccess]
UseNodeName=1
UseNodeNameForNodeIds=1

or

[CmpOPCUAProviderIecVarAccess]
CustomNodeName=MyPLC123
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This will let you use the nodename instead of the device name. You then just have to fix the devicename.
You then do this by changing it via the IDE (see OLH: Device - Rename Active Device*¥), or with either of these
config file settings.

[SysTarget]
NodeName="TEST"
NodeNameUnicode="T\00E\00S\00T\00"

3.5.6 SysCom (EN)

Depending on the runtime, the configuration file is located in the following place: Location of the
configuration file*®

3.5.6.1 All devices with a particular prefix available

[SysCom]
Linux.Devicefile=/dev/ttyUSB

;with this setting, ttyUSBO will be available in CODESYS IDE as COMT1, ttyUSB1 will be available in CODESYS
IDE as COM2 and so on

3.5.6.2 Alternatively make a selection of devices available

[SysCom]

Linux.Devicefile.1=/dev/ttyUSBO

Linux.Devicefile.2=/dev/ttyAMA1

Linux.Devicefile.4=/dev/serial

;with this setting, ttyUSBO will be available as COM1, ttyAMA1 as COM2, and /dev/serial as COM4

44 https://help.codesys.com/webapp/_cds_edt_device_communication_settings;product=codesys;version=3.5.17.0
45 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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3.5.7 SysFile, Persistence Manager, Datalog Manager (EN)

Depending on the runtime, the configuration file is located in the following place: Location of the
configuration file*®

3.5.7.1 Store Persistence Manager and Datalog Manager on removable media (e.g.
an SD Card or USB Storage)

The numbers must start from 1 and be in sequential order. Use other numbers, if you already
have existing PlaceholderFilePath.x entries

With the option “.View=1" the placeholder shows up in the filetransfer dialog.

With the option “.VParent=$PIcLogic$” the placeholder shows up additionally as child of the
“SPIcLogic$” placeholder.

With the option ".Volatile=1" the specified folder is not created automatically at startup and the
placeholder is visible in the filetransfer window only when the folder exists. This is important for
removable media.

Replace /mnt/USBDevice with the correct filepath of your removable storage, eg. F:\ or /mnt/
SDCard

[SysFilel]

PlaceholderFilePath.1=/mnt/USBDevice, $ac_persistence$
PlaceholderFilePath.1.View=1
PlaceholderFilePath.1.VParent=$PlcLogic$
PlaceholderFilePath.1.Volatile=1
PlaceholderFilePath.2=/mnt/USBDevice, $ac_datalog$
PlaceholderFilePath.2.View=1
PlaceholderFilePath.2.VParent=$PlcLogic$
PlaceholderFilePath.2.Volatile=1

46 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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3.5.8 SysProcess (EN)

For security reasons, the issuing of bash commands is deactivated by default in Linux-based

runtimes.

See OnlineHelp: SysProcess*’

3.5.8.1 Allow single command:

[SysProcess]
Command.0=shutdown
Command.1=COMMAND_XYZ

Command.X=...

3.5.8.2 Allow 'all' commands:

This setting is not recommended to be turned on!
For safety reasons, this option should not be used!
The user must be aware of the risks when using this option!

[SysProcess]
Command=AllowAll

47 https://www.helpme-codesys.com/search.html?L=1&id=888&tx_solr%5Bq%5D=SysProcess
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3.5.9 Visu, Filetransfer (EN)

Depending on the runtime, the configuration file is located in the following place: Location of the
configuration file*®

3.5.9.1 Enable the file transfer

[CmpWebServerHandlerV3]

AllowFileTransferServices=1

3.5.10 WebServer (EN)

Depending on the runtime, the configuration file is located in the following place: Location of the
configuration file*°

3.5.10.1 Set connection type

[CmpWebServer]
ConnectionType=3

Possible values:

48 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
49 https://faq.codesys.com/display/CDSFAQ/Location+of+the+configuration+file
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HTTP_ONLY, /*=0%*/

HTTPS_ONLY, /*=1%*/
HTTP_AND_HTTPS, /*=2*/
REDIRECT_HTTP_TO_HTTPS /* =3 */
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3.5.10.2 Define the port

[CmpWebServer]
WebServerPortNr=9090 // HTTP
WebServerSecurePortNr=443 // HTTPS

3.5.10.3 Binding to an address

[CmpWebServer]
LocalAddress=127.0.0.1

3.5.10.4 Binding to an adapter

[CmpWebServer]
LocalAdapterName=LAN-Connection

or

LocalAdapterNameUnicode=L\00A\0ON\00-\00C\000\00N\00N\00e\00c\00t\00i\000\00N\00
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4 CODESYS Engineering - FAQ (EN)

4.1 CODESYS Development System - FAQ (EN)

32Bit/64Bit capable applications (EN) (see page 94)
Codemeter Control Center - FAQ (EN) (see page 95)

Codemeter CmDongle - FAQ (EN) (see page 95)
+ Update the firmware of the selected CmDongle (EN) (see page 95)

Wibu, Codesys Key, Dongle: License is not found on the USB dongle (EN) (see page 96)
How to: Setup a Wibu Network Server Access for Licenses (EN) (see page 97)

+ License is not found, License System Message, Product Code: 13 (EN) (see page 102)
Error Message: "Invalid result package" (EN) (see page 103)
How to: Go online via CAN connection (EN) (see page 106)
+ Libraries - FAQ (EN) (see page 106)

'‘ConvertUTF8toUTF16": How is the parameter 'bStrictConversion' intended? (EN) (see page 106)
CAA File Library (EN) (see page 107)
Code-sign a library (EN) (see page 107)

Library Development, Project Information: ‘'Library compatibility' and ‘Released’ check (EN) (see
page 108)
+ Microsoft Edge Webview2 Runtime (EN) (see page 110)
New CODESYS Versions - FAQ (EN) (see page 112)

Modularization of the Development System - Installation Issues (>= SP17) (EN) (see page 112)

+ Some new things to look out for in CODESYS SP18 (EN) (see page 115)
Programming of Applications - FAQ (EN) (see page 117)

Acknowledge Alarms from the IEC Code (see page 117)
+ Automatic Restart of the Application after Resetting from IEC Code FAQ (see page 121)
Checking values for invalidity ('NaN') (see page 126)
Codesys Exception: division by zero (Implicit Checks: Division checks) (EN) (see page 126)
CODESYS Task configuration (EN) (see page 128)
Error Checking with "POU for implicit checks" (see page 133)
Exception: "ProcessorLoadWatchdog" - (EN) (see page 139)
+ How to: Applicative use of the time zone (Util-Lib) (EN) (see page 141)
How to: Distribute an application to several controllers (EN) (see page 143)
How to: Setting the time zone in Runtime/0S (EN) (see page 144)
Identifying the Hardware and Operating System (see page 149)
Including an Interface (Example: "IKeyEventHandler") (see page 152)
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Including an Interface (Example "ICmpEventCallback") (EN) (see page 156)
Licensing: Querying the Container Information (see page 163)
Reading the Alarm ID (see page 166)
+ Reading the Application Information with the library "CmpApp" (see page 171)
Reading the Compiler and Runtime Version (see page 173)
Reading the IP and MAC Addresses from Adapterinfo (EN) (see page 175)
Reading the Manufacturer Information of the Controller (see page 179)
Symbol configuration: Error message "Found dependency cycle in the types" (EN) (see page 183)
SyskFile: Saving Files in UTF-8 Format (see page 183)

+ Task Configuration: Reading the Cycle Time and Other Information (see page 186)
TCP, Resolve Hostname: Using the Interface "itfAsyncProperty" (EN) (see page 189)
TCP: Example for Server and Client (see page 192)

TCP: Pinging a Network Address (see page 204)
UDP: Example for Server and Client (see page 206)
Which 10s are updated in which Tasks / Fieldbus Bus Cycle Tasks (EN) (see page 214)

+  Working with Strings More Than 255 Characters (see page 216)
Setup and Installation - FAQ (EN) (see page 221)

(V3.5) 'Standalone' Gateway Installation: The CODESYS Edge Gateway (see page 221)
+ CODESYS Installer logs (EN) (see page 223)

CODESYS Setup configuration via command line (EN) (see page 224)

Downloading missing libraries (see page 226)

Installation of several CODESYS versions (see page 229)

« Library documentation (LibDoc.exe) (>=SP17) (EN) (see page 231)
Signing Packages (EN) (see page 232)
+ The CODESYS Integrated Development Environment (IDE) - FAQ (EN) (see page 233)

CODESYS communication: Limited data size between PLC and CODESYS IDE (EN) (see page
233)

+ Coloring the background of the search function, color for the marking of the search
results (see page 234)

Expired certificates message for encrypted communication (EN) (see page 236)
+ How to open an Example Project (EN) (see page 238)
Online or Offline created 'boot application' have different sizes (EN) (see page 241)
Report problems and error messages to CODESYS (EN) (see page 242)
Report problems and error messages to CODESYS - FAQ (EN) (see page 252)

Incomplete CoreDump (core file incomplete) (see page 252)
RTE, How to: Analyze a BSOD/Crash of the application (see page 253)

Why accurate 'steps for reproducing a problem' are important for any Technical
Support (see page 256)
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Switch off the precompilation (EN) (see page 257)
What are the meanings of the memory occupation data in the message window? (see page 259)

4.2 CODESYS Error Messages - FAQ (EN)

Internal error status of a "_TO_" POU when created with addon "CODESYS LD FBD" in version
4.3.0.0 (see page 260)

4.3 CODESYS Development System - FAQ (EN)
4.3.1 32Bit/64Bit capable applications (EN)

4.3.2 Codemeter Control Center - FAQ (EN)

Codemeter CmDongle - FAQ (EN) (see page 95)
Update the firmware of the selected CmDongle (EN) (see page 95)

Wibu, Codesys Key, Dongle: License is not found on the USB dongle (EN) (see page 96)
How to: Setup a Wibu Network Server Access for Licenses (EN) (see page 97)
+ License is not found, License System Message, Product Code: 13 (EN) (see page 102)

4.3.3 Error Message: "Invalid result package" (EN)

4.3.4 How to: Go online via CAN connection (EN)

4.3.5 Libraries - FAQ (EN)

'‘ConvertUTF8toUTF16": How is the parameter 'bStrictConversion' intended? (EN) (see page 106)

CAA File Library (EN) (see page 107)

Code-sign a library (EN) (see page 107)
Library Development, Project Information: 'Library compatibility' and ‘Released’ check (EN) (see page

108)
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Modularization of the Development System - Installation Issues (>= SP17) (EN) (see page 112)

Some new things to look out for in CODESYS SP18 (EN) (see page 115)

4.3.8 Programming of Applications - FAQ (EN)

Acknowledge Alarms from the IEC Code (see page 117)
+ Automatic Restart of the Application after Resetting from IEC Code FAQ (see page 121)
Checking values for invalidity (NaN') (see page 126)

Codesys Exception: division by zero (Implicit Checks: Division checks) (EN) (see page 126)

+ CODESYS Task configuration (EN) (see page 128)

Error Checking with "POU for implicit checks" (see page 133)
Exception: "ProcessorLoadWatchdog" - (EN) (see page 139)

+ How to: Applicative use of the time zone (Util-Lib) (EN) (see page 141)
How to: Distribute an application to several controllers (EN) (see page 143)
How to: Setting the time zone in Runtime/0S (EN) (see page 144)

+ ldentifying the Hardware and Operating System (see page 149)

Including an Interface (Example: "IKeyEventHandler") (see page 152)
Including an Interface (Example "ICmpEventCallback") (EN) (see page 156)
+ Licensing: Querying the Container Information (see page 163)
Reading the Alarm ID (see page 166)
Reading the Application Information with the library "CmpApp" (see page 171)

+ Reading the Compiler and Runtime Version (see page 173)

Reading the IP and MAC Addresses from Adapterinfo (EN) (see page 175)
Reading the Manufacturer Information of the Controller (see page 179)

« Symbol configuration: Error message "Found dependency cycle in the types" (EN) (see page 183)

SysFile: Saving Files in UTF-8 Format (see page 183)
Task Configuration: Reading the Cycle Time and Other Information (see page 186)

« TCP, Resolve Hostname: Using the Interface "itfAsyncProperty" (EN) (see page 189)
TCP: Example for Server and Client (see page 192)
TCP: Pinging a Network Address (see page 204)

+ UDP: Example for Server and Client (see page 206)
Which I0s are updated in which Tasks / Fieldbus Bus Cycle Tasks (EN) (see page 214)
Working with Strings More Than 255 Characters (see page 216)

4.3.9 Setup and Installation - FAQ (EN)

(v3.5) 'Standalone' Gateway Installation: The CODESYS Edge Gateway (see page 221)
CODESYS Installer logs (EN) (see page 223)
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+ CODESYS Setup configuration via command line (EN) (see page 224)
+ Downloading missing libraries (see page 226)

 Installation of several CODESYS versions (see page 229)

+ Library documentation (LibDoc.exe) (>=SP17) (EN) (see page 231)

4.3.10 Signing Packages (EN)

4.3.11 The CODESYS Integrated Development Environment (IDE) - FAQ (EN)

+ CODESYS communication: Limited data size between PLC and CODESYS IDE (EN) (see page 233)

+ Coloring the background of the search function, color for the marking of the search results (see page
234)

+ Expired certificates message for encrypted communication (EN) (see page 236)

+ How to open an Example Project (EN) (see page 238)

+ Online or Offline created 'boot application’ have different sizes (EN) (see page 241)

+ Report problems and error messages to CODESYS (EN) (see page 242)

+ Report problems and error messages to CODESYS - FAQ (EN) (see page 252)

+ Incomplete CoreDump (core file incomplete) (see page 252)
+ RTE, How to: Analyze a BSOD/Crash of the application (see page 253)

«  Why accurate 'steps for reproducing a problem' are important for any Technical Support (see
page 256)
+ Switch off the precompilation (EN) (see page 257)
+  What are the meanings of the memory occupation data in the message window? (see page 259)

4.3.12 32Bit/64Bit capable applications (EN)

to make an application run on 64 bit or 32 bit you have to:
- The CODESYS Development system, Compiler Version and Runtime Version must be at least V3.5.5.0

- Use interfaces-lib CmpError2 and SysTypes2 instead of CmpError and SysTypes, namespaces are the
same but: RTS_INVALID_HANDLE is now in SysTypes and no longer in CmpErrors!

There are more libraries which are explicitly marked as 32-bit only, such as SysSem23. These will lead to the
below error message. You will have to migrate to the new usage in the alternative library SysSem. If there is
no obvious library to migrate to, you could ask the developer of the library, or if you have the source code, you
can convert it yourself.

—————— Build started: Application: Device.Application —--——---—-
Typify code...
[ERROR] syssem23, 3.5.15.0 (system): Library Manager [Device: PLC Logic:
Application]: C0338: The Library 'syssem23, 3.5.15.0 (system)' is only
supported in 32 bit applications

Compile complete -- 1 errors, 0 warnings
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Build complete -- 1 errors, 0 warnings : No download possible

- Replace 32 bit pointer variables by 64 bit (_XWORD or Alias XWORD). Tip: The Static Analysis Package

from the Professional Development Edition can help identify instances, where the application has converted
a POINTER into a DWORD or vice versa.

4.3.13 Codemeter Control Center - FAQ (EN)

4.3.13.1 Codemeter CmDongle - FAQ (EN)

4.3.13.1.1 Update the firmware of the selected CmDongle (EN)

@' CodeMeter Kontrollzentrum

- O b
Datei  Aktion Ansicht  Hilfe
Lizenz Eregrisse
CmStick/B
@ 350 Name: CmStick/ &

~Smart Software Solutions S Version: CmSbde® 4.40

@ 28-21153665
1 Kapazitat: 98 % frel (310544 Bytes)
status: () (&) Deaktiviert
(O (o9 Aktiviert solange angeschiossen
® @ aktviert
| Lizenzaktuslisierung  Auswerfen  [Kenrwort ndern
Der CodeMeter-Dienst wird ausgefilhrt. WebAdmin

This button updates the firmware of the selected CmDongle. This ensures the correct execution of
elementary functions and fixes any problems that may occur.

To perform a firmware update, an Internet connection is necessary.
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4.3.13.1.2 Wibu, Codesys Key, Dongle: License is not found on the USB dongle (EN)

4.3.13.1.2.1 Problem:

There may be a problem when using the Codesys Key/Dongle and the starting of the plc.

The Codesys Key/Dongle seems to be recognized a few seconds after the PLC is started, depending on the
system.

As a result, the controller may run without a license and thus switches to demo mode, which only runs for
two hours.
After that, a manual restart is necessary.

Fieldbuses without license switch to demo mode, which lasts for 30 minutes.

4.3.13.1.2.2 Problem description

The mount of a WIBU dongle only happens with WIBU USB dongles in mass storage mode!

The WIBU runtime does not manage the mount and needs a few seconds more.
Even Linux doesn't have shares in it, it's simply the code meter.

For example, with a Raspi reboot, this is simply too slow / too late until it is recognized.

Simple solution:

+ Activate the license directly on the PLC as a Softlicense.
+ Switch the USB dongle to HID mode (f.e via a "MEM_TO_HID.bat")
MEM_TO_HID.bat Example

@echo off

set Path=%Path%;C:\Program Files (x86)\CodeMeter\Runtime\bin\
cmu32.exe -v"

cmu32 --list

:nochmal

echo Abrechen mit Strg-C

set /p cmcontainer=Bitte CM Container (Dongle Seriennummer) eingeben:

if "%cmcontainer%"=="" goto nochmal
cmu32 /s %cmcontainer% --set-config-disk HidCommunication
pause

Then The USB dongle is not mounted and everything works even when the Linux is rebooted.
HID mode does not work. What do you have to enable in the Linux kernel for this?

These two switches are needed, included in the driver components:

CONFIG_HID
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CONFIG_HIDRAW

This is due to the lack of HID support in the Linux kernel.
This must be changed on the Linux Kernel side.
So there are no changes needed in CODESYSControl.cfg.

Solution 1:

One solution could be, to start the runtime after the dongle is mounted.

Solution 2:

The second solution could be, to check the "StartDone" event (after a view seconds), and see if the USB stick
is mounted.
Perform an AppReset() if the dongle is not found mounted.

This is only a weak workaround.
It is still suitable, if there is just a single application with this problem.

4.3.13.1.2.3 Reference

Can the license query be made later? Maybe controlled via the application?
Examples:

« CODESYS IloT SL License not found
« CODESYS Profiler License not found

No, because this can take quite a long time the first time it is executed.
Codesys can not solve this possible mounting with an application approach.

We have therefore included the query in 'call after init' - the problem should rather be solved on the PLC side.
Codesys assumes that the licenses are available at start-up.

4.3.13.2 How to: Setup a Wibu Network Server Access for Licenses (EN)

These instructions are based on the Wibu-Systems specifications.
For further Information, please refer to the FAQ on www.wibu.com - 'Distribute Server Search List

centrally'>°

50 https://www.wibu.com/us/support/faq/codemeter-networking.html#fag-96
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Please note the different application cases and proceed according to the setup corresponding to
your system.

4.3.13.2.1 License Server on Windows (Host) - license request under Linux (Client)

The following description applies to cases where the Wibu/Codemeter Network Server is running
on a Windows System,

and the license query is performed in a Linux runtime.

To use the Wibu Webserver/Network Server in the Codemeter Control Center, follow the steps below:

1. Open the Codemeter Control Center.

Default filepath

"C:\Program Files (x86)\CodeMeter\Runtime\bin\CodeMeterCC.exe"

CODESYS Engineering - FAQ (EN) - 98



Support — Public FAQ

2. Go to the 'WebAdmin' via the button. The 'CodeMeter WebAdmin' will be opened in a Browser.

€% CodeMeter Kontrollzentrum

Datei  Aktion Ansicht Hilfe
Lizenz Ereignisse

& CODESYS Runtime Key, ¢ Wame: Patch Protection Only

2-2684981
Patch Protection Only Serien-Nr.: 128-4512042
128-4512942 Version: CmActLicense 1.19

35-Smart Software Solut
128-17651678
CODESYS GmbH UFC Par
130-575194080
CODESYS GmbH UFC Cn
130-3567758728

@ @ @

¢

Status: G‘ Lizenz aktiviert

Lizenzaktualisierung  Lizenz laschen

Der CodeMeter-Dienst wird ausgefiihrt. WebaAdmin

3. CodeMeter WebAdmin: Go to 'Settings' - 'Server' - 'Server Access'
CodeMeter WebAdmin C

SYSTEMS

Dashboard Container v License Monitoring » Diagnosis v Configuration ~ Info

# Basic Configuration Server Search List Basic * N @ (7] ™ English (US) ~
Server Search List Proxy WebAdmin Backup I Server I '-b I Server Access I
Server Search List Advanced License Access Permissions

License Transfer Configuration

o add new Server

0 add automatic server search

Restore Defaults
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4. CodeMeter WebAdmin, Server Access: Activate the Network Server Access (Enable)

CodeMeter WebAdmin c
SYSTEMS
Dashboard Container v License Monitoring v Diagnosis v Configuration v
= server Configuration Server Access @ e = English (US) ¥
Server Access License Access Permissions License Transfer Configuration

—Network Server
O Disable

Network Port: 22350

—CmWAN Server
® Disable
O Enable

Apply Restore Defaults

5. Apply the settings change.

The local CmRuntime has now been configured as license server, ad can be reached via
port 22350 (Default setting)!

6. Open the CODESYSControl_User.cfg config file:

Default filepath

/etc/CODESYSControl_User.cfg

L

7. Option-in the settings to use a Server and set the License Server IP:

[CmpCodeMeter]
EnableNetLicenses=1
LicenseServer.1=192.168.99.107
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4.3.13.2.2 License Server on a Linux System (Host)

The following description applies to cases where the Wibu/Codemeter Network Server is running
on a Linux System.

To activate a Wibu Network Server on Linux, settings must be performed in the Server.ini file.

Default filepath

/etc/wibu/CodeMeter/Server.ini

Follow the steps below:
1. Stop the CmWebAdmin Deamon
/etc/init.d/codeMeter-webadmin stop

2. Stop the CodeMeter Deamon

/etc/init.d/codeMeter stop

3. Open the Server.ini file in an editor, filepath:

/etc/wibu/CodeMeter

4. Change/Edit the entry to:

IsNetworkServer=1

5. Save the Server.ini file

6. Start the CodeMeter Deamon

/etc/init.d/codeMeter start

7. After restarting the CodeMeter service, the Server.ini file is updated and the server is in the Server
Search List.
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4.3.13.3 License is not found, License System Message, Product Code: 13 (EN)

4.3.13.3.1 Error Message:
Protection System Message: CodeMeterAct Firm Code 5000304 Product Code: 13

License Protection Message X

e The following Licenses are missing:

Protection System: CodeMeterAdt, Firm Code: 5000304,
Product Code: 13

Please attach dongle sticks containing the needed licenses.

Pressing ‘Retry’ will re-check the licenses.
Pressing "Cancel’ will terminate the application.

Cancel

4.3.13.3.2 How to fix the message

Here, the "Patch Protection" must now be included in the Codemeter Container.
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€ CodeMeter Kontrollzentrum

Datei Aktion Ansicht Hilfe

Lizenz Ereignisse

CODESYS Runtime Key, «
@ Y,

Mame: Patch Protection Only
2-2084081

Patch Protection Only Serien-Mr.: 128-4512942

S 128-4512942 Version: CmActLicense 1.19
ao-aMmart Sottware Solut
c]
c]

128-17651678
CODESYS GmbH UFC Par
130-575194080

. CODESYS GmbH UFC Cn

e 130-3567758728
Status: @ Lizenz aktiviert

Lizenzaktualisierung| Lizenz loschen

Der CodeMeter-Dienst wird ausgefiihrt. WebAdmin

Please Check if this "PatchProtection” container exists in Codemeter Control Center
("C:\Program Files (x86)\CodeMeter\Runtime\bin\CodeMeterCC.exe").

If not, you can drag and drop the file or use double click to re-install. You can find the file, located per default,
here:

"C:\Program Files\3S CODESYS*VERSION*\Temp\Patch_ProtectionUpdateFile. WibuCmRaU"

4.3.14 Error Message: "Invalid result package" (EN)

CODESYS =

e Invalid result package

During the PLC login, a message "Invalid result package" / "Invalid response from device" can be reported to
the user.

This is a generic error code if the response from the runtime system is not complete or not consistent.
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Meaning:
the reply of some communication request to the runtime system resulted in an answer that was not expected
or cannot be interpreted by the development system.

For example:

+ The given length of the data (in the header of a service) does not correspond to the length of the
contained data.
« An error occurs when parsing the header.

4.3.14.1 How to bypass this message:

Keep the runtime up to date!

4.3.14.1.1 For Example:

When trying to connect with a PLC with a Runtime version 3.5.15.xx with a newer Codesys IDE (f.e.
v3.5.17.40), the error "Invalid Result Package" will appear.

With SP17 there were major changes due to some security issues, e.g. the requirement of an enforced user
management on the plc.
This behavior is determined by the version of the device description.

When using a device description < SP17, this will not yet apply and the login procedure will reach the point
where the check about the version mismatch is done, and it will be properly displayed.

If you use a device description >= SP17, the check about an available user management will be done before
even checking the version compatibility.
That is the point when the error occurs.

There is no chance to workaround this problem, since this is a bug in the old runtime SP15, which cannot be
avoided anymore.
This error is already fixed for versions >= SP16 (in the runtime system).

Within this example: When using an SP17 Development System and an SP17 device description, then also
use a corresponding SP17 runtime system as well!

Restart the Gateway

Restart the Gateway via the Task Icon in the Taskbar.
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start Gateway

Stop Gateway &

Allow Edge Gateway configuration...

Exit Gateway Control

]

CODESYS Control W

in SysTray - x64(stopped)

Then perform a new Scan for the PLC and performed action again.
Restart the Codesys IDE
Communication components may have changed or hung internally and cannot be restored.

When needed, save your project and then close the Codesys Development System®' (IDE).
After a restart, the error message should no longer occur.

When using the CODESYS Application Composer

When using the Command 'Generate, Compile and Login', several commands are executed with one mouse
click.

(First, the code is created and compiled. Then, if possible, the application is logged in to the controller and
then started.)

This can sometimes result in the sequence of commands being overlapped in border areas, which can lead
to communication requests that cannot be processed.
The result can then sometimes be the shown message.

Alternatively, try the following steps:

+ Select "Generate" from the "Composer” menu
+ Select "Clean all" from the "Build" menu
+ Perform a Login to the PLC

Perform a 'Reset Origin Device'

If the IDE is frozen or does not respond, this is not an option.
But if possible, try to perform a 'Reset Origin Device®? on the Applicaton Device.

Alternative: Remove all contents from the PlcLogic/Application folder.

Once the old application has been removed from the device, perform a now Login/download.

51 https://faq.codesys.com/display/CDSFAQ/CODESYS+Development+System
52 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_reset_origin_device.html
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4.3.15 How to: Go online via CAN connection (EN)

Normally, the IDE always connects to the runtime system via Ethernet.

But it is also possible that the IDE can also connect via CAN.

4.3.15.1 Prerequisite:

+ The runtime must support this
+ The gateway must be set up accordingly

The following config entries are necessary in the Gateway.cfg file:

[ComponentManager]
Component.1=CmpB1lkDrvCANClient
Component.2=CmpPCANBasicDrv
;Component.5=CmpNameServiceServer

[CmpRouter]
0.MainNet=<NetzwerkName>
1.MainNet=BlkDrvCanClient

[CmpB1lkDrvCanClient]

0.Name=BlkDrvCanClient

0.NetId=0 ; CANbus Network Id (0..n)
0.Baudrate=500 5 CANbus Baudrate in kbit/s
0.NodeId=1 ; unique NodeId im CanNetz

4.3.16 Libraries - FAQ (EN)
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4.3.16.1 'ConvertUTF8toUTF16': How is the parameter 'bStrictConversion' intended?

(EN)

Here we refer to the following entry in the Codesys Online Help (OLH): ConvertUTF8toUTF16 (FUN)%3

4.3.16.1.1 Explanation

Not every sequence of bytes is a UTF-8 string.
So if the input is wrong, errors can occur when reading the string.

53 https://help.codesys.com/webapp/f05s9gz_szohAX709_ptH3StSaE%2FConvertUTF8toUTF16;product=StringUtils;version=3.5.17.0
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The option 'bStrictConversion' is to be interpreted in such a way that the function terminates as soon as an
error occurs during reading.

- After that (if such an error occurred during reading) there is not much usable data left to continue working
with.

Without the option, it will probably output an illegal character and simply continue with the next byte.

4.3.16.1.2 Our recommendation

So we would recommend here to always use "true" for this option.

See also....

Our CODESYS Online Help5*
Other customer questions submitted under Forge®®
The Codesys Online Help (OLH)® Website (pre SP18 link)

4.3.16.2 CAA File Library (EN)

4.3.16.2.1 Error code and meaning

5802
The error is generated by the subordinate library "CAA Async Manager".
This can execute only 20 jobs (file operations) simultaneously.

4.3.16.3 Code-sign a library (EN)

4.3.16.3.1 Problem and error description

The following steps are required when signing a compiled library with a Digital Signature is requested.

4.3.16.3.2 Step-by-step guide

1. Create a code signing certificate and add it to the Windows cert store (See informational note below
on the 'Powershell command')

54 https://www.helpme-codesys.com/
55 https://forge.codesys.com/forge/talk/
56 https://help.codesys.com/
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2. Add the certificate into View > Security Screen > User > Digital Signature

Certificate Selection e

Select the certificate for your digital signature. You need the private key for this certificate.

Issued for Issued by Yalid from

?', But surely you have your own CA signed code signing cert But surely you have your own CA signed code signing cert 21/07/2021 15:0¢

CEbL e rtificate from the store below to the selection above |

S

Y

ved 1§

Issued for Issu

|?;. But surely you have your own CA signed code signing cert Buts

3. Select the "Enforce signing of compiled libraries" on that same screen

4. Save as compiled library

Powershell command:

$cert = New-SelfSignedCertificate -DNSName "www.self.signed" -CertStoreLocation Cert:
\CurrentUser\My -Type CodeSigningCert -Subject "But surely you have your own CA signed
code signing cert"

4.3.16.4 Library Development, Project Information: 'Library compatibility' and
‘Released’ check (EN)

The article refers to the Library Development®’, Project Information®®

57 https://content.helpme-codesys.com/en/LibDevSummary/guidelines.html
58 https://content.helpme-codesys.com/en/LibDevSummary/projectinfo.html
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The fezlds in bold |ecters are used toident®y a liorary.

[ autosratisty gererate Lieary Mfarmaton’ POUS
| ] Ao tically gereraie Prajec Informatien FOUs

[ o ][ cned

Support — Public FAQ

4.3.16.4.1 What is the ‘Library compatibility’ under Project Information for?

The 'Library compatibility' version was introduced mainly to cover, that signed libraries cannot be used in

older projects anymore.

So, it was for checking the compatibility between different CODESYS Versions.

This setting has been removed since SP17 and is substituted by internal checks.

E—

Fie " ety Propertes Stawstos | Lioensng

Company CODESYS GmbH
Tithe CODEYS Commnon Library Template
Vi rsin 35170 [] Released

Library Categories

Dafault namssipece |TMP

Musehalder Placeroider Template
Buther CODESTS GmibH
Deseription Ubrary project bemplate with of possible

element bypes, docu and & pample project
Shruchere

This Fili i Bakd littirs & ss el ba idantify alibrary.

(] steowar irally generate Lbrary Indarmabion’ POLS
] Aurterratally generate Praject Infarmater’ POLE

Coc 1] o
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4.3.16.4.2 When is the ‘Released’ box supposed to be checked?
Is there a guideline for this?

The "Released" flag should be set as soon as a library has reached the final state of development and testing
and will be deployed to your customers.
We always set this flag for the final release build of a new version.

See also: Library Properties®®

See also....

+ Our CODESYS Online Help® (OLH)

* OLH: Our Library Development Summary®! for library development

+ OLH, library development: Project Information®?, and Library Properties®
+  Other customer questions submitted under Forge®*

+ The Codesys Online Help® Website (pre SP18 link

4.3.17 Microsoft Edge Webview2 Runtime (EN)

The Codesys Visualization is using the alternative browser WebView2 since the release of Codesys
Visualization Add-on v4.3.0.0.

+ If the computer is online, Microsoft Edge Webview2 Runtime is automatically installed with the
Codesys Setup.

+ If the computer is offline, the user has to manually install the software before executing the Codesys
installation.

You can download the standalone installer from the Microsoft side:
https://developer.microsoft.com/en-us/microsoft-edge/webview?2

59 https://content.helpme-codesys.com/en/LibDevSummary/properties.html
60 https://www.helpme-codesys.com/

61 https://content.helpme-codesys.com/en/LibDevSummary/index.html

62 https://content.helpme-codesys.com/en/LibDevSummary/projectinfo.html
63 https://content.helpme-codesys.com/en/LibDevSummary/properties.html
64 https://forge.codesys.com/forge/talk/

65 https://help.codesys.com/
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4.3.17.1 Some known issues:

Problems when displaying the visualization in online mode.

User can experience some problems when displaying the visualization in online mode. There, the following
error message will showed up:

The installed WebView2 Runtime version is not compatible to the Visualization version. Please
update your WebView? installation to at least version 95

4.3.17.1.1 Solution:

Apparently, there are some installations where a fixed and pretty old version of the WebView?2 runtime is
installed, which triggers this problem.

To fix this, you can uninstall the currently installed WebView2 Runtime using the installed program dialog of
your Windows computer:

-+ Use [Windows] and [I] keys, to start in the Windows-settings, then chose the "Apps" Section.
+ Select the 'Microsoft Edge Webview2 Runtime' and use the uninstallation function:

Microsoft Edge WebView2-Laufzeit

113.0.1774.50

Andern Deinstallieren

- Afterward, you can install the self updating package ("evergreen") from the Microsoft Website:
https://developer.microsoft.com/en-us/microsoft-edge/webview2/#download-section

All recent released versions of CODESYS Setups will already deliver this variant of the WebView2
runtime, so customers should not experience such problems.

An error is shown when using "Support client animations..." option.
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If "Support client animations..." is activated, an error message can appear when calling up the images in
"online" mode:

It is not jet possible to display visualization in online mode when client animation and overlay of
native controls are active.

4.3.17.1.2 Solution:

The overlay visu is displayed online via an embedded browser in the programming system.

Since version 4.3.0.0 of the Visu, WebView2 is typically used here.
Previously (and currently still as a fallback) also CEF is used.

The Codesys Setup does not recognize the WebView2 Runtime.

After installing the Microsoft Edge Webview2 Runtime manually, the CODESYS setup doesn't recognize this
installation.

4.3.17.1.3 Solution:

Install Microsoft Edge Webview2 Runtime with Windows Admin rights.

4.3.18 New CODESYS Versions - FAQ (EN)

4.3.18.1 Modularization of the Development System - Installation Issues (>= SP17)
(EN)

Important

Everyone working with SP17 or newer must read the Whitepaper: Modularization from the User
Perspective®®

4.3.18.1.1 Summary

With SP17 the CODESYS Development System has been modularised. This means that much of the
functionality which was built into the SP16 installer has been moved to addons. Normally, if one selects

66 https://help.codesys.com/webapp/_cds_codesys_modularization;product=codesys;version=3.5.17.0
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"Complete Installation" these addons are automatically installed, but there could be a problem installing
these addons, for example low disk space.

4.3.18.1.2 Problem 1

| want everything that was in SP16 before the modularisation.

4.3.18.1.3 Solution 1

Here is an export of a fresh installer immediately after installing with SP17 Patch 0 "Complete Install" option.

Install it with Start > CODESYS > CODESYS Installer: EverythingFromTheSP17_0Setup.installation-config (see
page 112)

4.3.18.1.4 Problem 2

| only have the option to create a POU in ST

4.3.18.1.5 Solution 2

Ladder, FBD, IL, SFC and CFC are now optional free addons. The setup selects these by default but you are
able to unselect them. Also if you use CODESYS Installer to Add an Installation, it will not select these
plugins for you.

So if you want Ladder or Function Block Diagram or Instruction List, you must open Start > CODESYS >
CODESYS Installer, select "Change" for your installation, select Browse, and search for the package named
"CODESYS LD/FBD" with the magnifying glass. Note that for search purposes, the package does not have
"Ladder" nor "Function Block Diagram" nor "Instruction List" in the name nor details. If you need Instruction
list, you still need to enable it in the IDE using Tools > Options > FBD, LD and IL editor > IL > Enable IL.

Continuous Function Chart is another package, you must search for "CFC".

Sequential Function Chart is another package, you must search for "SFC".

4.3.18.1.6 Problem 3

There was an error installing "Compatibility Package" during install

4.3.18.1.7 Solution 3

1. Uninstall CODESYS

2. Delete the following folder C:\ProgramData\AP\PlugIinCaches

3. Cleanup CODESYS installation folder by deleting it (e.g. C:\Program Files\CODESYS 3.5.17.0)
4. Reinstall CODESYS

5. If the problem is still there, uninstall all Microsoft Visual C++ Redistributable versions from windows, and
then repeat the reinstallation above
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4.3.18.1.8 Problem 4

| try to install package A, but it complains that it is missing a dependency package B

4.3.18.1.9 Solution 4

Install the package instead via Windows Start Menu > CODESYS > CODESYS Installer. This will resolve the
dependencies. Alternatively, locate package B and install it first.

4.3.18.1.10 Problem 5

| cannot find the CODESYS Installer.

4.3.18.1.11 Solution 5

It is typical to find programs using \[Windows Key] + Type the name of the program you are looking for. This
Search however requires that your Start Menu is indexed by your operating system. Often an administrator
will have disabled Cortana. If this is the case, your start menu index is not updated, so you can find old
entries such as Notepad, but not new entries such as CODESYS Installer.

The alternative way to find programs from the start meny, if you have this MS Windows limitation, is to scroll
through the list to CODESYS > CODESYS Installer

Alternatively, it is here: "C:\Program Files (x86)\CODESYS\APInstaller\APInstaller.GUl.exe"

4.3.18.1.12 Problem 6

| cannot use the newest version Vizualisation AddOn to work with an older PLC Application.

Or, | cannot use the newest version of a particular AddOn to work with an older PLC Application.

4.3.18.1.13 Solution 6
Essentially, if you want to use Visualisation Profile Version 4.1.0.0 in your project, you need to have exactly
Visu Addon 4.1.0.0 installed as the latest Visu Addon. Specifically not 4.2.0.0, nor 4.0.0.0.

If you want to use version 4.0.0.0 or earlier (eg 3.5.16.10) in your project, you need to have exactly Visu
Addon 4.0.0.0 installed as the latest Visu Addon. Specifically not 4.1.0.0.

This is because, through modularisation, the latest IDE no longer is tied down to a specific version of a
package. So for maximum compatibility, the user can now be assured that when working with a project at a
particular Visu version profile, they are using exactly the matching addon for this.

So what are the options for the user:

1. Always upgrade to the latest version. If you open an older project, update the Visualisation version
profile to the latest, and you can now use the old project. The problem here is, you will not be able to
go online to an exwithout downloading a change.
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2. Use CODESYS Installer to prepare another installation, which uses instead the other versions of the
Addons. Note that even though another installation is listed, in practice this is just one 'installation’ of
the CODESYS IDE on the hard drive, with each one loading a different set of plugins.

In future, when you open a project which was created with Visualisation Addon 4.1.0.0, in a Installation which
has Visualization Addon 4.2.0.0, you will be prompted to either switch to an existing or create a new
installation, which uses the correct Addon Version.

The same compatibility rules now hold true for almost all addons - if you want to use a previous project, you
either use exactly the same addon versions, or you can choose upgrade the project to use the latest addons.
An upgrade may require either an online change, or a complete download.

4.3.18.1.14 Problem 7

For some fieldbusses, some tabs are missing, for example the General Tab of Modbus.

4.3.18.1.15 Solution 7

Use CODESYS Installer to install the correct Addon for your Fieldbus, for example CODESYS Modbus.

4.3.18.2 Some new things to look out for in CODESYS SP18 (EN)

4.3.18.2.1 1 You can no longer switch to an older compiler version

This was done with improvement number CDS-74626

+ Release Note:
[[GENERAL]]
* The choice of the compiler version is limited to only the newest version or the version already used
in the project.
This applies to the project compiler settings and the project environment dialog.

See also the Whitepaper: Modularization from the User Perspective®’

67 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_codesys_modularization.html
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+ If you want to create a new project for an old controller, you should use the newest compiler version
anyway.

+ If for some reason you need exactly an older compiler version for a new project, you must install that
old version and create a project there.

4.3.18.2.2 2 Datatype STRING can now be either UTF8 or the old format, ASCII

Check out the documentation https://content.helpme-codesys.com/en/
CODESYS%20Development%20System/_cds_utf8_encoding.html

You can enable it with this setting (below screenshot), and all STRINGs will be treated as UTF8 strings.

If it is deselected, you can still have a UTF8 STRING literal, by typing UTF8#'adooud’.
In this case, the string is stored as [61 C3 A4 6F C3 B6 75 C3 BC 00]. If you have the setting unticked and
type instead 'ado6ull’, you get [61 E4 6F F6 75 FC 00]

You can also decorate a STRING with this attribute to force UTF8 monitoring. {attribute
'monitoring_encoding' := 'UTF8?}

Project Settings

&® Compiler warnings

m Library development Compiler Version

2l Monitoring Fix version 3.5.18.0
% Page Setup # The newestavailable compiler version is used
Security
SFC Settings
& SoftMotion [] 2llow unicade characters foridentifiers
E Source Download Replace constants
Static Analysis Light Enablelogaging inbreakpoints

8 Users and Groups
@ Visualization
B Vimalization Profile rarmmilar Warnirao

%UTFB Encoding for STRING

4.3.18.2.3 3 You can now symbolically access the 10 channels

Check out the OnlineHelp for more information on Symbolic Access to 1/0 Channels®8.

This is a new feature.
In case of any problems, a workaround is to just use the old access method, which is still possible.
4.3.18.2.4 4 Generic constants for Functionblocks

Check out the OnlineHelp for more information on Variable: VAR_GENERIC CONSTANT®®

These are intended to replace the deprecated Library parameter list.

68 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_symbolic_access_io_channels.html
69 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_vartypes_var_generic_constant.html
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4.3.18.2.5 5 "Offline" Online help and "Online" Online help have changed

help.codesys.com’® has been replaced with www.helpme-codesys.com,”’ and has become a completely new
platform. Keyword: Faster.

The Offline .chm files are now HTML files, which duplicates the www.helpme-codesys.com’? website for
offline use.

The web page (help.codesys.com”®) will still remain.

The reason for this is that old Codesys development environments have implemented their link
to the old online help on it, and this must continue to exist at least as a basis for these
environments.

4.3.19 Programming of Applications - FAQ (EN)

4.3.19.1 Acknowledge Alarms from the IEC Code

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

8 AlarmiecAck project” -
File Edit View Project Build Online Debug Tools Window Help
- a7k A2 - 3 .|
BEE& o G dh 0 - || % X s M| =
Devices >t x (4] Device x
=8 Abvmiecack -
= [ pevice (CODESYS Contral Win v3) Communication Settings Scan network... | Gateway ~  Device ~
=Bl pLcLogic
=€) Application Applications
i) Library Manager
PLC_PRG (PRG) Backup and Restore
= {8 Task Configuration 5
Files ——
= &8 MmainTask (IEC-Tasks) ——— [ ] . ®
Gateway
&) rc_rrG Log
- [0301.A000.0344] (active) -
FUEESTHmTY IP-address: Device Name:
localhost. KERNTPC
PLC Shell
Port: Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
Access Rights fooo ooot
Target Type:
Symbol Rights 4096
TargetVendor:
Task Deployment 35 - Smart Software Solutions GmbH
Target version:
status 351430
Information

+ Adapt the POU PLC_PRG as follows:

70 http://help.codesys.com
71 http://www.helpme-codesys.com,
72 http://www.helpme-codesys.com
73 http://help.codesys.com
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Declaration

VAR
xCreateAlarml : BOOL;
xCreateAlarm2 : BOOL;
xCreateAlarm3 : BOOL;
xCreateAlarm4 : BOOL;
xAckAll : BOOL;
XAckErr : BOO1;

END_VAR

Insert an Alarm configuration in the device tree.

Here, the Error, Info and Warning, alarm classes are created automatically, as well as the

AlarmStorage object.
In addition, an AlarmManagerTask is created.

Deviees =8
=5 AlarmiecAck
= (4] Device (CODESYS Contral Win v3)
=-E pLC Logic
= £} Application
= Alarm Configuration
& Error
N e
N\ warning
@ AlarmStorage
.II Library Manager
[2] pLc_Pre (prG)
= [Z Task Configuration
= & AlarmManagerTask (IEC-Tasks)
EI AlarmiManages ., Alarm_Prg
= &8 MainTask (TEC-Tasks)
&) rLc_Fre

Form the alarm classes, set the acknowledgement type to REP_ACK:
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Devices > & X || [f] Device ﬁ Warning X

=) AlrmlecAck (=]
) ) - = Acknowledgement
=[] Device (CODESYS Control Win V3) Pricrity:|30 = — =
i Acknowledgement method® |REP_ACK P
=2l pLC Logic [7] Archiving
= a Application [7] acknowledae separately
= Alarm Configuration
& Error Notification actions
& Info Action activate deactivate confirm  Details

& |Warning

@ AlarmStorage
grpError
grpWarning

Insert two new alarm groups, grpError and rgrpWarning, in the Alarm configuration and configure the
alarms as follow:

[ Device PLCFRG /N grpError x /N arpWarming | -
Textlist: (=] grpError_t ~  Archiving: gy (none) +  Deactivation: E]
D Observation type Details Deactivation Class Message Min. pend. time  Latch varl Latch var 2

0 24 Digital PLC_PRGxCreateAlarm1 = TRUE Ay Error Error: Message 1

1 91 Digital PLC_PRGxCreateAlarm2 = TRUE A Error Error: Message 2

[ Device PLCPRG [N aEror 2N grpWarning x <
Textlist: (=] grpWamning_1 +  Archiving:  fg(none) +  Deactivation: || E]
D Observation type Details Deactivation Class Message Min. pend.time  Latchvarl Latch var 2

0 % Digital PLC_PRG xCreateAlarm3 = TRUE ﬂ\h‘arning Warning: Message 1

1 24 Digital PLC_PRG.xCreatzAlarm4 = TRUE 4% Warning Warning: Message 2

+ Adapt the POU PLC_PRG as follows:

Implementation

If xAckAll Then
xAckAll := FALSE;
AlarmManager.g_AlarmHandler.AcknowledgeAll();
END_IF

If xAckErr Then
xAckErr := FALSE;
AlarmManager.g_AlarmHandler.AcknowledgeAllOfGroup (usiAlarmGroupID :=
Alm_AlarmConfiguration_Alarmgroup_IDs.ID_grpError);
END_IF
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The alarm groups which you have created are provided in the SmartCoding view:

If xickRll Then
XRcERLL := FRL3E;
AlarmManager.g_AlarmHandler.ZcknowledgeRll();
END_IF

R

If xickErr Then
¥AckErr := FLLSE;
Alar‘m}{anager.q_AlarmHandler.Ac]mnwledgeAllOfGrnusiAlar‘n’GrnupID := Alm AlarmConfiguration Rlarmgroup IDs.):

END_IF &P [ID_grpError

&P ID_arpWarning

WM 1 oy

Insert a visualization in the device tree.

Then the Visualisierung Manager is inserted automatically with the TargetVisu and
WebVisu visualization types.
In addition, a VISU_TASK is also created automatically.

) -3
= O} Abmlecdol
il Device (O0EEE Cones win v
= 3l e Lage
- [ Applcabin
= (B8 e Confguration
& s
& vk
& varmrg
& preme
& poiwamng
Aarrritonage

] prpwamng
L grwarng_1
[ i ra—
1] A PG FRs)
= i Task Configuratin
= @ Marmbanage Task (IEC Tasks)
] Marrblaruge . dsm_Frg
= & ViarTesk (00 Taske)
& mc pas
= g vISU_Tas (IEC Tasks)
) Voo Vms_Frg
= ] Vmusizabon Hanager
B Torgeten
B webveu
‘ﬂ Vesuahzabon

In the Visualization, set an Alarm Table element and configure the element as follows:

CODESYS Engineering - FAQ (EN) — 120



Support — Public FAQ

P LR
¥ rie = | netie = D)ot <[5 s
Boupmny Nk
Danart s Carllamdnat_4
AT e e
[ O ottt
* am mePgundion
- Gy e
= Cokrm roen e

Colm

+ Start the project and test the functionality.

4.3.19.2 Automatic Restart of the Application after Resetting from IEC Code FAQ

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

|| pevices ~ 1 x PLCPRG ' [{] Device x
= &1 AsptcationRestartaferesst -
= [l Device (CODESYS Contral Win V3) Communication Settings < Scan netwark. .. ’EEWBV ~ | Device ~
=2 PLc Logic
= € Application Applications

() Library Manager
PLC_PRG (PRG)
= [£ Task Configuration

Backup and Restore

Files —
=% MainTask (IEC-Tasks) ., o [ ] . 0
PLC_PRG i ateway
- -
PRSI IP-Address: Device Name:
localhast KERNTPC
PLC Shell
Part Device Address:
217 0301.A000.034A
Users and Groups
Target ID:
Symbol Rights 0000 oo
Target Type:
Task Deployment 4096
TargetVendor:
Status 35- Smart Software Solutions GmbH

: TargetVersion:
Information 35.13.10

+ Open the Library Manager and add the following libraries:
CmpApp
SysTypes2 interfaces
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5] PLICPRG  [f] Deviee V[ Library Manager x|
%5 Add library 3¢ Delete library | =5 Properties 73 Details | 5] Placeholders mLibrar}r repository

MName MNamespace Effective version
+ 35License = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.12.0
| BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0
-+ CmpApp = CmpApp, 3.5.13.0 (System) CmpApp 3.5.13.0
tl-+f8 IpStandard = IoStandard, 3.5.13.0 (System) IoStandard 3.5.13.0
~+{# Standard = Standard, 3.5.13.0 (System) ~ Standard 3.5.13.0
- +(22 [SysTypes Interfaces, * (System) L' | sysTypes 3.5.2.0

+ Create a persistent variable named PersistentVars.
Adapt PersistentVars as follows:

Declaration

{attribute 'qualified_only'}
VAR_GLOBAL PERSISTENT RETAIN

xAutoRestart : BOOL;
udiCnt : UDINT;
END_VAR

+ Adapt the POU PLC_PRG as follows:

Declaration
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VAR
sAppName
result

pPApP
udiState
udiOpState
xInit
xReset
END_VAR

STRING := 'Application';
RTS_IEC_RESULT;

POINTER TO CmpApp.APPLICATION;
UDINT;

UDINT;

BOOL := TRUE;

BOOL;

Implementation

IF xInit THEN

pApp := CmpApp.AppFindApplicationByName(pszString :

ADR(result));

xInit := False;
PersistentVars.xAutoRestart := False;
END_IF

IF xReset THEN

xReset := FALSE;
PersistentVars.xAutoRestart
CmpApp .AppReset (pApp

END_IF

True;

:= pApp, usResetOption := CmpApp.RTS_RESET);

sAppName, pResult :=

Create a new function named taskev_StopDone with the return type DWORD.
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Frogram
Fusction Block
xtends;

Implamerns

Apoess speciier:
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irucued Test (5

& Tunction
Setambpe  DWTRD -

el eraertatian lasguage:
| Srertuned Test 5T -

Then adapt the function as follows:
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Declaration

FUNCTION taskev_StopDone : DWORD
VAR_INPUT

EventPrm: CmpApp.EVTPARAM_CmpAppStop;
END_VAR
VAR
END_VAR

Implementation

IF PersistentVars.xAutoRestart THEN
PersistentVars.udiCnt := PersistentVars.udiCnt + 1;

CmpApp.AppStartApplication(PLC_PRG.pApp);
END_IF

Open the tab in the task configuration:
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Devices 3% PLCPRG  |[f] Device  |'ffffl LbraryManager [ Pe
- '@ ApplicationRestartAfterReset Task Groups IMonitor I\u'ariable UsaﬂSYShEITI Events Ii‘
= ﬁ Device (CODESYS Control Win V3) s
) g Add Event Handler lemove Even € EventInfo.. 5]
=B PLC Logic e —
= u Application MName Description
ﬁ] Library Manager
PLC_PRG (PRG)
taskev_StopDone (FLIN)
H @ Task Configuration
=28 MainTask (IEC-Tasks)
& PLC_PRG
T PersistentVars
Create a new event of type StopDone and assign the function taskev_StopDone to it.
" Bl
Add Event Handler [ S|
P -]
Eunction to call: taskev_StopDong| 5
Stope: (@) Application ) POUS
Implementation language [StrucmredText{ST] b
Description: Called afterapplication stops. Context=Communicationtask.
Debugging=Disabled
[ oK ] ’ Cancel
- ]
| Task Groups I Monitor | Variable Usage | System Events |Properties|
g Add Event Handler Remove Event Handler | € EventInfo.. =] Open Event Function
MName Description Context Debugging Function to call Active
# StopDone Called after application stops Communication task * taskev_StopDone
Start the project and set the variable xReset to TRUE in order to index it.
DE\;?OES : >~ 1 X PLC_PRG rm Device rﬂﬂ Library Manager Y “ PersistentVars X i taskev_StopDone
- @ ApplicationRestartAfterReset E] Device Application.PersistentVars
=[] Device [connected] (CODESYS Control Win V3)
=B FLC Logic Expression Type Value Prepared value Address Com
= €} Application [run] @ autoRestart B00L
m Library Manager “ udiCnt unINT 3

PLC_PRG (PRG)
taskev_StopDone (FUN)
= @ Task Configuration
= \??s MainTask (IEC-Tasks)
& PLC_PRG
T Persistentvars
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The variable PersistantVars.udiCnt is incremented from the application with each restart.

4.3.19.3 Checking values for invalidity (NaN')

The library FloatingPointUtils is available for this from version V3.5.9.0.

Alternatively, the variable can also be tested against itself.

Devices -~ 0 X
=5 IsResl
= Device [connected] (CODESYS Control Win V3)
=-[E PLC Logic

=&} Application [run]
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= g8 MainTask
& PLC_PRG

m Library Manager
Device Application.PLC_PRG

Expression Type
@ rl LREAL
@ ival INT
@ xIsRealval BOOL
@ xIsNal BOOL

"[E] PLC_PRG x [ ] Device

Value

‘=

[Ty

[ WeW ] := SORT(iVall =i );

xIsRealVal|fENEN := FPU.IsLReallNal({rl[ _ NaN __ |;
5 xIsNzNEGUE := rl NaN <» rl NaN H
€ RETURN

4.3.19.4 Codesys Exception: division by zero (Implicit Checks: Division checks)

(EN)

] Device x
I Communication Settings Components ~ | & s [DoJoo[E4]® 101]®0 | Scarchin messages & & Pldog - Qutctme | & &'
Severi Time Stam Description Component
‘ Applications _‘ty E s e
E 1:00:11.416 *SOURCEPOSITION® App=[Sim.Device. Application] area=3, offset=48991 CmplecTask
‘ Backup and Restore E 1:00: 1L.416 *EXCEPTION™ [DivisionByZero] occurred: App=[Sim.Device. Application], Task=[MainTask] CmplecTask
L ) 1:00:04.253 Application [Sim.Device. Application] loaded via [Download)] CmpApp
Files L .:57:23.689 CODESYS Control ready o]
] :57:23.689 Setting router 1 address to (0000) CmpRouter
Log L] .:57:23.689 Network interface for mainnet=BIkDrvTcp not found CmpRouter
i} 157:23.689 Setting router 0 address to (0000) CmpRouter
REEEENTE L .157:23,689 Network interface for mainnet=Placeholder_not_use not found CmpRouter
P i) 157:23.687 N —— ..  CM

To prevent an exception in the application (caused by a division by zero) it is best to check all code for

division by any variable,

and make sure it can never be zero (or at least won't execute the division if it is zero).
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If you don't want to do this (and f.e. want to automatically divide by 1 if there is a zero), you can add the

objects "POUs for Implicit Checks...”*." to your application.

Use the Steps within the OnlineHelp for more detai

74 n

In principle, the following is done:

4.3.19.4.1 Regarding Implicit Checks:

Enable the "Division checks" options.

|75

CODESYS will automatically create a code and call this with every division to check if the variable

value is 0.

The Code will then replace this by 1, see Example.

Example:
|z] CheckDivDInt x

1 Implicitly generated cod

2 FUNCTION CheckDivDInt : DINT
=] i VAR_INPUT
4 divisor:DINT;
END VAR

=] 2 IF divisor = 0

3 CheckDivDInt:=1;
=] 4 ELSE
g CheckDivDInt:=divisor:
END_IF;

Consequence when using Implicit Checks

+ The code will be somewhat larger and therefor slower.

+ Our recommendation is to use it only on application development phase, later on the final

machine remove them.

Reason: it will use a lot of resources and performance.

+ Keep in mind, that actually the check functions are only wrapped around the FB's / POU’s in
the project, they are not used in the libraries of the project.

74 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_f_obj_pous_implicit_check.html
75 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_using_pous_for_implicit_check.html
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The POUs for implicit checks must NOT be copied, renamed or the declaration
changed in any way!

See also, the comment above the functions insistently will point this out!

Which function is called, depends in principle on the involved data types with the
divisions (usually from the largest involved, ( e.g. LINT / INT => LINT variant).

For more Information, consult the Codesys OnineHelp under POUs for Implicit Checks.”®
See also the faq on Error Checking with "POU for implicit checks"”’.

4.3.19.5 CODESYS Task configuration (EN)

See also the Codesys OnlineHelp on 'Object: Task Configuration'’

4.3.19.5.1 Questions:

What if the task computation time is longer than its cycle time?

4.3.19.5.1.1 Questions:

«  What happens, if the computation time of a task is longer than its cycle time? (Linux, rt_Preempt
patched kernel)

+ Does the task list then become longer and longer?

+ Or are these task calls discarded?

4.3.19.5.1.2 Answer:

This does depend on their set priority.

Real-time tasks (0-15):

+ The task is restarted immediately.
+ If the task has calculated longer than twice the cycle time, no attempt is made to make up for all lost
cycles, only the last one.

non-real-time tasks (16-31):

76 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_f_obj_pous_implicit_check.html
77 https://faq.codesys.com/pages/viewpage.action?pageld=3538982
78 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_f_reference_task_configuration.html
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+ The lost cycles are discarded.
+ Next start time is the next cycle time in the future.

By the setting

[SysTask]
Linux.SkipLostCycles=1

the same behavior can be achieved for realtime tasks as for non-realtime tasks.

Prioritys: The use of 'realtime’ and 'non-realtime'.

4.3.19.5.1.3 Questions:

+ What is the difference between 'realtime’ ( priority 0-15) and 'non-realtime' ( priority 16-31)? (Linux,
rt_Preempt patched kernel)
+ Are the priorities within the range of 0-15 and 16-31 in principle equivalent?

4.3.19.5.1.4 Answer:

For example, on a Linux Runtime System:

The Prio setting 0-15 is mapped to the Linux Schedule Policy SCHED_FIFO
The Prio setting 16-31 is mapped to the Linux schedule policy SCHED_OTHER

Prio 0-15 runs in the context of realtime, if your Linux has a rt_Preempt patched kernel”®.

Prioritys: One task priority settings.

4.3.19.5.1.5 Question:

For a project with only one task, does it make a difference if the task priority is 0 or 15? (Linux, rt_Preempt
patched kernel)

4.3.19.5.1.6 Answer:

Basically, you always have to observe and consider the whole system. That is important!
The IEC tasks competes with the SystemTask of Linux or those of other applications running on the device.

For example, under Linux:

+ SoftIRQS are scheduled with the SCHED_FIFO/50 priority.
« The IEC-prio 0 is mapped to SCHED_FIFO/56
The IEC-prio 10 to SCHED_FIFO/46.

79 https://rt.wiki.kernel.org/index.php/Main_Page
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This means the two priorities behave differently with respect to a high interrupt load.
Tasks with priority 10 are not affected in their runtime behavior, but tasks with priority 10 may be affected.

See also: Mapping of Task Priorities on a Linux System?®

Type Freewheeling: Definition.

4.3.19.5.1.7 Questions:
+ Type Freewheeling - what is the definition?
+ How exactly does it work?
4.3.19.5.1.8 Answer:
For multitasking systems that use our full scheduler:

This task does not run in a fixed grid, but puts itself to sleep for a certain time when it has finished
calculating.

The minimum "sleep time", which is always ensured by the Runtime, is 1Tms, the default "sleep time" is 10ms.

Furthermore, the runtime ensures that all freewheeling tasks together do not cause more than 50% PLC load.
Therefore, the "sleep time" is extended if necessary.

Alternatively, the "sleep time" can also be set via the configuration file.

[CmpSchedule]
Task.Freewheeling.Cycletime=<time in ms>

Type Freewheeling: What are the advantages?

4.3.19.5.1.9 Question:

What is the advantage of cyclic-interval to freewheeling?

4.3.19.5.1.10 Answer:

None, In terms of behavior, such a freewheeling task is comparable to a cyclic 10ms task with priority 15-31.

Type Status: Executions and re-execution.

4.3.19.5.1.11 Questions:

+ Regarding Type Status - will the execution occurs once?
+ Or will the execution be done again and again as long as the status is true?

80 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_task_mapping_in_the_linux_system.html
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4.3.19.5.1.12 Answer:

It will occur again and again, as long as the status variable is TRUE.

See also: External Event Task®'

Type Status: The difference to Events.

4.3.19.5.1.13 Question:

What is the difference for Type Status to Event?

4.3.19.5.1.14 Answer:

The event task needs a rising edge FALSE->TRUE of the event variable to run.

Watchdog: Sensitivity settings.

4.3.19.5.1.15 Questions:
What is the purpose of the Watchdog sensitivity setting
How exactly does it work?

4.3.19.5.1.16 Answer:

With a Sensitivity of 0 or 1, the watchdog is triggered the first time the WatchdogTime is exceeded.
With a sensitivity of <n> the watchdog is triggered when

the WatchdogTime was exceeded in <n> consecutive task cycles, or
if a cycle has calculated longer than <n> times the WatchdogTime.

This is intended for applications, which can tolerate a single exceeding of the specified time, but not a
multiple exceeding.

Task Monitor: Main assessments, based on the task monitor data

4.3.19.5.1.17 Questions:

How is the task monitor to be judged?
(Especially the Max. Cycle Time)

4.3.19.5.1.18 Answer:

These values are really true and trustworthy - In the motion area, the jitter display on the right is very helpful.

81 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_extension_external_event_task.html
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See also: Monitoring®?

Task Monitor: Does the task monitoring ever falsify data, when necessary?

4.3.19.5.1.19 Question:

Can a user/developer trust the task monitor values blindly, or are they falsified if necessary with the start
process of the PLC?

4.3.19.5.1.20 Answer:

Yes!
F.e.g. there can be cycle extensions during startup, but these are real measures.

Task Monitor: Values assessment.

4.3.19.5.1.21 Questions:

+ How are the task monitor values to be interpreted?
+ How should a "healthy" load look like?

4.3.19.5.1.22 Answer:

Based on our application experience, the load should only exceed 80% in exceptional cases.
Here the PLCload®is much more crucial (See PLCshell command®®) as the task load itself.

Task configuration: Recommendations and guidelines.

4.3.19.5.1.23 Questions:

+ Are there any recommendations or a guideline how to design a task configuration?
+ When is the point to use more than one task?
4.3.19.5.1.24 Answer:
To be considered here are all things that can block your task processing (like Modbus / Files services / also

Visu)
These always belong to their own task.

The highest priority task (most EtherCAT/SoftMotion operations) should not be affected by such things.

82 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_obj_task_config_monitor.html
83 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_obj_task_config_core_deployment.html
84 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_edt_device_plc_shell.html
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Task configuration: Multicore Systems.

4.3.19.5.1.25 Question:

What effects does multicore have on the task configuration?

4.3.19.5.1.26 Answer:

With MultiCore, you can support your tasks much more.
F.e.g. you can run a Visu on its own core, etc..
In principle, you can also achieve smaller jitter times or scale/utilize the system even better.

Starting up the controller and the field buses

4.3.19.5.1.27 Questions:

Does the PLC already start up, before the fieldbuses are running?
Does this have to be taken into account in the program?

4.3.19.5.1.28 Answer:

Yes, this is indeed the case!

The user has to take care, in the application himself, that he is only starting or using things from the fieldbus
when the bus is operational.

4.3.19.6 Error Checking with "POU for implicit checks"

Sometimes it happens that the application on the controller crashes mysteriously with a message such as
"Access violation". Double-clicking the "Source position" in the PLC log jumps to the code position, showing
crash positions that do not appear to have any connection to the problem (for example, a simple TON box or
a library). Another indication for these types of errors is when the code position changes when the
application is changed.

The common cause is writing beyond the bounds of an array.

This can be detected, for example, by using "POU for implicit checks”, and here particularly with the function
"CheckBounds".

For reasons of performance, "POU for implicit checks" should be removed from the project after debugging.
It is not enough to rename it.

The implicit checks are performed only for code within the project.

If libraries are to be checked, then the compiler definition checks_in_libs must be set.

Example:
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+ Create a "Standard project" and select "CODESYS ControlWin V3" as the device.

+ Define the target system by means of the Network scan.

Devices. * 3 %
= _]] FeflersuchetfiCheciBound =
= 3 Device (CODESYS Control Win V3)

[8§ Pc e @8 Task Canfiguratan 4] Device x

| Communication Settings Scan Netwark, .. teway = Devie =

= [ a S——
B ALE Logie
Applications

Backup and Restare

] Pic_PRG (PRS)
= 38 Task Confguration
= g MainTask
& pe_pre o

Files —— ®
Gatewsy
eatevay- ]

[P-Address:
ocalhost

PLE Settings

P ll
LC She Part

1217
Users and Graups

Task Deployment

+ Adapt the "PLC_PRG" POU as follows:

(0317 octuc) : (:) -

Press ENTER to set active path...

Declaration

VAR
iIndex
astInst
xActivate
END_VAR

INT;
ARRAY [1..5] OF INT :=
BOOL;

[5(101)];

Implementation

IF xActivate THEN
xActivate :=
FOR +iIndex :=
astInst[iIndex]
END_FOR
END_IF

FALSE;
0 TO 5DO
1= 234;

4.3.19.6.2 Downloading and starting the project

+ Download the project to the controller and start the application.
+ The following image is displayed after you set the xActivate variable:
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Devices > 3 X PLC_PRG X @ Task Configuration [ Device
=g FehlersudietitChedtiound Device Application.PLC_PRG
= m Device [connected] (CODESYS Control Win V3)
=B PLC Logic Expression Type Value
= "J Application [run] @ iIndex INT 235
m Library Manager = @ astlnst ARRAY [1..5] OF INT
PLC_PRG (PRG) @ astlnst[1] INT 101
= @ Task Configuration @ astinst[2] INT 101
= @ MairTask @ astlnst[3] INT 101
@ PLC_PRG @ astlnst[4] INT 101
@ astlnst[5] INT 101
@ xActivate BOOL FALSE
= 1 IF xictivate[ZIES THEN
z xictivate[ R := FRLSE;
= 3 FOR ilIndex[ 235 | := 0 TO 5 DO
4 astInst[iIndex[ 235 [|[ 772 | := 234;
5 END_FOR
€ © END_TFRETURN]

The expected result is that all elements of the array are set to the value "234".

As the lower bound of the array is set to "1", the memory area of the counter variable is described incorrectly
with 234 in the first executed loop (ilndex has value "0") because it is located in the memory area before the
array.

In the next executed loop, it is detected that the cancellation condition of the loop is fulfilled, and as a result
no element of the array will be written.

These kinds of mistakes in the memory can have unexpected results as severe are the controller crashing.

4.3.19.6.3 Including the function "CheckBounds"

+ Add the object "POU for implicit checks" to the project:
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Add Folder...

Scan For Devices...
Update Device. ..

Edit Object

Edit Object With...
Online Config Mode...
Set Active Application
Project Information...
Project Settings...
Project Environment...
Project Localization
Document...
Compare...

Export...

Import...

Export PLCopenXML...
Import PLCopenXML. ..
User Management

SYN

3

»

Alarm configuration...
Application...

C Code Module...

Data Sources Manager...

CUT...

External File...

Global Variable List. ..

Image Poal...

Interface...

Metwark Variable List (Receiver)...
Metwork Variable List (Sender)...
Persistent Variables. ..

POLL..

Configuration

]/ﬂi Device ]

-~
&

INT:
AFRAY [1..5] OF INT
BOOL;

r= [3(101)]¢

HEN
:= FALSE;
:=0TD 5 DD

POU for implicit d"lEd{S...l‘\

t[ilndex] := 234;

arXrBEEdeg eSS 8F OB

- I N

£

5

Redpe Manager...
Redundancy Configuration...
Symbol Configuration...
TextList...

Trace...

Trend recording manager.. .
Unit conversion. ..
Visualization. ..

Visualization Manager. ..

The following dialog opens automatically where the type of check can be selected.

Select the option Bound checks.

CODESYS Engineering - FAQ (EN) — 136



Support — Public FAQ

-
Add POU for implicit checks

il

Create special check functions for an application (for
checking array bounds, divisions and pointer)

[E5c)

Available functions:
Bound Checks
[7] Division Checks

[T] Range Checks
[7] Lrange Checks
[7] Pointer Checks

Mote: Adding a cheddfunction will provake a full recompile and
prohibit an online change

Only one option should be selected. The check may have to be repeated with another option.

4.3.19.6.4 Using the function "CheckBounds"

+ Download the project to the controller and start the application.

+ Set a breakpoint at the desired check.

If a bound violation is detected, then the project is halted at the breakpoint.

Devices = 8 x| i) PC_PRG [N] CheckBounds x| §j Device -
= 3 CheckBoundSErampe L DeviceApplication.CheckBounds
Device [connected] (CODESYS Control Win
n 1 ALCL ['C ) Expression Type Value Prepared value  Address Comment 3
L0 o “# CheckBounds DINT =<Set Breakpaint in order to watch this vaniable= L5#]
'I ILbra Ma[“-]r “ index OINT <Set Breskpainit in order to watch this varisble=
@ Pc r:m_ x!  lower DINT <Set Brespaint in order to watch this vaniables
@ s (FUN) * upper DINT <5et Breakpaint in order Lo watch this variable=
= @ Task Configuraton 4 I +
= & ManTask Automatisoh srzeugter Code: Es handelt sich hierb schlag
8 i prg 1P index T < lower 7] TaRM
o  Checkswds 7 Jusdewd 7 ) =
ELSIF index| 797 ]  upped 77 | THEN
.
ELSE
ichnen, oder beispielsveise an einer Exceptic
100% @ -
i ] '
Messages - Total 0 erron(s), 0 o -1 x
- @ Derroris) [© 0 waming(s) [@ 0 | x ¥
Description Project Object Paosition
[ PoUs | 2 Devices B Messages - Tokal 0 error(s), 0 warning(s), 0 message(s) | B watch 1|8 Breakpoints | B Cal Stack
Lastbukd: © 0 ® 0 Precompie: +" i RUM Program loaded Program unchanged Current user: (nobady) ms 34 cli chr @
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ELSE

END_IF

- [® 0.emoris) [ 0 wamingis) [ 0 message(s) | X ¥

Devices. =% % [ mCPRG 3] CheckBounds x () Devee e
= [ CheckBoundsEampk =] DeviceApplication.CheckBounds
3 Denice [connected) (CODESYS Contolwin v2) |, =T Type Value Preporedvalue  Address  Comment |EJ
= [l PLC Logic -
"# Cheddounds DINT L] a
Om{lﬂum] Index DINT o
i Y Monager A lower DINT 1
8] PLC_FRG (PRG) > DINT 5
1) checkBounds (FUN) —
= @ Task Configuration d & .
= & ManTask ' v ——
& PLC_PRG

[ Description

Project Object Position
) PoUs |32 Devices |8 Messages - Total 0 o [ Wotch 1 | Breakpoints [T Cal Stack
Last buid: © 0 ® 0 Precomple: v ] - Program loaded Program unchanged Cument user: (nobody) NS Ln3 oiS chz @

automatically to the position where the boundary violation was detected:

Exit the CheckBounds function by stepping (press F10 two times) and the debugger jump

Devices = # % | ¥ PLC_PRG x|[§] CheckBounds (@ Device -
= 4 CheckBoundsExample i8]  peviceApplication.PLC_PRG
] Device [connected) (CODESYS Control Win V3) >
= Wl PLC Logic Expression Type Value Prepared value  Address Comment D
# index T o
- [ Applcation [halt on breakpoint]
D.J Lbrary Ma[nager + # astinst ARRAY [1..5] OF INT
) Puc s (v # wAdtivate BOOL =3
2 checkBounds (FUN) L i — »
= @ Task Configuration IF swactivac-[QEE THEN
& xhctivatofjiEs = Falss;
g HarTask 3 FOR ilnmnl v := TO & DO
&) rc_pre ile astInst[ilnded T [I[ 77 | := 234;
5 EMD_FOR
END_1 FIEETERR)
100 % |
Messages - Total 0 error(s), 0 waming(s), 0 message(s) - 0o
- [@ Demoris) [ 0 waming(s) [ 0 messagets) | % ¥
Deseription Project Object Pasition
[ Pols | 22 Devices B) Messages - Total 0 error(s), 0 waming(s), 0 message(s) el Wotch 1 [ Breakponits [ Cal Stack
Lastbukd: ©0® 0 Precomple: + ] - Program loaded Program unchanged Current user: (nabody) ™S n4 ol che @

position:

As an alternative, the call stack can also be displayed and and from there a jump made to the relevant
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Devices = @ % | ¥ PLCPRG '] CheckBounds x (§ Device -
* ) CheckBoundsExampk [=]
-od ( = v | Expression Type Valug Prepared value  Address comment B
SEirclox "# ChieckBounds omt 0
=0 o @0 | * index DINT o
e »* lower DINT 1
[E] PLC_PRG (PRE) . ot s
(5] CheckBounds (FUN) pper
= 3 Task Confguration E i v
= & ManTask Avtomatisch srseugter Code: Es handelt sich hisrbei um sinen Implementierungsvorschiag.
4] PLC_PRG = 2 IF index @ | < lower] 1 | THEW
oy kBounds[ B | = lowes| T | =
ELSIT  indes| 0 > upper| 5 ] THEN
®  [hecKSSunds U |E=lepes |
ELSE
[] 1= indexf ] |
= =r beispielsweise an einer Exosptic
100% |@ -
. v
Cal Stack. -0
Appication: DeviceApphcation  Task: MAINTASK
POU Location Instance path
% CheckBounds [Device: PLC Logic: Apphcation]  Line 3, Column 2 {Impl)
|PLC_PRG [Device: PLC Logic: Appication] | Line 4, Cokumn 1 (Imp)
0 POLs 5 Devices ] Messages - Total 0 emor(s), 0 warning(s), 0 message(s)| 5 Watch 1 | 8] Breakponts |78 Cal Stack
Lastbubd: ©0 B0  Precomple: o o [RuToNER Program loaded Program unchanged Cument user: (nobody) []

4.3.19.7 Exception: "ProcessorLoadWatchdog" - (EN)

This watchdog must be activated in the CODESYSControl.cfg configuration file.
The limit is defined in the CmpSchedule section.

Experience has shown that communication problems occur more often in the case of controllers under high
loads.

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

. rocesrtonttchdoyetc65E57S

Fie Edt View Project Buld Onine Debug Tooks Window Help

Bed &l 84 25 405 | i - 7 8% ] O X | = |BE|=|
Devices = & %[ {7 pevice x
= &) ProcessorioadWatchdog -
=i Device (CODESYS Control Win V3) Communication Settings Scan network... | Gateway ~ | Deviee -
=-Elll pLC Logic
= £} Application Applications
() ibrary Manager O
5] pic_prc PRE) Backup and Restore
=& Task Configuration . -
Files —
=g MainTask (IEC-Tasks) — [ ] O ®
: Gateway
& pLc_prG -
Gateway-1 - 0301, ADDD.033A] (active -
LA 1P-Address: Device Name:
localhost KERNTRC
PLC Shell
Fort Device Address:
1217 0301.A000.034A4
Users and Groups
Target ID:
0000 0001
Access Rights
Target Type:
Task Deployment 4096
TargetVendor:
Status CODESYS GmbH
TargetVersion:
Information o

« Edit the PLC_PRG POU as follows:
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VAR

END_VAR

xToggle : BOOL;
xSwitch : BOOL;
udiCnt : UDINT;

Implementation

IF xSwitch Then
WHILE TRUE DO

END_WHILE
END_IF

udiCnt := udiCnt + 1;

xToggle := NOT xToggle;

Start the project and set the xSwitch variable to TRUE.

'@ Processorloa
-

g.pro,

File Edit View Project Build Online Debug
BE RS0 o b B Ex Ay %% T O] 5 % » m X[E

Tools  Window Help

Devices [

x

[0 Deviee

=[] Processorl oadWatchdog
= 2 [1] Device [connected] (CODESYS Control Win V3)

[g] PC_PRG x

Device Application.PLC_PRG

= Bl pcLoge Expression Type Value Prepared value Address ¢
- I} Application [stop] @ xToggle BOOL
() Library Manager % xsuitch BOOL
: PLC_PRG (PRG) # udicnt UDINT 367
= {8 Task Configuration
Sy 10 waicne[ s ] = uvdiCoc[ s ]+ 1:
§# MairTask = 2 IF zSwitchfGIEN Then
@ PLC_PRG = 3 WHILE TRUE DO
‘e xToggl <R <~ HOT xToggl<ENE
s END_WHILE
6 & END_IFEETURN
Messages - Total 0 error(s), 0 warning(s), 0 message(s)
Build - [© 0 errors) [ 0 warming(s) [® 0 messagets) | X ¥
Description Project
The application is up to date
Build complete -0 errors, 0 warnings : ready for download!
2 Devices [ Pous ke
Device user: Anonymous Lostbulds © 0 © 0 precomple: o+t [STOEN Do
[{) Device x PLCPRG |
Severity Time Stamp Description Component
Backup and Restore
& 11.10.2018 15:17:55.616 *SOURCEPOSITION® App=[Application] area=3, offset=18037 CrplecTask
i & 11.10.2018 15:17:55.616 EXCEPTION® [Watchdog] occurred: App=[Application], Task=[MainTask] CrplecTask
i 11.10.2018 15:17:55.616 “ENCEPTION™ [Processorl ocaurred in: App=[all], Task=[al] CmplecTask
Log & 11.10.2018 15:17:55.616 “DETAILS™ Task=[MainTask] does not react within tineout switching to stop! An application reset is necessary! CmplecTask
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With the introduction of multicore support (V3.5.SP13), the processor load is calculated as the average of all
CPUs.

This also applies for the runtime license without multicore support.

Therefore, the following situation results in the case of an active infinite loop for an 8-core processor:

B ACES ] Dewos x g Tas

To trigger the watchdog, the limit has to be set to approximately 10% in the ini file.

[CmpSchedule]
ProcessorLoad.Maximum=10

4.3.19.8 How to: Applicative use of the time zone (Util-Lib) (EN)

In an application, it is often necessary that there is access to the local time of a certain time zone.
The time zone does not necessarily have to correspond to the time zone of the control.

Possibly even different time zones are needed, e.g. for a mobile control.

In this article, the following application examples are described:

LDATE®® and LTOD®®, 64-bit specified date and time datatypes, are not supported within the Util
Library.

85 https://content.helpme-codesys.com/en/libs/Test%20Manager%201EC%20Unit%20Test/Current/Assertions/Date/LDATE/fld-
LDATE.html
86 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_operands_constant_date.html
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4.3.19.8.1 Setting the time and time zone of a controller

The CODESYS runtime provides a variety of different functions for setting the time and time zone.

However, it is not always advisable to implement this via the CODESYS runtime.
This will be considered in more detail in the following article:
How to: Setting the time zone in Runtime/0S®’

Our recommendation is to define the time zone(s) in the application itself and to manage them there, in place
of the CODESYS runtime!

The Util-Lib provides functions for this, with which you can define your own time zones as IEC structure
based on the time in the Coordinated Universal Time (UTC).

4.3.19.8.2 Reading the time (UTC)

The DateTimeProvider®® of the Util-Lib returns the time (UTC) in milliseconds since 01/01/1970, 0o:00/ |

4.3.19.8.3 Time zone configuration

The time zone for which the controller is currently configured is not always the time zone suitable for
displaying the current time. Therefore, the possibility to select the "correct” time zone suitable for the
particular output option (WebVisu, Log Files, Email, ...) should be provided in the particular application.

The Util. TimeZone® structure can be used to specify the bias, the switchover times for summer and winter
time and the time offset.

The bias represents the deviation from UTC. This value is given in minutes.
+ In eastern direction, starting from the zero meridian, the offset is positive.
+ In western direction, starting from the prime meridian, the offset is negative.

-

4.3.19.8.4 Calculation of the local time

The calculation of the local time.|_|_

87 https://fag.codesys.com/pages/resumedraft.action?draftld=148046058&draftShareld=e40297a2-a0a9-462a-93de-a1a21e24581b&
88 https://content.helpme-codesys.com/en/libs/Util/Current/TimerSwitch/FunctionBlocks/DateTimeProvider.html
89 https://content.helpme-codesys.com/en/libs/Util/Current/TimerSwitch/Structs/TimeZone.html
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4.3.19.8.5 Splitting the local time

The Util.SplitDateTime function can be used to split the time specification (milliseconds since 1970 00:00)
into the components: year, month, day, hours, minutes, seconds, milliseconds and the day of the week.

Code Example

[T

The function Util.SeperateDateTime can be used to split the time specification (milliseconds since 1970
00:00) into the data types DATE and TIME_OF_DAY.

Code Example

[T

See also....

+ How to: Setting the time zone in Runtime/0S®*°

+ Our Codesys Online Help (OLH)°! Website

+  OLH: TimerSwitch Example®?

+  OLH: Advanced Topic's- Duration, Date and Time®3

+ Basic information to the Codesys Development System (Codesys Homepage)®*

4.3.19.9 How to: Distribute an application to several controllers (EN)

It is possible to distribute a project to two or more controllers without losing the OnlineChange capability.
The handling to distribute a project to two or more controllers is quite complex.

It is error-prone, and therefore some things have to be considered.

A better alternative is to use the Codesys Automation Server®®.

4.3.19.9.1 Download

1. Download of the application to the 1st controller.

90 https://fag.codesys.com/pages/resumedraft.action?draftld=148046058&draftShareld=e40297a2-a0a9-462a-93de-a1a21e24581b&
91 https://www.helpme-codesys.com/

92 https://content.helpme-codesys.com/en/libs/Util/Current/TimerSwitch/fld-TimerSwitch.html

93 https://content.helpme-codesys.com/en/LibDevSummary/date_time.html

94 https://www.codesys.com/products/codesys-engineering/development-system.htmi

95 https://faq.codesys.com/display/CDSFAQ/CODESYS+Automation+Server
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2. Backup of the download information of the 1st controller.
3. Download the application to the 2nd controller.

4. Saving the download information of the 2nd controller.

5. Download the application to the n-th controller.

6. Saving the download information of the nth controller.

4.3.19.9.2 Code change

—_—

Retrieve the download information of the 1st controller.
Execute code change.

OnlineChange on the 1st controller.

Save the download information of the 1st controller.
Retrieve the download information of the 2nd controller.
Execute code change.

OnlineChange on the 2nd controller.

© N o a0 M 0N

Saving the download information of the 2nd controller.

Every change must be updated on all controllers!
As soon as two changes have been made on the 1st controller, no online change can be made on
the 2nd controller!

4.3.19.10 How to: Setting the time zone in Runtime/0S (EN)

It is not always advisable to implement access to the local time of a certain time zone via the CODESYS
runtime.

This article considers more background and details on this, and the following application examples and
topics are addressed:

4.3.19.10.1 General

The time used in a CODESYS controller is always in Coordinated Universal Time (UTC). Also in the
programming interface, e.g. in the device logger, the time is displayed in UTC.

On the other hand, users always want to have their local time displayed, adapted to their own time zone and
taking into account summer/winter time.
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This often results in the desire to set the time and the time zone of the controller from the CODESYS
application.

The CODESYS runtime also provides various functions for this purpose.

Please consider the advantages and disadvantages when setting the time and time zone.

4.3.19.10.1.1 Overview of possible reasons:

Not all controllers support setting the time zone equally.

Other processes on the controller (apart from the runtime) cannot cope with setting the time/time
zone. Many processes in an operating system need a continuously running time.

Switching between summer and winter time (and vice versa) must be done manually.

In a network with multiple controllers, the clocks do not run synchronized.

Users may not have the necessary rights in the application (restricted by the operating system or
CODESYS user management) to set the time.

Depending on the operating system, other functions must be called so that the hardware RTC is also
set.

4.3.19.10.2 Setting the time and time zone within the controller

There are the following possibilities to set the time and the time zone of a controller.
The listing is in descending order:

4.3.19.10.2.1 Use NTP server

If there is an internet connection, an NTP server should be used if possible. There may also be a local
infrastructure that provides a time base.

Advantage:

+ All controllers in the network run synchronized with the same time.
+ The time zone corresponds to the "local" time zone, depending on the NTP server used.

+ Switching between summer and winter time, and vice versa, is automatic.

+ 4.3.19.10.2.2 Setting the time via the operating system

Some operating systems offer their own option for setting the time and time zone via a graphical
interface or (shell) commands.
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+ 4.3.19.10.2.3 Setting the time from the CODESYS application

Some operating systems offer a number of (shell) commands that can be used to set the time
and time zone.

These commands can be called with the function SysProcessExecuteCommand®® or
SysProcessExecuteCommand2?’.

Not all shell commands are allowed on the runtime systems!
These are often restricted by the Controller's Original Equipment Manufacturer or
by end customers for security reasons!

If all these possibilities are not available, the time can be set only with still help of the Sys-
Functions:

+ SysTimeRtc.SysTimeRtcSet
+ SysTimeRTC.SysTimeRtcHighResSet

Disadvantage:

+ The time must be set manually with each summer/winter time change.

+ OrUTC is always used.

UTC does not have to be reset for summer/standard time switching!

This concerns only the case with the conversion of UTC to local time.

The summer/standard time 'Switchover times' must be taken into account
here!

4.3.19.10.3 Setting the time and time zone at the operating system level

4.3.19.10.3.1 Windows

On Windows systems, the time zone can be set by a simple click on the clock in the SysTray.
The operating system takes care of setting the current time and changing from summer to winter time and
vice versa.

96 https://content.helpme-codesys.com/en/libs/SysProcess%20Implementation/Current/SysProcessExecuteCommand.html
97 https://content.helpme-codesys.com/en/libs/SysProcess%20Implementation/Current/SysProcessExecuteCommand2.html
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4.3.19.10.3.2 Linux

Setting the time zone

Depending on the distribution used, a configuration tool for setting the time zone is also available here.
If a configuration tool is available, then only this should be used for administration.

If no tool is available, then this can be realized only over Bash commands.

Implement example for setting the time zone via bash commands

To set the time zone, date and time, the user must be logged in as root.

The available time zones are stored in the directory /usr/share/zoneinfo, e.g. /usr/share/zoneinfo/Europe/
Paris for CET/CEST.

To set the time zone, you need to set a symbolic link to the time zone:

1n -sf /usr/share/zoneinfo/Europe/Paris /etc/localtime

After that, the link should look like this:

cd /etc
1s -1 localtime
$ localtime -> /usr/share/zoneinfo/Europe/Paris

In the next step, the system time should be set.
First can check this with the following command:

date

$ Tue May 15 14:05:49 CEST 2018
date -u

$ Tue May 15 12:05:49 CEST 2018

‘date’ returns the date, time and time zone.
With the -u option, the time is output in UTC.

Otherwise, the local time is given.

If the time is not correct, then it can be set as follows:

Local timezone

date -s "2018-05-15 15:00"
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uTC

date -u -s "2018-05-15 13:00"

Show current setting of the hardware clock:

hwclock --show
$ Tue May 15 12:19:44 2018 0.000000 seconds

Then set the hardware clock to the previously set system time:

hwclock --systohc

Check the settings:

hwclock --show
$ Tue May 15 14:19:44 2018 0.000000 seconds

Configuration of boot scripts

When booting, the software clock is set after the hardware clock.
To do this, the boot scripts must know whether the hardware clock contains UTC or local time.

In many distributions this can be set in an admin tool, e.g. YaST.
Typically, a shell variable GMT="u" is set for UTC or GMT="" for local time.

The idea is that at boot time either

hwclock -su

or

hwclock -s

is executed, depending on whether the hardware clock is set to UTC or local time.
After these settings, all time information should be correct.
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4.3.19.10.4 Definition and use of the time zone in the application
In the application, it is often necessary that there is access to use the local time of a certain time zone.

The following FAQ article covers this, How to: Applicative use of the time zone (Util-Lib)®8.

See also....

+ Our Codesys Online Help (OLH)% Website

+ How to: Applicative use of the time zone (Util-Lib)'%
* OLH: TimerSwitch Example'®

+ OLH: Advanced Topic's- Duration, Date and Time'%?

4.3.19.11 Identifying the Hardware and Operating System

Particularly in library development, the controller manufacturer must be able to execute the library on his
device only.

One could also imagine that it is necessary to access the information of the operating system, processor, or
CODESYS version.

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

98 https://fag.codesys.com/pages/resumedraft.action?draftld=148046051

99 https://www.helpme-codesys.com/

100 https://faq.codesys.com/pages/resumedraft.action?draftld=148046051

101 https://content.helpme-codesys.com/en/libs/Util/Current/TimerSwitch/fld-TimerSwitch.html
102 https://content.helpme-codesys.com/en/LibDevSummary/date_time.html
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B E & |84 25 48 05 R - 13 & x| o |9
Devices v ® X | [ Device x|
=3 SysTarget =
= [ Device (CODESYS Control Win v3) Communication Settings < Scan network.... >Gah&way ~ | Device -
=Bl PLC Logic
=} Application Applications
(i) Library Manager o
" [E] pLc_pRS (RS Backup and Restore
=-{#§ Task Configuration e o ok e 0
Files
= MainTask [ ] . @
f Gateway
&) pLc_rrG -
Gateway-1 - [0301.A000.0344] (active) -
PLC Settings IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Fort: DeviceAddress:
1217 0301.A000.0344
Users and Groups
Target ID:
Access Rights 0000 0004
b Target Type:
Task Deployment 409
TargetVendor:
Status CODESYS GmbH
Target Version:
Information Tergetys

Open the Library Manager and add the SysTarget library.

[f] Device _/Vm Library Manager x]
%5 Add library 3¢ Delete library | 25 Properties 73 Details | 5] Placeholders m Library repository

Adapt the POU PLC_PRG as follows:

MName MNamespace Effective version

#-+38 35license = 35license, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICEMSE 3.5.12.0

+ -+ BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0

IoStandard = IoStandard, 3.5.10.0 (System) IoStandard 3.5.10.0
Standard = Standard, 3.5.12.0 (System) Standard 3.5.12.0

18l | SysTarget = SysTarget, 3.5.5.0 (System) SysTarget 3.5.5.0

SysTypes2 Interfaces, * (System) SysTypes 3.5.4.0

Declaration

VAR
dwType : DWORD;
dwId : DWORD;
dwVersion : DWORD;
iecResult : SysTypes.RTS_IEC_RESULT;
wName : WSTRING;
udiNamelLength : UDINT;
udiOsInfo : UDINT;

END_VAR
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Implementation

jecResult :
iecResult :

iecResult :
iecResult :

udiOsInfo :

= SysTarget.SysTargetGetType (ADR(dwType));
= SysTarget.SysTargetGetId(ADR(dwId));

= SysTarget.SysTargetGetVendorName (ADR(wName) ,ADR (udiNameLength));
= SysTarget.SysTargetGetVersion(ADR(dwVersion));

= SysTarget.SysTargetGetOperatingSystemId(ADR(udiOsInfo));

Start the project.

o syTaaeproiect- coDESYS T

Fle Edt View Project Buld Onine Debug Tools Window Help

Bed & 10 05 8% 05 [ab | 4 %6 $6 26 |62 |- [T 118 | 5 O n X l= |9 = |
Devices > 8 X|| ([ vevice [fff) UbraryManager '[E] PLCPRG x
=8 5”5”;’ ; 5 p—— m' Device Application.PLC PRG
ER vice [connected] (CODESYS Control Win
= 30 Ac Lose Expression Type Value Prepared value Address
=€) Application [run] # dwType DWORD 4096
ffif Library Manager # dwid DWORD 1
- [E] Pc_Pre PRG) @ dvversion DWORD 50662420
=B Task Configuration @ iecResult DT o
= & ManTask @ wName WISTRING “CODESYS GmbH"
8 picer # udiNameLength WDINT 13
# udi0sInfo LDINT 0
1| iecResuld_—® := SysTarget.SysTargetGetType (ADR (dwIype[ 4056 1)) ;
2| iecResultl 5 | := SysTarget.SysTargetGecTd(ADR(dwTd 7 )7
4
4|+ iecResult[ @ ] := SysTarget.SysT: (ADR (Wame[ "CODESYSGmER™_|) , ADR (udiNamelength @ ))):
5|+ iecResult[ 0 | := SysTarget.SysT: ion (ADR (dwVersion[ sose2e20 1)) :
7|+ udiosTnse 6 ] :- SysTarget.SysT: (ADR(udi0sTnfo 0 )
g
[ Device x () Library Manager PLC_PRG
Communication Settings Scan network... | Gateway - | Device ~
Applications
O .
Backup and Restore :
- -
Files ———— . O .
—
Gateway
Log
Gateway-1 [0301.A000.034A] (active)
PLC Seftings 1P-Address: Device Name:
localhost KERNTPC
PLC Shell
Port Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
0000 0004
Access Rights
Target Type:
Task Deployment 4096
Target Vendor:
Status CODESYS GmbH
Target Version:
Information 3.5.12.30
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4.3.19.12 Including an Interface (Example: "IKeyEventHandler")

4.3.19.12.1 Requirement

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Add a "Visualization" to the application.

A "Visualization Manger" is added to the project automatically.

Add the library "VisuElemBase" as a top-level library in the "Library Manager".

Devces * BX ] oeeee (@] veusimen 4] Mot ) Ubeery Manager X
" KepEenunder =] O Addkbeary % Deletebbuary 5 Propeses [ Details | ] Placeheiders | i ibrary repesineey
= (3 Device (DOOESTS Conend e ) -
= i PLC Lo Harrer Hameigace Effectret wirtien
= ) Apphcation P
M Loy Manages &
N rc pes gy o :
= ﬂ Tarh Cordgur ation =B Srarelard = Saarviardl, 35900 (yites]) Erardars L5800
- @ g T L 1 . .
&) pe_pas * cab System VauBesfisse = vouBemBae. 15110 Symes] Ve 15100
= g Vi Tse FR—— i
Ve
_mﬂmm.;"'m = mSeefee, 5 L1 Fyaven) =l
_ﬂ T geTie % 1 Prevcgie legiemeviston
B wete % (3 Prapect information
] vawkranon * 1D Public Fars
+ Define the target system by means of the Network scan.
[ 7 — e P
e B8 gow Baed G Qe Geb [me ke oo -
I oS e - miw
] =8 x| ] teeswds | S et ] RCES  g) vede | st Mg o] Deve ®
= § Erefeearie -
= |3 Dersion JOODESYS Coniead Win W) [ e ] .- Drwicn =
J s )
O Al i e
; z ':-:m - Bachp b amid
1 bt ==
) A :l'::: — L
) vt sy Lo e
- P— =
= i Frg— .
&) mi s suatent
g vim . -
) voien v g ]
= ] st g Ly e Groamn
.
. LISy yeTre—
[ ip—
[T
Irformaton

4.3.19.12.2 Creating the EventHandler

+ Create a new FB named "EventHandler" and implement the interface "IKeyEventHandler".
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@ Crants & new POU (Program Orgasication Unit)
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[Eventmnder]
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Program

@ Function Block
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The method "HandleKeyEvent" is created automatically with the FB:

Devaces.

- 3 X

=) erSventtdie
= [H Device (CODESYS Contral Win V3]
= ] PLc Logc
= £ Apphication
D Lrary Manager
= wm
B vondetieyent
) Puc_pac pre)
= 2 Tas Conbgraton
= B ManTas
& e ms
= g visu_Tasx
] visuierras Visu_Prg
- @] veslraton Manager
BB Targetisu
B webvns
) vesiranon

=
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__:ﬂmﬂerﬂ

Add an output variable of type "UDINT" to the EventHandler:

FIRCTION BLOCK EventBandler IMPLEMENTS IHeyEventEandler

Declaration

VAR_INPUT

END_VAR

VAR_OUTPUT
udiKeyDownCount

END_VAR

VAR

END_VAR

FUNCTION_BLOCK EventHandler IMPLEMENTS IKeyEventHandler
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+ Edit the method "HandleKeyEvent" so that the counter is incremented only when a key is pressed:

Declaration

{warning 'add method implementation '}
(* This method will be called after a key event is released.

RETURN:
TRUE - When the handler has handled this event and it should not be handled by

someone else
FALSE - When the event is not handled by this handlerx)

METHOD HandleKeyEvent : BOOL

VAR_INPUT
(x The event type. The value 1is trueifa key up event was released.x)
bKeyUpEvent : BOOL;
(* The key codex)
dwKey : DWORD;
(* The modifiers. Possible values are:
VISU_KEYMOD_SHIFT : DWORD := 1;
VISU_KEYMOD_ALT : DWORD := 2;
VISU_KEYMOD_CTRL : DWORD := 4;%)
dwModifiers : DWORD;
(x A pointer to the client structure were tje event was releasedx)
pClient : POINTER TO VisuStructClientData;
END_VAR

Implementation

IF bKeyUpEvent THEN
THISA.udiKeyDownCount := THIS”.udiKeyDownCount + 1;

END_IF

4.3.19.12.3 Instantiating the Eventhandler

« Create an FB instance in PLC_PRG, as well as a variable for reading the current value:
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Declaration
PROGRAM PLC_PRG
VAR
instEvHandler : EventHandler;
udiCurValue : UDINT;
END_VAR

Implementation

udiCurValue := instEvHandler.udiKeyDownCount;

4.3.19.12.4 Assigning the EventHandler to the visualization

Versionen < V3.5.SP10

In old versions, the following approach is not possible, because the assignment of a program from the
visualization manager was not possible:
For these versions, an initialization must take place in the program code.

+ Create a new POU of type "Program" and name it "Visulnit" for example.
+  Write the following program code:

Declaration

PROGRAM VisulInit
VAR
END_VAR

Implementierung

VisuElems.VisuElemBase.g_VisuEventManager.SetKeyEventHandler (PLC_PRG.1instE
vHandler) ;
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+ Assign the program in the "Visualization Manager".
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4.3.19.12.5 Downloading and starting the project

+ Download the project to the controller and start the application.
+ The visualization starts automatically.
Click the visualization window to make sure that it is the active window.
+ The variable "udiCurValue" is incremented by one each time a key is pressed on the keyboard.

Devvoes
= Kepfvenfisader
= 3] Device [connected] (CODESYS Control Win V3)
= B0 A Loge
= 1 Application [run]
W Lerary Marager
= [B] EventHander (FE)
B HerleiteyEvent
] PLc_pre PRE)
B veulng (PRG)
= 3 Task Confguraton
= g8 ManTask
&) mc_prs
= g5 Vs _TASK
&Y Visullems. Visu_Prg
- ] Veuskzaton Marager
B Targenisu
B webva
& visusization

* B X

[§] MC_PRG x| (§] Dewce
T
Expression Type Value Prepared value Hddress C
® o ingtEvHandly EveniHander
# udiCurvalue LIDINT @
udiCuzValuel  § | := instEvHandler.odiKeyDewnCeuncl ®  1EEYOEN|

4.3.19.13 Including an Interface (Example "ICmpEventCallback") (EN)

4.3.19.13.1 Requirement

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.
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= m Device (CODESYS Cantral Win V3 x64)
=2 PLC Logic
=} Application
’ m Library Manager
[E] pLc_PrG (PRE)
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[] pevice x
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e

Communication Settings

Gorevenc Dorer - e -

Applications

Backup and Restare

= {#4 Task Configuration L L u
: Files . e
=¥ MainTask (IEC-Tasks) 0
) PLC_PRG . Gateway
- 0000,5000,080 1] (active -
RLaEaings IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Port: Device Address:
1217 0000.9000.0801

Users and Groups
Access Rights
Symbol Rights
IEC Objects

Task Deployment

+ Open the Library Manager and add the following libraries:
CmpApp
CmpEventMgr
StringUtils
SysTypes2 Interfaces

Target ID:
0000 0004

Target Type:
4096

TargetVendar:
35 - Smart Software Solutions GmbH

TargetVersion:
3.5.15.30

[l Device /Vm Library Manager X |
Add Library < Delete Library |5 Properties 72 Details | 5] Placeholders mLibrar}rRepositor}r @Iconlegend...

Ma

+ -

me

[l 3Slicense = 3SLicense, 3.5.14.0 (35 - Smart Software Solutions GmbH)

|2 Breakpointlogging = Breakpoint Logaging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH)

CAM Device Diagnosis = CAA Device Diagnosis, 3.5.15.0 (CAA Technical Workgroup)
CmpApp = CmpApp, 3.5.15.0 (System)
CmpEventMgr = CmpEventMar, 3.5.14.0 (System)

Standard = Standard, 3.5.15.0 (System)
StringUtils = StringUtils, 3.5.15.0 (System)

[
(I
[
|2 IoStandard = IoStandard, 3.5.15.0 (System)
(I
[

“| SysTypes2 Interfaces, * (System)

4.3.19.13.2 Creating the EventHandler

+ Create a new FB named FB_EventHandler and implement the interface

CmpEventMgr.ICmpEventCallback.

Mamespace Effective version
_35_LICEMSE 3.5.14.0

BPLog 3.5.5.0

DED 3.5.15.0

CmpApp 3.5.15.0
CmpEventMar 3.5.14.0
ToStandard 3.5.15.0
Standard 3.5.15.0

Stu 3.5.15.0
SysTypes 3.5.4.0
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"pad POU ——
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The method EventCallback is created automatically with the FB:

Devices * o X [ Device }/m Library Manager ) FB_EventHandler x
=) Eventcalbacks (=] 1|  FUNCTION BLOCK FE EventHandler TMPLEMENTS ICmpEventCallback
= ﬂi Device (CODESYS Control Win V3 x64) 2 ‘-}'AR_INPU‘F
=] PLE Logic 3| END VER
= a Application 4 VAR_OUTPUT
m Library Manager i END_VAR
= FB_EventHandler (FE) f VAR

E\} |E\rentCaIIbad& | : FID_VAR

PLC_PRG (PRG)
= @ Task Configuration
=g MainTask (IEC-Tasks)
] pLC_PRG

5]

Add the following variables to the FB_EventHandler:

Declaration

CODESYS Engineering - FAQ (EN) — 158



Support — Public FAQ

FUNCTION_BLOCK FB_EventHandler

VAR_OUTPUT
udiStartDone
udiStopDone
udilLogin

END_VAR

VAR
hEventStart
hEventStop

hInterfaceStart
hInterfaceStop

jecResult

itfEvtCallback

hEventLogin

hInterfacelLogin

_dwStopReason
_sAppName
END_VAR

UDINT;
UDINT;
UDINT;

SysTypes.
SysTypes.
SysTypes.
SysTypes.
SysTypes.
CmpEventMgr.ICmpEventCallback;
SysTypes.
SysTypes.

DWORD;
STRING;

IMPLEMENTS ICmpEventCallback

RTS_TIEC_HANDLE;
RTS_TIEC_HANDLE;
RTS_TIEC_HANDLE;
RTS_TIEC_HANDLE;
RTS_IEC_RESULT;

RTS_IEC_HANDLE;
RTS_IEC_HANDLE;

Adapt the method EventCallback as follows:

Declaration

METHOD EventCallback :

VAR_INPUT

(xPointer to the event parameters, see Struct EventParamx)

pEventParam : POINTER TO CmpEventMgr.EventParam;

END_VAR
VAR

pStartParam :

pStopParam

pLoginParam :

END_VAR

POINTER TO EVTPARAM_CmpApp;
POINTER TO EVTPARAM_CmpAppStop;
POINTER TO EVTPARAM_CmpAppComm;

CmpEventMgr .RTS_IEC_RESULT

Implementation
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CASE pEventParam”.EventId OF
CmpApp.EventIDs.EVT_StartDone:
pStartParam := pEventParam”.pParameter;
IF pStartParam <> 0 THEN
StrCpyA(ADR(_sAppName), SIZEOF(_sAppName),
ADR(pStartParam”.pApp”.szName));
END_IF
udiStartDone := udiStartDone + 1;
CmpApp.EventIDs.EVT_PrepareStop:
pStopParam := pEventParam”.pParameter;
IF pStopParam <> 0 THEN
_dwStopReason := pStopParam”.ulStopReason;
END_TIF
udiStopDone := udiStopDone + 1;
CmpApp.EventIDs.EVT_Login:
pLoginParam := pEventParam”.pParameter;
udilLogin := udilLogin + 1;
END_CASE

« Add the method FB_Init to the FB_EventHandler and adapt the code as follows:

Declaration

METHOD FB_Init: BOOL
VAR_INPUT

bInitRetains: BOOL; // TRUE: the retain variables are initialized (reset
warm / reset cold)

bInCopyCode : BOOL; // TRUE: the dinstance will be copied to the copy code
afterward (online change)
END_VAR

Implementation
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itfEvtCallback := This?;

hEventStart := EventOpen(CmpApp.EventIds.EVT_StartDone,
CmpApp.EventIds.CMPID_CmpApp, iecResult);

hEventStop := EventOpen(CmpApp.EventIds.EVT_PrepareStop,
CmpApp.EventIds.CMPID_CmpApp, iecResult);

hEventLogin := EventOpen(CmpApp.EventIds.EVT_Login ,
CmpApp.EventIds.CMPID_CmpApp, iecResult);

iecResult);

iecResult);

hInterfaceStart := EventRegisterCallback(hEventStart, itfEvtCallback,

hInterfaceStop := EventRegisterCallback(hEventStop, itfEvtCallback, iecResult);
hInterfaceLogin := EventRegisterCallback(hEventLogin, itfEvtCallback,

+ Add the method FB_Exit to the FB_EventHandler and adapt the code as follows:

Declaration

METHOD FB_Exit: BOOL
VAR_INPUT

bInCopyCode: BOOL; // TRUE: the exit method 1is called
instance which will be copied afterwards (online change).
END_VAR

in order to leave the

Implementation

EventUnregisterCallback(hEventStart, hInterfaceStart);
EventUnregisterCallback(hEventStop, hInterfaceStop);
EventUnregisterCallback(hEventLogin, hInterfaceStop);
EventClose2 (hEventStart);

EventClose2 (hEventStop);

EventClose2 (hEventLogin);
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4.3.19.13.3 Instantiating the event handler and test the functionality

+ Adapt the POU PLC_PRG as follows:

Declaration

VAR
udiCntStart : UDINT;
udiCntStop : UDINT;
udiCntLogin : UDINT;
fbEventHandler : FB_EventHandler;
END_VAR

Implementation

fbEventHandler (udiStartDone => udiCntStart, udiStopDone => udiCntStop, udilLogin
=> udiCntLogin);

« Download the project to the controller and start it.
When logging in/out and starting the project, the counters are incremented.

Do) ~ @ x| [ vevce [ () LbraryManager FB_Eventiander | |qz F8_Fventriandler 78 Init | |5z FB_EventHander.F8_Bxit PLC_PRG x [[3; FB Eventriander EventCalback |
=D Eentcatiods Device Application PLC_PRG
= [ Device [connected] (CODESYS Control Win V3x64)
~-210 pC Logic Expression Type Value Prepared value Address Comment
- € Application [run] ® udiCntstart DT 1
i) Library Manager # udiCnistop UDINT 0
=[] FB_EventHander (F8) # udicniLogin UDINT 1
[ EventCalback = @ foEventHandler F8_Eventtander
o Fe_Ext " udistartDane b L
[ Fo_Init "¢ udistopDone DT 0
PLC_PRG (PRG) " udilogin b 1
=-{#8 Task Confiquration # @ hEventStart POINTER TO BYTE 16#0000000001
= & MainTask (IEC-Tasks) # & hEventStop POINTER TOBYTE 160000000001
&) pie_pre ® ¢ hinterfacestart POINTERTOBYTE 1670000000140,

# @ hinterfaceStop POINTERTOBYTE 1620000000140
# iecResult b 0
® @ itfenCallback CmpEventgr.ICmp... 160000000001
# @ hEventLogin POINTERTOBYTE 160000000002
# ¢ hinterfacelogin POINTERTOBYTE 160000000140
# _dustopResson DWORD 0
# _sAppName STRING Applicatior
1 T ] -> udiCneseare[ 3 @ ] -> udiCneStop__0__], udilogin__1 ] -> udiCncl T ) R
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4.3.19.14 Licensing: Querying the Container Information

Create a "Standard project" and select
Define the target system by means of the

as the device.

fie Edit View Project Buid Onine Debug Tools Window Hep BACNet

) Library Manager
PLC_PRG (FRG)
={# Task Configuration
= $& MainTask (IEC-Tasks)
@] PLC_PRG

Open the

Backup and Restore
Files

Log

PLC Settings

PLC Shell

Users and Groups
Symbol Rights
Task Deployment
Status

Information

and add the following libraries:

bEE& 168 %% 04 05 B - (5 i | 8 x| =
Devices T 8 %[ g oeviee x
=3 conaierinfo p—
=il Device (CODESYS Control Win V3) Communication Settings ( Scannetwork.. | Jateway - | Device -
=2l PLC Logic
=} Application applications
5

.
Gateway

- 0301.A000.0344] (actve)
IP-Address: Device Name:
localhost KERNTPC
Port Device Address:
1217 0301.A000.034A

Target ID:

b 0000 0001

Target Type:

4098

Target Vendor:

35 - Smart Software Solutions GmbH

Target Version:
3.5.13.10

Create a "Structure" named
Adapt the

as follows:

<[] Device m Library Manager X
%5 Add library ¢ Delete library | 75 Properties 72 Details | 5] Placeholders m Library repository
Mame Mamespace
+ 3Slicense = 35license, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE
+ BreakpointLogaging = Breakpaint Logaging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog
+ CmpCodeMeter = CmpCodeMeter, 3.5.5.0 (System) CmpCodeMeter
+ IoStandard = IoStandard, 3.5.13.0 (System) IoStandard
Standard = Standard, 3.5.13.0 (System) Standard
SysTypes2 Interfaces, * (System) SysTypes

Effective version
3.5.12.0
3.5.5.0
3.5.5.0
3.5.13.0
3.5.13.0
3.54.0

Declaration
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TYPE ST_CODEMETER_INFO_EX

STRUCT
stRTS_CODEMETER_INFO : CmpCodeMeter.RTS_CODEMETER_INFO;
wsContainerName : WSTRING;

END_STRUCT

END_TYPE

Adapt the POU as follows:

Declaration

VAR CONSTANT

cw_MaxInfos : WORD := 3;
END_VAR
VAR

xReadInfo : BOOL;

jecResult : SysTypes.RTS_IEC_RESULT;

iecHandle : SysTypes.RTS_IEC_HANDLE;

iecPrevHandle : SysTypes.RTS_IEC_HANDLE;

wIndex : WORD;

aInfo : ARRAY [0..cw_MaxInfos] OF ST_CODEMETER_INFO_EX;
END_VAR

Implementation
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IF xReadInfo THEN
xReadInfo := FALSE;
iecHandle := CmpCodeMeter.CodeMGetFirst(iecResult);
iecPrevHandle := SYSTYPES.RTS_INVALID_HANDLE;
wlndex := 0;
WHILE diecHandle <> SYSTYPES.RTS_INVALID_HANDLE DO
IF wIndex = O THEN
CmpCodeMeter.CodeMGetInfo(hCodeMeter := iecHandle, info :=
aInfo[wIndex].stRTS_CODEMETER_INFO);
CmpCodeMeter.CodeMGetName (hCodeMeter := -decHandle, wstName :=
aInfo[wIndex].wsContainerName, nLenBytes :=
SIZEOF (aInfo[wIndex] .wsContainerName));

ELSE
iecPrevHandle := decHandle;
iecHandle := CmpCodeMeter.CodeMGetNext (hPrevCodeMeter :=
iecPrevHandle, Result := jecResult);

IF iecHandle <> RTS_INVALID_HANDLE THEN
CmpCodeMeter.CodeMGetInfo(hCodeMeter := +decHandle, 1info :=
aInfo[wIndex].stRTS_CODEMETER_INFO);
CmpCodeMeter.CodeMGetName (hCodeMeter := +decHandle, wstName :=
aInfo[wIndex].wsContainerName, nLenBytes :=
SIZEOF (aInfo[wIndex].wsContainerName));
END_IF
END_IF
wIndex := wIndex + 1;
END_WHILE
END_IF

Start the project and set the variable to
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The read container/dongle information is saved in the array.

For comparing the information from the License Manager.

= aifol0] ST_CODEMETER .
= SIRTS_CODEMETERINFO CpCodeMeter RTS
# byMajorversion BTE 2
# byMinorversion BTE s
# wBoxMask 'WORD
# dwSerialNumber DWORD
# wchipType WoRD T
# wsiliconRevision 'WORD 22
# wsContainerName. WSTRING
= ¢ alnfolt] License Manager
= § SIRTS CODEVETER_INFO —
# bvrieson T S—
# byMinorversion ——
# wBoutask .
# dwSerialNumber T 7 Name: CODESYS SVN
# wChipType CODESYS TestMansger Company: 35-Smart Software Solutions GmbH
# wSiliconRevision
COBESYS Control Win SL Unit counter:
5 V) ookt u
2 : CODESYS Static Analysis =|| Usageperiod:
o CapCodeteter . CodeMGet Firat (1ecResul B )+ CODESYS Appiication Composer Featuremap: - [y
4 iecPrevdandle[ 7680000010 ] := SYSTYPES.RTS_INVALID_HANDLE[TESFFFeerer | CODESYS BACnet SL Activation time: -
5 wIndex 3] := 0; CODESYS Control for RaspberryF|_ | Expiration time: -
&) iecHandle] W
VHILE iecHandle[JRFFFFFEFE] <> SYSTYPES.RIS_TNVALID RANDLESEFFFFFFE] DO loDriEL622¢ ey
7 IF wInds =0 TEEN
| csv utity Productcode: 8747
B CrpCodeMeter .CodeMGet Info (hCadeMeter := iecHandle[TEFFFFFFFE], info := alnfo[wIndex 3 _J).stRT -
s CrpCodeMeter .CodeGetNane (hCodeMeter := iecHandle[TFFFFFFFF], watllame := aInfo[wInd: o
SNMP Library D tion:
10 ELsE escription:
11 16H00000010 | := iecHandle[TERFFFEFEFE]; Json Glent Library A Subversion source control integration
12 iecRandle[TEFFreERTE] = deMet (nP: deMeter := e, || ISON Utiltes
13 IF iecHiandle[TSFFFEFFE] <> RIS_INVALID_HANDLE[TGSFFFFEFFE] THEN 9‘ S W
s deer (BCodevet ecHand][THFFFEFEFE], info t= alnfo[wIndex & 1|
15 i= iecRandle[TEFFFFFRE], watlame = 2Info[wIndex[ 4] he s N > |
16 =D 1P
p [ D The licensefor the product aists on the selected license eontainer, but is invalid (2.0, expirea),
1e windex[TET] := winaex[TET] + 17 3 The license For the product does not et on the selected license container.
13 EWD_WEILE
20
e
=

FAQ: https://faq.codesys.com/display/CDSFAQ/Licensing%3A+Querying+the+Container+information

4.3.19.15 Reading the Alarm ID

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

Fle Edt View Project Buid Onine Debug Iools Window Hep
O & 108 L4 | o |

BeE& [ REY L=
Devices >3 x Device x PLC_PRG |
= 13 ReadAbrmld 2 -
=- @ Device (CODESYS Control Win V3) Communication Settings Syl Device s
= 8l PLC Logic Applications
=& Application
o Backup and Restore T
i) Library Manager .
PLC_PRG (PRG) Files s
= [ Task Configurati
83 Task Configuration g . '§
=g MainTask e . O
8] PLC_PRG PLC Settings Gateway
PLC Shell ateway-1} - ZENKERPPC (active) -
1P-Address: Device Name:
Users and Groups p-ddre Deviee Nam,
SIS port: Device Address:
Task Deployment 2 0BBA
Target 1D:
Status 0000 0001
Information Target Type:
0%

Target Vendor:
CODESYS GmbH

Target Version:
3.5.12.40
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Insert an Alarm configuration in the device tree.

Here the Error, Info, and Warning alarm classes are created automatically, as well as the AlarmStorage
object. In addition, a AlarmManagerTask is also created.

@ eodalarmid praject - CODESYS

Be Et Wew Project Pud Onine [ebup Toos  Window
D E @ - bl X ALHRSIE

Devcer
= 5 Asaddlsiy
= [f Derwies (CODESYS Contralwin V)
= Wl P Loge
= ) application
= ([ daivs Configuration

-0 %

Create a global variable list GVL with the variable g_sAlarmiD.

Al COoD!

File Edit View Project Build Online Debug Tools Window Help

EEEIS |60 5 G 62 e - (T | O |
Devices > X [{ Device y @ oV x
=3 Readalsrmid - 1
= [ Device (CODESYS Contral Win V3) 2 VAR GLOBAL
=1 PLC Logic 3 g_sklarmID: STRING:
= £} Application 4 END_ VAR

= Alarm Configuration
& Error
& Info
& Warning
@ AlarmStorage
B AlarmGroup
@ o
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=-g% AlarmManagerTask
@ AlarmManager. Alarm_Prg
= g8 MainTask
) PLC_PRG

Create a new FB named FB_AlarmNotifiable and implement the
interface AlarmManager.IAlarmNotifiable.
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@ Cregte 3 rew FOU (Frogram Drgsnizstan Lakth

Prvtlarrivetifabie]
Tipe
Progeam
& Function Bleck:
Entencs:

Aceass i pacifeen

Mabad irp lenantalion liggubde:
_stu-_ru-dlnlﬂn

Funclios

Fntuen typa

B Inglemeatatan larguape:

o | implerrents: Harager 1Alamiobfabie

Structined Text (5T)

=]

i)

Cancal

The method the Execute method is created automatically with the FB:

E ReadAlarmid. project - CODES i

Fle Edit View Project Buld Onine Debug Took Window Help

(i Library Manager
FB_Alarmhiotifiable (F8)
[Fh Bt
PLC_PRG (PRG)
= [# Task Configuration

= & AlarmManagerTask

=-g8 MainTask
&) pLC_PRG

&) AlarmManager.Alarm_Prg

+ Adapt the Execute method as follows:

BEd & S ERRXIAGMBE b AR RSO % | e 9= |
Devices = B X | @cow ] Fe_Aar x[[[ Deviee |
=5 Resdalormic! =] 1|  FUNCTION BLOCK FB_Alarmlotifiable IMPLEMENTS AlarmManager.IAlarmiotifiable
=l Device (CODESYS Control Win 3) 2| VAR INPUT
=2 PLC Logic 3| END_VAR
= €3 Application ¢ var oureuT
= Alarm Configuration S| END_VAR
s R
4N Error
7| END VAR
4 o . —
- @ warming
il ¥ Alarmstorage
a AlarmGroup 1
@on

Support — Public FAQ

Declaration
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//{warning 'add method implementation '}
(* Executes the action.x)
METHOD Execute

VAR_INPUT
(x The currently processed alarm state transition. This will be

evaluated in order to determine, whether the action has to be

executed or notx)
eCurrTransition : ALARMMANAGER.AlarmStateTransition;

(* The alarm, for which the action has to be performedx)
itfAlarm : ALARMMANAGER.IAlarm;
(* An optional pointer to a structure variable containing
additional parameterx)
pbyAdditionalData : POINTER TO BYTE;
END_VAR

VAR
itfAlarmGroup : ALARMMANAGER.IAlarmGroup;

END_VAR

Implementation

itfAlarmGroup := itfAlarm.GetAlarmGroup();
GVL.g_sAlarmID := itfAlarmGroup.GetStringID(itfAlarm.GetID());

+ Adapt the POU PLC_PRG as follows:

Declaration
VAR
xAlarm : BOOL ;
fbAlarmNotifiable : FB_AlarmNotifiable;
END_VAR

Implementierung

// no implementation
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Insert a new alarm group in the Alarm configuration and configure an alarm as follows:

Al oDk

Ele Edt Vew Project fuld Onine Debug Tooks

Window  Help

2 HamGroup
@ Harmstorage
] AarmGroup
Bon
(D Library Menager
=[E] FB_alarmiotifiable (F8)
34 Breate
PLC_PRG (PRG)

B8l I8h 85 dh 85 B | - 5 i 0 | I = |8
Devices T E x| @on Fo_smiwotfble | (] Devee | [y Fo_Almiotfable bxarte ALCPRG ) MlarmGroup X
E Sy m— =
= pevice (CODESYS Control Win v3) Textlist: (] AlarmGroup - Archiving: i) (none) ~  Deactivation:
= Bl rictoge
= £ Application D Obsenation type Details Deactivation Class Message Min. pend. time  Latchvarl Latehvar2 Higher prio. alarm
= Aam Confguration Myslarmid 94 Digital PLC_PRGXAlarm = TRUE Meror The message text
Eror
Dok
2 warring

In order for the fbAlarmNotifiable instance to also be called at an alarm, the Error alarm class must
still be notified about it.

ReadAlarmid. th -
-

fle Edt Vew Project Buld Onine

Debug

Tools Window Help

Load the project to the controller and start it.
Set the xAlarm variable to TRUE in the POU PLC_PRG.
Now the global variable GVL.g_sAlarmID will pass the MyAlarmld that was set up in the alarm

configuration.

Readlarmid project” - CODESYS

BEEHSG - BB X AGAN R -0/ I% | | o |8
Devices > x| ‘@on F8_AarmNotifisble | (] Device FB_alarmiotfiable.Execute PLCPRG [/ AamGrop g Error x
= () Readabrmid -
=- [ Device (CODESYS Control Win ¥3) Priority:|10 =
Acknowledgement method:  [REP_ACK -
= 8l PLC Logic [] Archiving
= £} Application [F] acknowledge separately
= [ alarm Configuration
Exr Notification actions
B nfo Action activate  deactivate  confitm  Details Deactivation
2 warning 0 call PLC_PRG fhAlarmNofifiable
A AarmGroup
8 Alarmstorage
£ AlarmGroup
@ ou call
(i) orary vanager Function blodk instance | PLC_PRG.foAlarmiotifiable
=[5 rB_alarmnotifiable (F5)
Additional Parameter Structure
PLC_PRG (PRG) Component Type  Mandatory Value
= (B8 Task Configuration
=& AlarmManagerTask
&) AlarmManager. Alarm_Prg
= & MarTask Display options for alarm tableaiarm banner
& pLc PRG State Font Background color Bitmap Transparent  Transparent color
Active
Waiting for confirmation

Fie Edt View

Project uld Onine Debug Tooks Window Help

bed &l Iah 2L A e B -0 B %, e N o M=
Devices A x| @en FB_AlarmNotfiable | [ Device FB_Alormilotifioble Execute ) [£] PLC PRG X [/} AamGrown |/ Ewor |
= &) Resdalzmid Device Application.PLC_PRG
= [ bevice [connected] (CODESYS Control Win V3)
= pLC Logic Expression Type Value Prepared value Addr
- ) Application [run] 9 xalerm s00L
= [ Aam Configuration # @ foAlamNotifisble FB_AlarmNotifiable
Error
B wfo
4 warning
N MarmGroup
@8 AarmStorage
& AarmGroup
@ o B
) Library Manager
=[] Fe_alarmiiotfisble (FB)
[ Execute
PLC_PRG (PRG)
= [ Task Configuraton
EY - Bl n
& MarmManager.Alarm_Prg Watch £
= 4B MainTask Expression Application Type Value Prepared value  Execution point
&) pic_rre @ GvLg_salamD D%E.Apdlﬁhnn STRING “MyAlarmid' Cydic Monitoring
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4.3.19.16 Reading the Application Information with the library "CmpApp"

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

Fie Edt View Project Buld Onine Debug Tools Window Help
BEE & ldh 25 d4 05 @ - O 180 | OB N = || = 1% | % &
Devices * % X | 5 mcrre V[ pevice x|
=) Readpplcationinformation -
=~ (i) Device (CODESYS Control Win v3) Communication Settings c Scan network.... ,at&wav - | Device ~
=B pLC Logic
= €} Application Applications Em
i) Library Manager O | :
-8 PiC_PRG (PRG) Backup and Restare =
= (& Task Configuration LLL L un
Files S ———
=% MairTask ——— [ ] O @
@ pLc PRG - Gataway
- 034A] (active)| -
Pl IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Port: Device Address:
1217 0344
Users and Groups
Target ID:
Access Rights pono ooot
Target Type:
Task Deployment 4086
Target Vendor:
Status 35- Smart Software Solutions GmbH
Target Version:
Information 1ed20

Open the Project/Project information dialog and fill in the following fields:

e e —

Fie | By Fpmbes | St | boeee | Sew

Lrmpaer mplampany
Lt rreTdie
o TANE Reiemied

LaeyCeagerer .
N L

Bahar e

enaee eyt

Tha a3 ey arw v ko idamsrly o Mrary.

Amanal, pararass b kfrranan P
sty el T I b SOLE

Open the Library Manager and add the following libraries:
* CmpApp
+ SysTypes?2 Interfaces
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/- ﬂi Device m Library Manager X

%5 Add library > Delete library | 2% Properties 72 Details | 5] Placeholders m Library repository

Marme Mamespace Effective version

4«8 35License = 3Slicense, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.12.0

B BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0

+ CmpApp = CmpApp, 3.5.11.0 (System) Cmpapp 3.5.11.0

+ IoStandard = IoStandard, 3.5.10.0 (System) IoStandard 3.5.10.0
Standard = Standard, 3.5, 12.0 (System) Standard 3.5.12.0
SysTypes2 Interfaces, * (System) SysTypes 3.5.4.0

Adapt the POU PLC_PRG as follows:

Declaration
VAR
sAppName STRING := 'Application'; // must identic to the name in the
device tree
iecResult RTS_TIEC_RESULT;
xInit BOOL := TRUE;
pApp POINTER TO CmpApp.APPLICATION;
stAppInfo CmpApp.APPLICATION_INFO;
pstAppInfo POINTER TO CmpApp.APPLICATION_INFO := ADR(stAppInfo);
sProjectName: STRING;
sAuthor STRING;
sVersion STRING;
sDesc STRING;
sLastChange STRING;
END_VAR

Implementation
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IF xInit THEN
ADR(iecResult));

ADR(iecResult));
IF iecResult

sDesc :

END_IF
xInit :
END_IF

pApp := CmpApp.AppFindApplicationByName(pszString := sAppName, pResult :=

pstAppInfo := CmpApp.AppGetApplicationInfo(pApp := pApp, pResult :=

0 THEN

sProjectName := pstAppInfo’.pstProjectName’;
sAuthor := pstAppInfo”.pstAuthor?”;
sVersion := pstAppInfo?.pstVersion’;

pstAppInfo’.pstDescription”;

sLastChange :

False;

DT_TO_STRING(pstAppInfo*.dtLastChanges);

+ Start the project.

fie Edt View Proect Bud Onine Debug Took W tep Y
e EIS| By 184 5% 48 05 ab |4 Y% %6 2% |2 | 1 - (I8 | 2 O [l AL AEARAE 36F )
Devices ~ % X|| [ Devic [ffip Lbrary Manager PLC_PRG X A
=0 Resdhgeatinirformation Device Applcation.PLC_PRG
= [ Device [connected] (CODESYS Control Win V3)
= Bl Pictooe Expression Type Value Preparcdvalue  Address Comment =]
= O SR & sappNane STRING ‘applicatior’ must identicto the Name inthe device tree |
() vbrary Manag # iecResult o [
PLC_PRG (RG) # unic Bo0L FALSE
=& Task Configuration * & phpp POINTER TO CmpAp... 162007FFBFD
= & MainTask ¥ @ stappinfo CpApp. APPLICATL
&) e prs # & pstappnfo POINTER TO Crph... | 162007FFEED
® sProjectiame STING Readapplicationinformation
# sauthor STRING myNom
# sversion STRING 34586
# sDesc STRING ‘myDescription’
# sastChange STRING DT£2018-02-13-11:40:42
| 1F sinscEER TEEN
4 pRpp{FEROTFERFD | = Crphpp.AppFindhpplicationBylane (pszString := shppWamel ogiests ¥, pResult := ADR(iecResult 0 )):
B ] = (phpp = pRPF[TEOFFERT], pResult = ADR(iecResuld 5 )
o IF iecResuli__0_]= 0 THEN
E sProjectlane] Relgsc 7] := pothpplnfo*.pstProjectlane [ Fefiemi b}
] =Bushor[ mytsne ] := pacppInfos pachuthor-{ mam )
7 sVersion[ 3456 ] t= petAppInfo”.pstversion| 3456 )
o Deac “mybesz 3] 1= potAppTnfa" Doyt »
3 DEEEE ¥ ] := DT_TO_STRI = D:
1 mD_IF
1] AT i= Felee:
12| Ewp_r¥RERN
o @
Device user: Anonymous ast bui recompie: RUN Programloade Program unchange Project user: (nobody) NS Ln12 Col7 Ch7
Last bud: @ 0 ® 0 Precompk B loaded henged (nobody) 17 ch

4.3.19.17 Reading the Compiler and Runtime Version

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.
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=5 ReadingCompieRuntineVersion
= m Device (CODESYS Control Win V3 x64)
=Bl PLC Logic
=} Application
i) Liorary Manager
PLC_PRG (PRG)
{4 Task Configuration
=-g% MainTask (IEC Tasks)
A pLC_PRG

e

Communication Settings

CED s

Applications

Backup and Restore

Files

Log

PLC Settings

PLC Shell

Users and Groups

Access Rights

symbal Rights

IEC Objects

Task Deployment

Adapt the POU PLC_PRG as follows:

IP-Address:
localhost

Port
1217

Device Name:
KERNTHPC

Device Address:
0001

Target ID:
0000 0004

Target Type:
4096

TargetVendor:
35 - Smart Seftware Solutiens GmbH

TargetVersion:
3.5.16.30

Declaration

VAR
verCompiler

Version;

verRuntime : Version;
i1, i2, i3, i4: INT;
END_VAR
Implementation
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verRuntime :=
verCompiler :=

__SYSTEM.Constants.RuntimeVersion;
__SYSTEM.Constants.CompilerVersion;

// as pragma
{IF RUNTIMEVERSION(>=,'3.5.16.20')}

il = i1 + 1;
{ELSE}

i2 1= d92 + 1;
{END_IF}

{IF COMPILERVERSION(=,'3.5.16.20')}

i3 = i3 + 1;
{ELSE}

i4 = i4 + 1;
{END_IF}

+ Load the project to the controller and start it.

Devices ~ & x| [ Device PLC_PRG X
=5 ReadngCompieRuntimeVersion hdl  Device Application.PLC_PRG
= 1) Device [connect=d] (CODESYS Control Win V3 x64) Eepression Tpe Value '
=l PLC Logic # vercomgil
. = @ verCompiler version
= £ Application [run]
# uiMajor UINT 3
fiff Library Manager i s
uiMinor
PLC_PRG (PRG) s - I I
uiservicePach
=@ Task Configuration b uetch UINT w
uiPatd
B MainTask (IEC-Tasks) # verauns umT
® verRuntime:
& pic ro Version
@ i1 INT 2257
$ 2 INT 0
@ 3 INT ]
L INT 2257
i|© verRuntime := _ SYSTEM.Constants.RuntimsVersion;
2|© verCompiler := _ SYSTEM.Constants.CompilerVersion:
3]
4 a5 pragma
=] H
‘ uEr ] = ]+
-
° E= I (S =
10
=] 12
13 B0 =130 ]+ 1;
=] 14
4z ] =z ] L

4.3.19.18 Reading the IP and MAC Addresses from Adapterinfo (EN)

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.
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5 AdopeiloIphdd ViRCATEpEcE =G0 I

file Edit Vew Project Buld Onine Debug Tools Window Help

QR & | A A G |- (T 08 X o |Mi= % 0@ ©
Devices v & x [ Device x|
=5 adspterinfo_ipAdd_MscAddr - i ———
=- i) Device (CODESYS Control Win V3) Communication Settings < Scan network. .. >Ehewav ~ | Device ~
= Bl PLC Logic
= £} Application Applications ..
i Library Manager :
PLC_PRG (PRG) Backup and Restore
=83 Task configuration us
Files .
=3 MainTask
~& pLe_PRG -
- -
PLC Settings IP-Address: Device Name:
localhost KERNTPC
FLC Shell
Fort Device Address:
1217 0344
Users and Groups
Target ID:
Access Rights 0000 0001
Target Type:
Task Deployment 409
Targetvendor:
Status 35- Smart Software Solutions GmbH
Target Version:
Information Torger

+ Open the Library Manager and add the following libraries:
+ SysSocket
+ SMB3_Shared
+ SysTypes?2 Interfaces

.ﬂ Library Manager x]frﬁ Device ]
% Add library 3 Delete library | 25 Properties 7 Details | 5] Placeholders m Library repository

Marne MNamespace Effective version
35License = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.12.0
BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BFLog 3.5.5.0

b IoStandard = IoStandard, 3.5.10.0 (System) IoStandard 3.5.10.0

= SM3_Shared = SM3_Shared, 4.3.0.0 (35 - Smart Software Solutions GmbH) SMO 4,3.0,0

Standard = Standard, 3.5.12.0 {System) Standard 3.5.12.0

- SysSocket = SysSocket, 3.5.12.0 Est&m) SysSocket 3.5.12.0

SysTypes2 Interfaces, * (System) SysTypes 3.5.4.0

+ Adapt the POU PLC_PRG as follows:

Declaration
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VAR
AdapterInfo
hAdapter
udiStructSize
rResult
sIpAddr
sMacAddr
xFirstAdapter
xReadInfo

END_VAR

SOCK_ADAPTER_INFORMATION;
RTS_TEC_HANDLE;

UDINT := SIZEOF(AdapterInfo);
RTS_IEC_RESULT;

STRING(15);

STRING(17);

BOOL ;

BOOL;

Implementation
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IF xReadInfo THEN
xReadInfo := FALSE;
xFirstAdapter := TRUE;
rResult := 0;
WHILE rResult = 0 DO
IF xFirstAdapter THEN
hAdapter := SysSockGetFirstAdapterInfo(ADR(AdapterInfo),
ADR(udiStructSize), ADR(rResult));
ELSE
hAdapter := SysSockGetNextAdapterInfo(hAdapter, ADR(AdapterInfo),
ADR(udiStructSize), ADR(rResult));
END_IF
IF rResult = O THEN
sIpAddr :=
Standard.CONCAT (BYTE_TO_STRING(AdapterInfo.IpAddr.S_un_b.s_bl),'.");
sIpAddr :=
Standard.CONCAT (sIpAddr,BYTE_TO_STRING(AdapterInfo.IpAddr.S_un_b.s_b2));
sIpAddr := Standard.CONCAT(sIpAddr,'.');
sIpAddr :=
Standard.CONCAT (sIpAddr,BYTE_TO_STRING(AdapterInfo.IpAddr.S_un_b.s_b3));
sIpAddr := Standard.CONCAT(sIpAddr,'.');

sIpAddr :=

Standard.CONCAT (sIpAddr,BYTE_TO_STRING(AdapterInfo.IpAddr.S_un_b.s_b4));
sMacAddr :=

Standard.CONCAT (SMO.Byte_To_HexString(AdapterInfo.abyMac[0]),'-"');
sMacAddr :=

Standard.CONCAT (sMacAddr,SM0O.Byte_To_HexString(AdapterInfo.abyMac[1]));
sMacAddr := Standard.CONCAT (sMacAddr,'-");
sMacAddr :=

Standard.CONCAT (sMacAddr,SM0O.Byte_To_HexString(AdapterInfo.abyMac[2]));
sMacAddr := Standard.CONCAT (sMacAddr,'-");
sMacAddr :=

Standard.CONCAT (sMacAddr ,SM0O.Byte_To_HexString(AdapterInfo.abyMac[3]));
sMacAddr := Standard.CONCAT (sMacAddr,'-");
sMacAddr :=

Standard.CONCAT (sMacAddr,SM0O.Byte_To_HexString(AdapterInfo.abyMac[4]));
sMacAddr := Standard.CONCAT(sMacAddr,'-");

sMacAddr :=
Standard.CONCAT (sMacAddr,SMO.Byte_To_HexString(AdapterInfo.abyMac[5]));
END_IF
xFirstAdapter := FALSE;
END_WHILE

END_IF

+ Start the project and set a breakpoint in line 6 of the POU PLC_PRG.
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& Adapteinto Iphdd Vachddrproect - CODESYS s[E] %]
Be Edt Yen Poet Q4 Oune Do Lo Yndow Heb Y
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# sesdinfe w00
o ,
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I
o ]
q e
s VLLE shem 5] - ¢ 0
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e
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1
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+ After setting the xReadInfo variable, the variables are read for each adapter:

‘& Adapteinf IpAddr MacAddrproject - CODESYS

S[E[ =]

e Edt Gen popct fud Cune Dewg Dovs Wndow teb
el L) LS e AN R IR E T,

Deias - ax

T R— 500K ADATER IFCRHATION
I pris—" ronRT0BME
(5] mic s 0r) wonr
- 8 sk conipeaon wonr
= & vk smancs)
Bacms TG
w00
# estuts soo.

oeice nCrR x
=0 At Jodd_pocids ] p———
= [ v et (CODESYSConl in V)
= B0 rctoge Type Value Preparedvalue  Address Comment. =]
- € npphca e

a

= | 1 smesdincolmE Ty

), wR(Resu T )

q sResul E
= o WALLE Resit_E ] = 0 00
= T xriretacaprer BN TR
| magepcex e

) STRING (Adaprexinto. IpAda. S un b.s biFE) ,

it . STt presiodo. ks

atacaaar{DotasEs 5] i= Standard.CONCAT (s¥achds

e
arizacadepter BN = FALSE;

5 a0,y
51| mo_rrEmEm

e To_Hexsoring (MaprerTato.abpac 2I[62) ) ;
«_To_sexstriag (MaprerTato.abptac <1[88) ) ;

«_To_HexString (MaprerTato.abptac 41[8)) ) ;

« To_nexstring (MaprerTat.sbptac=I[E0) ;

), A0R(rResule BT )

Do v Aronymons i 00 00 _pecrwie v [N

Program loaded

Program unchanged Projct vse: (robody)

i
s 2 cols s Q

4.3.19.19 Reading the Manufacturer Information of the Controller

For example, if a library should run on specific devices only, then you have to access the manufacturer

information on the controller.

Normally the functionality is restricted by the "TargetType".
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0301, ADDD.0I4A] (active! -

Device Name:
KERNTPC

Device Address:
0301.A000.0344

Target ID:
000 DO01

Target Type:
40%6

Target Vendor:
3% - Smart Software Solutions GmbH

Targst Version:
35.13.10

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

File Edit View Project Buid Onine Debug Tools Window Help BACNet

B E S 88 45 #8056 s - T I 68 x| lo |9l =]
Devices -7 X [0 Device x|
= 5] ReadngDevicelnformation -~
=- [ Device (CODESYS Control Win ¥3) Communication Settings < Scan HetW@tewav - Device ~
=B PLC Logic
=& Application Aapplications
() uibrary Manager 0
- E] PLC_PRG FRE) Backup and Restore
=-[Z8 Task Configuration ; -
“ ¢ Files ® .
=8 MainTask (IEC-Tasks) e O
B Gateway
& rLC_PRG -
Gateway-1 - [0301.A000.0542] (active)] -
PLC Settings IP-Address: Device Name:
localhost KERNTPC
PLC Shell .
Port Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
0000 0001
Symbol Rights
Target Type:
Task Deployment 4095
Target Vendor:
Status 35 - Smart Software Solutions GmbH
Infarmation ;a;gla;t;fnerswn:

+ Open the Library Manager and add the following libraries:
SysTarget
SysTypes2 interfaces
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(] Device il Library Manager x

%5 Add library < Delete library | 257 Properties 73 Details | 5] Placeholders mLibrar}rrepositor}r

MName

Mamespace
+ 35License = 3SLicense, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE
+ BreakpointLogging = Breakpoint Logaging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BEPLog
+ IoStandard = IoStandard, 3.5.13.0 (System) IoStandard
Standard = Standard, 3.5.13.0 (System) Standard
+ SysProcess = SysProcess, 3.5.7.0 (System) SysProcess
+ SysTarget = SysTarget, 3.5.5.0 (System) SysTarget
SysTypes? Interfaces, * (System) SysTypes

Effective version

3.5.12.0
3.5.5.0
3.5.13.0
3.5.13.0
3.5.7.0
3.5.5.0
3.5.4.0

+ Adapt the POU PLC_PRG as follows:

Declaration
VAR
xRead BOOL ;
iecResult SysTypes.RTS_IEC_RESULT;
dwType DWORD;
dwTargetId DWORD ;
wsVendorName : WSTRING;

END_

diVendorName
wsDeviceName
wsDev
dwVersion
wsNodeName
udiNodeName

udiProcessorlId

udiOsId

sSerialNumber

psSerialNumber
diSerialNumber

VAR

: WSTRING;

DINT := SIZEOF(wsVendorName);

DINT :=
DWORD;

SIZEOF (wsDeviceName) ;

: WSTRING;

UDINT := SIZEOF(wsNodeName);
UDINT;
UDINT;

STRING;
POINTER TO STRING := ADR(sSerialNumber);
DINT := SIZEOF(sSerdialNumber);

Implementation
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IF xRead THEN
xRead := FALSE;

// Control WinV3: 4096 - 0000 0001
jecResult := SysTarget.SysTargetGetType(pulType := ADR(dwType));
jecResult := SysTarget.SysTargetGetId(pulTargetId := ADR(dwTargetId));

jecResult := SysTarget.SysTargetGetVendorName(pwszName := ADR(wsVendorName),
pnMaxLength := ADR(diVendorName)) ;

jecResult := SysTarget.SysTargetGetDeviceName(pwszName := ADR(wsDeviceName),
pnMaxLength := ADR(wsDev));
jecResult := SysTarget.SysTargetGetVersion(pulVersion :=

ADR(dwVersion)); // V3.5.SP13.10 == > 50662666 = 16#03050D0A
jecResult := SysTarget.SysTargetGetNodeName (pwszName := ADR(wsNodeName),
pnMaxLength := ADR(udiNodeName));

// SystemInfo
jecResult :=
SysTarget.SysTargetGetOperatingSystemId(pudiOperatingSystemId := ADR(udiOsId));
jecResult := SysTarget.SysTargetGetProcessorId(pudiProcessorId :=
ADR(udiProcessorId));

//Unique RT didentifier

jecResult := SysTarget.SysTargetGetSerialNumber (ppsSerialNumber :=
ADR(psSerialNumber), pnMaxLen := ADR(diSerialNumber));
END_IF

Start the project and set the xRead variable to TRUE.

Ee Eat ve

e Tods Wndow Hep BACNet
Hed

L5 lab | AN R B T L}

a

Devices
=3 Readngbevicelnformation
= (5 Devie [comnected] (CODESYS Control i V3)

= Bl rcLoge

~ 8 || G oewe |flf thrrvrewos 5 MCPRS x
PrG

e
o

yyyyyyy Type Value Preparedvalue  Address Comment

B00L [ Fase]
o

wonT

WSTRING 35 - Smart Softuare Solutions GmbH

3s
WSTRING *CODESYS Control Win v3©

2
(CHEBE200-EC4B8952 F78257BCSCETSD'
POINTERTOSTRING _ 1620523462C

omr 3

= [ 1r sReacpme T

jet. SyaTazgetGetType (pullype := ADR(dvIype 0% )

+= AR (udtOsTA 2]
P e TH

(7R ), pavaslen i= ADR(diSerialliumber| % ));
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4.3.19.20 Symbol configuration: Error message "Found dependency cycle in the
types" (EN)

Can appear, when the option: 'Support Calls of Functions, FBs, Methods, and Programs'%® is activated.

4.3.19.20.1 Meaning of the Error:

A type is called, that contains itself.

4.3.19.20.2 Problem

The way the Symbol configuration has to handle REFERENCE here.

These are (depicted in a simple way) "flat" and will behave as if the referenced values are directly there
without a reference.

This then can lead to such cycles of dependency.

4.3.19.20.3 Solution

The best approach here is, to never export REFERENCE with the symbol config.
This leads to many more variables being released than would normally be the case (and desirable).
Also, this can cause more problems.

The user should rethink his export format in the symbol config and try to do it without
REFERENCE.

The "Support calls to functions..." error is usually only the trigger that this type is exported, and
not really part of the problem.

4.3.19.21 SysFile: Saving Files in UTF-8 Format

Data can be stored in UTF-8 format when working with the WSTRING type in the IEC code.
By using the ConvertUTF16toUTF8 function from the StringUtils library, the text is converted to UTF-8 format
and can be saved to a file.

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

103 https://content.helpme-codesys.com/en/CODESYS%20Communication/_cds_obj_symbolconfiguration.html
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File Edit View Project Build Online Debug Tools Window Help

BEEIS >t RREXBGAS B 0B , aXN[zE=2=25|» Bz |% N
Devices. =& X|[ i beviee x|
=13 wnteuTrarde =
= () Device (CODESYS Control Win V3) Communication Settings & scan network... }mway - | Device ~
=50 PLC Logic
=} Application Applications L
il Uibrary Manager 5 ..
“E) pic_pra pre) Backup and Restore .
={#3 Task Configuration . e 80
- Files o
= MainTask (IEC Tasks) A o
[ Gateway
4 pLc_pre -
Gateway-1 - [0301 ADD0.034A] (active) -
PLC Settings IP-Address: Device Name:
Iocalhost KERNTPC
PLC Shell )
Port: Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
Symbol Rights 0000 0001
Target Type:
Task Deployment 4096
TargetVendor:
Status 35- Smart Software Solutions GmbH
Information Targetersions

« Open the Library Manager and add the following libraries:
StringUtils
SysFile

SysTypes2 Interfaces
[l Device /V'm Library Manager X |
%5 Add library 3¢ Delete library | =% Properties 73 Details | 5] Placeholders m Library repository

Marne MNamespace Effective version

+ 3SLlicense = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.12.0
BreakpointLogging = Breakpeint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0
IoStandard = IoStandard, 3.5.13.0 (System) IoStandard 3.5.13.0
Standard = Standard, 3.5.13.0 (System) Standard 3.5.13.0

: StringUtils = StringUtils, 3.5.13.20 (System) Stu 3.5.13.20

+ - SysFile = SysFile, 3.5.9.0 (System) SysFile 3.5.9.0

o8 SysTypes?2 Interfaces, * (System) SysTypes 3.5.4.0

+ Edit the PLC_PRG POU as follows:

Declaration
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VAR
xWrite : BOOL;
szFileName : STRING(128) := 'c:/tmp/TestUTF8.txt"';
hFile : SysTypes.RTS_IEC_HANDLE := SysTypes.RTS_INVALID_HANDLE;
jecResult : SysTypes.RTS_IEC_RESULT;
wsTextLine : WSTRING(10) := "Ubersetzer";
sUTF8TextLine : STRING;
udiPos : __XWORD;
udiWrite : __XWORD;
END_VAR

Implementation

IF xWrite THEN
xWrite := FALSE;
hFile := SysFileOpen(szFile:=szFileName, am:=SysFile.AM_Write ,
pResult:=ADR(iecResult));
IF hFile <> RTS_INVALID_HANDLE THEN
Stu.ConvertUTF16toUTF8(sourceStart := ADR(wsTextLine), targetStart :=
ADR(sUTF8TextLine), dwTargetBufferSize := SIZEOF(wsTextLine),
bStrictConversion := TRUE);
udiWrite := SysFileWrite(hFile:=hFile, pbyBuffer:=ADR(sUTF8TextLine),
ulSize:=INT_TO_UDINT(LEN(sUTF8TextLine)), pResult:=ADR(iecResult));
jecResult := SysFileClose(hFile:=hFile);
END_IF
END_IF

Start the project and set the xWrite variable to TRUE.

File Edit View Project Build Online Debug Tools Window Help

BEEES > - P BEX(MGAG D A4HNN B0 B S, aN((=r==8 = B~

Devices ~ & X | ([ Device |fff) LbraryManager '] PLC_PRG x
=0 WiteUTFaFe ~ = —
Device Application.PLC_PRG
[ Device [connected] (CODESYS Control Win 3}
=&l PLC Logic Expression Type Value Prepared value Address Comment
= | Application [run] @ xwrite Bo0L
i) Library Manager  szFileName STRING(128) "c:/tmp/TestUTF.
PLC_PRG (PRG) # @ hFile POINTER TO BYTE 16200B6ATAR
= {& Task Configuration # iecResult UDINT i
= @ MainTask (EC-Tasks) % wsTextline WSTRING(10)
& MainTas = - ~
& e pre # sUTFGTedLine e > translate to UTF-8

# udiPos DWORD
# udiwrite DWORD 1

If the file is viewed in an editor, then the text is displayed correctly:
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atei

Bearbeiten

Format Ansicht

?

rsetzer

4.3.19.22 Task Configuration: Reading the Cycle Time and Other Information

@ [ECTask Information.project - CODESYS

B=AI&E]

fle Edit Vew Project Buld Onine Debug Tools

Window  Help

I dh 25 04 05 |6 |t - [0 I 68 | OF

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

Devices -1

X | ' pevice x|

=5 FECTask_informaton
= [ Device (CODESYS Control Win V3
= Bl PLc Logic
= £ Application
i) Library Manager

PLC_PRG (PRG)

5] secTask PRG)
=-[E8 Task Configuration
=% MainTask
- @ e rre

=g MySecTask
- SecTask

Communication Settings

p—
( Sean network... )Gateway - | Device -

Applications

Backup and Restore

Files

Log

PLC Settings

PLC Shell

Users and Groups

Access Rights

Task Deployment

Status

Information

[ S

@

Gateway
- 0394] (active -
IP-Address: Device Name:
localhost KERNTRC

Device Addrass:
0342

Part
1217

Target ID:
0000 0001

Target Type:
4096

Target Vendor:

35 - Smart Software Solutions GmbH

Target Version:
35120

Open the Library Manager and add the following libraries:

CompéErrors
CmplecTask

SysTypes2 Interfaces

iy Library Manager x|
%5 Add library 7 Delete library

= Properties

<) Details | 5] Placeholders m Library repository

MName

CmpErrors = CmpErrors, 3.3.1.40 (System)
CmplecTask = CmplecTask, 3.5.14.0 (System)
IoStandard = IoStandard, 3.5.13.0 (System)
Standard = Standard, 3.5.14.0 (System)
SysTypes2 Interfaces, * (System)

3SLicense = 3SLicense, 3.5.14.0 (35 - Smart Software Solutions GmbH)

Mamespace Effective version
_35_LICENSE 35140

BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0
CmpErrors 3.3.1.40
CmplecTask 3.5.14.0
IoStandard 3.5.13.0
Standard 3.5.14.0
SysTypes 3.5.4.0

Create a new POU named SecTask and a new task named MySecTask.
Assign the POU SecTask to the task MySecTask and set the call interval to 50 milliseconds.
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@ IECTask_Information.project* - CODESYS

Fle Edt W¥ew Project Buld Oniine Debug Tools Window Help

BRI & - B AR RIE T e . \QII;'\E’I
Devices * ' x [ Deviee g% MySecTask x|
"@ IECTzst_Informaton | Configuration
= Device (CODESYS Control Win v3)
=-E PLC Logic
ity (0.31 ) |1 : [Eca -
=-0) Application Priarity (0.31 ) Task Group: [IEC Tasks
il ibrary Manager Type
[ rcpro (rro) Interval (e.g. t200ms),_t#50ms
[ secTask (prG)
= (& Task Configuration Watchdog
=58 MainTask ] Enab
8] pLc_PRG Eneble
=g MySecTask Time (e.q. t£200ms): |
3] secTask
Sensitivity: ‘1

emove ange 4 MoveUp # MoveDown | ™= Open
&k Add Call ¥ R Call [ Change Call Move U Move D = Open POU

» Comment
SecTask
Ty

+ Adapt the POU SecTask as follows:

Declaration
VAR
iIndex : INT;
sIndex : STRING;
END_VAR

Implementation

FOR iIndex := @ TO 1000 DO
//Do something to raise the cycle time

sIndex := INT_TO_STRING(iIndex);
END_FOR

+ Adapt the POU PLC_PRG as follows:

Declaration
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VAR
dwCycleTimeMainTask, dwCycleTimeSecTask DWORD;
dwIntervalMainTask, dwIntervalSecTask DWORD;
sNameMainTask, sNameSecTask STRING;
hFirstTask, hSecTask RTS_IEC_HANDLE;
jecResult RTS_TEC_RESULT;
sAppName STRING := 'Application';
pIecInfo POINTER TO
CmpIecTask.Task_Info2;
END_VAR

Implementation

hFirstTask := CmpIecTask.IecTaskGetFirst(pszAppName :=
ADR(iecResult));
IF ((hFirstTask <> RTS_INVALID_HANDLE) AND (iecResult =
CmpErrors.Errors.ERR_OK)) THEN
pIecInfo := CmpIecTask.IecTaskGetInfo3(hIecTask :=
ADR(iecResult));
dwIntervalMainTask :=
dwCycleTimeMainTask :=
sNameMainTask := pIecInfo”.pszName”;
hSecTask := IecTaskGetNext(pszAppName :=
hFirstTask, pResult := ADR(iecResult));
IF ((hSecTask <> RTS_INVALID_HANDLE) AND (jecResult
CmpErrors.Errors.ERR_OK)) THEN

pIecInfo”.dwInterval;
pIecInfo?.dwCycleTime;

ADR (sAppNa

pIecInfo := CmplecTask.IecTaskGetInfo3(hIecTask
ADR(iecResult));
dwIntervalSecTask := pIecInfo?.dwInterval;

dwCycleTimeSecTask :=
sNameSecTask :=
END_IF
END_IF

pIecInfo”.dwCycleTime;
pIecInfo?.pszName”’;

ADR (sAppName), pResult :=

hFirstTask, pResult :=

me), hPrevIecTask :=

:= hSecTask, pResult :=

After you have uploaded and started the project on the controller, you can compare the values

between the task configuration and the IEC code.
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Fle Edt Vew Project Buld Onine Debug Tods Window Hep
Bed 8l [ = 18| 5%, uX| | |
Devices ~ & || 7 Devce |(f) UbraryManager  |[5] PICPRG ion %[ [\ =
=3 zfcggwnfwwm | [ Properties | System Events  {MOWtor | variable Usage]
E Device
B e g o Task Status IEC-Cyde Count  Cyde Count  Last Cycle Time (i)  Average CyceTime (i) Max. CydeTime () Min. Cyde Tme (us) Jitter (us) Min. Jitter (1) Max. Jiter () Core
= ) Applicati EymainTask  Valid 6818 6994 7 6 12 1 1276 295 %L 0
@ [r=) @mysectask valid 721 2797 156 165 380 2 1086 164 522 0
() Library Manoger
[5] SecTask (PrE)
= [ Task Configuration
= MainTask.
&) nc_pre
=& MysecTask
) sectask
Device user: Anonymous Lastbuid: €0 @ 0 Precompie: Y RUN Program loaded Pragram unchanged Project user: (nobody) Q

Ele Edt View Project Buld Onine Debug JTools Window Help Y
Bed sl 4825 B 05 | 4% %% BI85 , o) (2
Devices - X Device Library Manager PLC_PRG X | (5 _Tesk Configuration =
=) IECTast_information ~| S ————
= Device [connected] (CODESYS Control Win V3)
= & pLe Loge Expression Type Value Prepared value Address. Comment
= € Application [run] # duCydeTmeMainTask oWORD 154
" ) Lbrary Menager # duCydeTimesecTask oWORD s
PLC_PRG (PRG) # dulntervalMainTask DWORD so000
- [2] sectask (pra) # duintervalSecTask DWORD 20000
= @ Task Coniguration # sNameMainTask STRING "MySecTask’
=& MarTask # sNamesecTask STRING MainTask'
) pie_rre ¥ hFstTask POINTERTOBYTE  163008280CC
=& MysecTask # 4 hSecTask POINTERTOBYTE 16400827728
) sectask # ieResult o .
# sappiame STRING “application’
+ 4 plecnfo POINTER TO Cmple... 16505023858

14 0_trgErEN

T nFirstlesk iesEBICC] i= Crpleclask.lecTaskGetFizst (pzAppliame := ADR (sApplenel fosiesto ), pResult := ADR(iecResult G117
= 20 IF ((nFirstTesTGSESCE] <> RIS_INVALID RANDLE[TGFFFEFFE]) AWD (iecResult G ] - CmpErrors.Errors.ERR_OF ) TEEN

3 plecTnso[ TE0Ast | := CrplecTask.lecTaskGerInzo3 (nlecTask t= AFiratTasiTimsct], pResult :- ADR(iecResult & )):

4 dulntervalMainTask S ] := plecInfor.dvlntervall 3

B duCycleTineMainTesk % ] i= plecInfor.dwCyclelinel 7

¢ slemeMainTesk Wysssrsse | := plecInfor.pszName~ Warrsse

7 hSecTask{ Temoezrras | = gpien 7)), hPrevlecTask = hFirstTask{Tomemecc], pResulc := ADR(iecResuld 8 ):
5 9 IF ((nSecTask Tom0eareze | <> RTS_INVALID HANDLE[T@FFFRFeeF) AND (iscResult__ 0] - CmpE E ERR_OK@L_ 5 ) TEEN

s PlecInzol emmams | := Crpleclask. lecTaskGerInfod (hIecTask i= hSecTasd imErezE], pResult i= ADR(iecResult 0 ));

10 awIncervalSecTask 208 ] := plecInfo" .dwlnverval 200

1 awCycleTineSecTask__5 ] := plecInfo”.dwCyclelime[ T

12 slame SecTas{_Wantasr ] := pleclnfo. pazame [ Warst

13 m_1F

Device user: Anonymous Lastbuld: Q0 ® 0 Precompie: o/ RUN

©
Project user: (nobody) Q

Program loaded Program unchanged

4.3.19.23 TCP, Resolve Hostname: Using the Interface "itfAsyncProperty" (EN)

The

itfAsyncProperty" must be passed during initialization. Otherwise the FB "ResolveHostname" is

executed synchronously, which leads to an increased cycle time
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il Library Manager [’ Device PLC_PRG X

Device Application.PLC_PRG

Expression Type Value Prepared value Address
# $ instResolveHostname ES ResolveHostname
# xResolved BOOL
# xResolve BOOL
o e NBS. IPv4Address
+  myFinterface NES. [IPAddress 16276641240
# ThelPYouAreLookingFor UDINT 3585479260
= % fbasync NBS. AsyncProperty
% tgTaskGroup STRING(255) IEC-Tasks'
4 anAppName STRING(255) “Application’
49 tnTaskName STRING(255) “MyTask’
* usiTaskPrio USINT 5
# udiTaskinterval UDINT 1000
1
B 2| instResolveHostname{
3 sExecute[ER:= xResolve[EE,
4| udiTimeQut] 0000000 |:=
s xDonel > xResolve
c sHostnane ey | says.com’,
H
19
11{# TheIPYouRreLockingFor[ 3565475260 | := myIP._udilPAddress[ 585475260 |;
17l B
88 TeskConfiguration
Task Groups  Monitor  Variable Usage = System Events Properties CPULoad
Task Status IECCydeCount  Cyde Count  Configure...  LastCycle Time (us)  Average Cyde Tme (us) - Max. Cycle Tias Min. Cyde Time (us)
(D MairTask  Valid 7587 7637 20ms % 34 33 “ 12

(Compare this also with the screeshot at the end of this article)

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

# ResolveHostname.project - CODESYS
File Edit View Project Build Online Debug Teols Window Help BACNet

BEFEHS o o« f BREBX(AGABGIN SN EE T

Application [Device: PLC Logic] = @8 ©F ) m & [[Z 5= =z #= & |2

— >~ & X | [ Device x
e
= Resa - ( Sean Network ) te D
ehosiname i n Nei ateway - | Device -
=@ Device (CODESYS Control Win V3 x64) Communication Settings i
=B PLC Logic
y apglications
=) Application
5
M) ibrary Manager Backup and Restore :
PLC_PRG (FRG)
= (&8 Task Configuration Files —_— [ ] O
ok Congaration —_— ®
& MainTask ([EC Tasks) Gateway
] pLC_PRG Log

v ERNTHPC (active) v

PLC Settings P-Address: Press ENTER to set active path
localhost

PLC Shell
Port
1217

Users and Groups

Access Rights

+ Open the Library Manager and add the following libraries:
Net Base Services
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[f] Device /Vm Library Manager x |

Add Library < Delete Library |25 Properties 75) Details | 5] Placeholders ﬁﬂLibrar}f Repository lﬁlcon Legend... [5 Summary...
Mame MNamespace Effective Version
+@ 35License = 3SLicense, 3.5.17.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.17.0
+ B @ BreakpointLogging = Breakpoint Logging Functions, 3.5.17.0 (35 - Smart Software Solutions GmbH) BFLog 3.5.17.0
+ CAA Device Diagnosis = CAA Device Diagnosis, 3.5.17.0 (CAA Technical Workgroup) DED 3.5.17.0
+@ IoStandard = IoStandard, 3.5.17.0 (System) IoStandard 3.5.17.0
+@ MetBaseSrv = Net Base Services, 3.5.17.0 (35 - Smart Software Solutions GmbH) MBS 3.5.17.0 ]
@ Standard = Standard, 3.5.17.0 (System) Standard 3.5.17.0

+ Edit the PLC_PRG POU as follows:
Declaration
VAR
fbAsyncProperty : NBS.AsyncProperty := (tnTaskName := 'ditfAsyncTask',

usiTaskPrio := 75, udiTaskInterval := 1000);

fbResolveHostname : NBS.ResolveHostname := (itfAsyncProperty :=
fbAsyncProperty);

xResolve : BOOL;

ipAddress : NBS.IPv4Address;

itfIpAddress : NBS.IIPAddress := -+ipAddress;
END_VAR

Implementation

fbResolveHostname (xExecute:= xResolve,
udiTimeOut:= 10000000, //10 seconds
sHostname:= 'www.codesys.com'%",
itfIPAddress:= itfIpAddress);

IF fbResolveHostname.xDone THEN
xResolve := FALSE;
END_IF

104 http://www.codesys.com
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Load the project to the controller and start it. Set The variable xResolve to TRUE.

m Device rm Library Manager PLC_PRG X

Device Application.PLC_PRG

Expression Type Value Prepared value Address Comment
+ & fbAsyncProperty NBS.AsyncProperty
+ @ fbResolveHostname MBS .ResolveHostname
b E I

= @ ipAddress NEBS.IPv4Address

43 ipAddress STRING(15) 213.182.18.92°

# _udilPAddress UDINT 3585479260 host byte order !

$ _valid BOCL

+ @ SUPER™ IIPAddress
+ @ itflpAddress NBS.IIPAddress 16%0000022F85...
=

= 1|+ fbResolveHostname [xExecute ER:= xResolveENER

2 udiTimeQut[ 10000000 |:= L

3 sHostname[ ‘www.codesys.com | .codesys.com’,

4 itfIPAddress:= itfIpAddress);

5
=] € IF fbResolveHostname.xDoneFIES THEN

(B TaskConfiguration  x

Task Groups  Monitor  Variable Usage System Events Properties CPU Load
Task Status IEC-Cyde Count  Cyde Count Configure... LastCycle Time {us) Awerage Cyde Time {us) Max, Cyde Time (us)  Min, Cycle Time {us)  Jitter (us)  Min, Jitter (us) Max. Jitter (us) Core
@MainTask Valid 3332 3332 20ms 3 3 @ 1 &0 -285 1893 1

4.3.19.24 TCP: Example for Server and Client

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

o Tetiesererpreer_cove:

Fle Edit View Project Buld Onine Debug Tools Window Help BACNet
BEFE S |84 %5 0805 | | F - O 1 1 O X | = WEI= |
Devices - 3 x @ Device x
=3 Tepcientserver
=/- [ Device (CODESYS Control Win v3) Communication Settings < Scan nﬂwurku)ahﬁwav = Device ~
= Bl PLC Logic
=} Aapplication Applications
i) Uibrary Manager O :
Er ) Backup and Restore :
= {5 Task Configuration . e
Files e m— 'Y .
= MainTask (IEC Tasks) —— @
i Gateway
& PLC_PRG - -
- 0344] (active) -
PLC Settings IP-Addrass: Device Name:
localhost KERNTPC
PLC Shell
Port Device Addrass:
1217 0348
Users and Groups
Target ID:
symbol Rights 0000 0001
Target Type:
Task Deployment 4095
TargetVendor:
Status 35 - Smart Software Solutions GmbH
y Target Version:
Information Tosatye
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4.3.19.24.1 As of SP16:

+ Open the Library Manager and add the following libraries:
Net Base Services

SysTypes2 interfaces
SysTimeRtc
Util
[] Device /Vm Library Manager X |
Add Library < Delete Library | =% Properties 73 Details | 5] Placeholders m Library Repository @ lcon Legend... [F] Summary...
Mame MNamespace Effective Version
+LE| 3SLicense = 3Slicense, 3.5.17.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.17.0
+|_E| BreakpointLogging = Breakpoint Logging Functions, 3.5.17.0 (35 - Smart Software Sclutions GmbH) BPLog 3.5.17.0
+ CAA Device Diagnosis = CAA Device Diagnosis, 3.5.17.0 (CAA Technical Workgroup) DED 3.5.17.0
+LEI IoStandard = IoStandard, 3.5.17.0 (System) IoStandard 3.5.17.0
+|_E| MetBasesSry = Met Base Services, 3.5.17.0 (35 - Smart Software Solutions GmbH) MBS 3.5.17.0 [ ]
B standard = Standard, 3.5.17.0 (System) Standard 3.5.17.0
#-[E) sysTimeRtc = SysTimeRtc, 3.5.17.0 (System) SysTimeRtc 3.5.17.0
B sysTypes2 Interfaces, * (System) SysTypes 3.5.17.0
*-[E) Util = Utd, 3.5.17.0 (System) Ui 2.5.17.0

+ Create a global variable list named gviSetting and define the following variables:

Declaration

VAR_GLOBAL CONSTANT
gc_wMaxTelegram : INT := 15;

gc_uiPort : UINT := 50001;
END_VAR
VAR_GLOBAL

gc_stIpAddr : String(19) := '192.168.99.109';
END_VAR

Adapt the IP address and the port to your system.
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Declaration

VAR CONSTANT
c_wMaxTelegram

END_VAR

VAR
ipAddress
fbTcpConnection
fbTcpServer
fbTcpRead
fbTcpWrite

abyRx
abyTx

iIndex

xRead

xWrite

xAckTelegram

xBlockAck

udiRead
END_VAR

INT := 15;

NBS.IPv4Address;
NBS.TCP_Connection;
NBS.TCP_Server;
NBS.TCP_Read;
NBS.TCP_Write;

: ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
: ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;

INT;
BOOL :
BOOL :
BOOL;
BOOL;
DINT;

TRUE;
TRUE;

Implementation
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IF fbTcpRead.xReady THEN
IF (fbTcpRead.udiCount = (gvlSetting.gc_wMaxTelegram + 1)) THEN
IF ((abyRx[0] = 87) AND (abyRx[1] = 68) AND (abyRx[2] = 58) AND (abyRx[3]
= 32)) THEN // 'WD: ' = Watchdog-Telegram
FOR iIndex := @ TO c_wMaxTelegram DO
abyTx[iIndex] := 0;

END_FOR

// 'ACK: ' = Acknowledge-Telegram
abyTx[0] := 65;

abyTx[1] := 67;

abyTx[2] := 75;

abyTx[3] := 58;

abyTx[4] := 32;

// Receive-Counter
abyTx[5] := abyRx[4];
abyTx[6] := abyRx[5];
abyTx[7] abyRx[6];
abyTx[8] := abyRx[7];
xWrite := TRUE;
END_IF
xWrite := TRUE;
END_IF
ELSIF fbTcpRead.xError THEN
xRead := FALSE;
END_IF

fbTcpWrite(xExecute := xWrite AND NOT xBlockAck, +itfConnection :=
fbTcpConnection, udiSize := SIZEOF(abyTx), pData := ADR(abyTx), udiTimeOut := 0)
5
IF fbTcpWrite.xDone OR fbTcpWrite.xError THEN

xWrite := FALSE;
END_IF

+ Create a new POU named TcpClient and adapt it as follows:

Declaration
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VAR CONSTANT
c_tInterval : TIME := T#1S;
c_udiInterval : UDINT := 3% TIME_TO_UDINT(c_tInterval)/1000;
END_VAR
VAR
ipAddress : NBS.IPv4Address;
fbTcpClient : NBS.TCP_Client;
fbTcpRead : NBS.TCP_Read;
fbTcpWrite : NBS.TCP_Write;
abyTx : ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
abyRx : ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
fbBlink : BLINK := (TIMELOW := c_tInterval, TIMEHIGH :=
c_tInterval);
xBlink : BOOL; // Memory of the last state of PLC_PRG.fbBlink
udival : UDINT;
pudival : POINTER TO BYTE;
iIndex ¢ INT;
xConnect ¢ BOOL;
xRead : BOOL;
xMissingAck : BOOL;
udiResult : UDINT;
udilLastAck ¢ UDINT;
udiNow : UDINT;
udiRead : UDINT;
eRErrorID ¢ NBS.ERROR;
eWErrorID : NBS.ERROR;
END_VAR

Implementation

IF NOT fbTcpClient.xActive THEN

ipAddress.SetInitialValue(ipAddress := gvlSetting.gc_stIpAddr);
END_IF
fbTcpClient(xEnable := xConnect, itfIPAddress := +ipAddress, uiPort :=
gvlSetting.gc_uiPort, udiTimeOut := 0);

fbB1link (ENABLE := TRUE);

IF (fbBlink.OUT AND (xBlink <> fbBlink.OUT) ) THEN
udival := udival + 1;
FOR iIndex := @ TO gvlSetting.gc_wMaxTelegram DO
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abyTx[iIndex] := 0;

END_FOR

// '"WD: ' = Watchdog-Telegram
abyTx[0] := 87;

abyTx[1] := 68;

abyTx[2] := 58;

abyTx[3] := 32;

// Counter

pudiVal := ADR(udiVal);

abyTx[4] := pudiVval’;

pudiVal := pudiVal + 1;

abyTx[5] := pudiVal*;

pudiVal := pudivVal + 1;

abyTx[6] := pudiVal”r;

pudiVal := pudival + 1;

abyTx[7] := pudiVal”r;

fbTcpWrite(xExecute := xConnect,itfConnection := fbTcpClient.itfConnection,
udiTimeOut := 0, udiSize := SIZEOF(abyTx), pData := ADR(abyTx));
ELSE

fbTcpWrite(xExecute := FALSE);
END_IF

xBlink := fbBlink.OUT;

fbTcpRead (xEnable := xRead AND xConnect, itfConnection :=
fbTcpClient.itfConnection, udiSize := SIZEOF(abyRx), pData := ADR(abyRx),
udiCount => udiRead);

IF fbTcpRead.xReady THEN
IF (fbTcpRead.udiCount = (gvlSetting.gc_wMaxTelegram + 1)) THEN
IF ((abyRx[0] = 65) AND (abyRx[1] = 67) AND (abyRx[2] = 75) AND (abyRx[3]

= 58) AND (abyRx[4] = 32)) THEN // 'wWD: ' = Watchdog-Telegram
udiLastAck := SysTimeRtc.SysTimeRtcGet(udiResult);
END_IF
END_IF

ELSIF fbTcpRead.xError THEN
fbTcpRead (xEnable := FALSE);
END_IF

IF NOT fbTcpClient.xActive AND NOT fbTcpClient.xBusy AND NOT fbTcpClient.xDone
THEN
xConnect := TRUE;
ELSIF fbTcpClient.xDone THEN
xConnect := FALSE;
END_IF

udiNow := SysTimeRtc.SysTimeRtcGet(udiResult);

IF (udiNow > (udiLastAck + c_udiInterval)) THEN
xMissingAck := TRUE;

ELSE
xMissingAck := FALSE;

END_IF
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Adapt the POU PLC_PRG as follows:

Implementation

TcpServer ()
TcpClient();

-

Load the project to the controller and start it.

Set The variable TcpClient.xRead to TRUE.

G oo |y Loaryvarace 5] Tepserver x| . g Teomt x =
[ —— Device Applcation-TepCient
Expresion e alue (%] | epression e alue ~ 5]
PyT— nr es 0|+ # mrecien s TP cient o
5 0 s s s b 4 TR s TP Resd
8 rynscer ¢ # BT@tomedion 085,100 Camecion + o orowne NS TG e
5] mic ova 0re) 5_¢ Mipsener 5 TP Sever 8 S8R8Y 0. gettn
5] Totent6re) o e res e, R S8R 0. gettn
i o Prowe ves T v o fopine -
= 8 Tesk Confiquration B @ by ARRAY [0 iSetin # seline oy
P + 0 sy ARRAY 0. guisettin. # waval
 incec o + o v PONTERTOBNTE  1s=00000iEsesiEeis7
e o0t # iindex
st oo # scomeet oo
# sackreegram o0, # st oo,
 sBlockick a0, # issngack w0, =
 inead oo # wreaur wonr o
* itestac wonr 1530855053 -
& w B - “bTepCisen (xEnsbL B i~ aConnes
B TP ((@byRe(0I[F] - ©7) WD (spyRe1][E] - o) AD (abyRx(21[EE] -
& smde ] o= 0 0 @[5 0 18110 (QUABLENEIE = ToUE) 5

axtelegea

SoTepivice (xExecucs G :- xirice G AND NOT xElockAckE, itfConnection - foTepComnscricn,
EERt——

[i00% [@v

AD (xB1a K <> foB1ink. OUTNEEE) ) THEN
asval ] + 1

s RS 1+ 0% ival TR 5
Sbytsl 0] o= puasve

s e | - sl G ¢
2: abyTx(5)[3] := pudival [0}

‘pudiVa [ TeRoooniEsssEster | := pudival[ TewocooiEssiEsEr ] + 1;
3 abyTx(£1[T] := pudaval [T

24 ‘pudiVal[ eRoooniEsssiERer |
X 57 (11E] = pudive: T0)

puasval e + 1

= aiTine0r
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4.3.19.24.2 Up to SP16:

+ Open the Library Manager and add the following libraries:
CAA Net Base Services

SysTypes2 interfaces
SysTimeRtc
Util
/ﬁ[ﬂT ffif Library Manager x
%5 Add library < Delete library |75 Properties 55 Details | 5] Placeholders mLibraryrepository
Mame MNamespace Effective version
#--8 35|icense = 3SLicense, 3.5.12.0 (35 - Smart Software Sclutions GmbH) _35_LICEMSE 3.5.12.0
+ ~+# BreakpointLogaing = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0
+ CAA MetBaseSrv = CAA Met Base Services, 3.5.13.0 (CAA Technical Workagroup) MBS 3.5.13.0
+ IoStandard = IoStandard, 3.5.13.0 (System) IoStandard 3.5.13.0
Standard = Standard, 3.5.13.0 (System) Standard 3.5.13.0
+ -+l SysTimeRtc = SysTimeRtc, 3.5.5.0 (System) SysTimeR.tc 3.5.5.0
SysTypes2 Interfaces, * (System) SysTypes 3.5.4.0

+ Create a global variable named gv/Setting.
Adapt gviSetting as follows:

Declaration

{attribute 'qualified_only'}
VAR_GLOBAL CONSTANT
gc_uiPort : UINT := 50001;
gc_stIpAddr : NBS.IP_ADDR := (sAddr := '192.168.99.74');

gc_wMaxTelegram : INT := 15; // Length o the telegram
END_VAR

Adapt the IP address and the port to your system.
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+ Create a new POU named TcpServer and adapt it as follows:

Declaration

VAR CONSTANT
c_wMaxTelegram : INT := 15;

END_VAR

VAR
fbTcpConnection : NBS.TCP_Connection;
fbTcpServer : NBS.TCP_Server;
fbTcpRead : NBS.TCP_Read;
fbTcpWrite : NBS.TCP_Write;
abyRx : ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
abyTx : ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
iIndex ¢ INT;
xRead : BOOL := TRUE;
xWrite : BOOL := TRUE;
xAckTelegram : BOOL;
xBlockAck ¢ BOOL;
udiRead : UDINT;

END_VAR

Implementation
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fbTcpServer (xEnable := TRUE, 1ipAddr := gvlSetting.gc_stIpAddr, uiPort :=
gvlSetting.gc_uiPort);
fbTcpConnection(xEnable := fbTcpServer.xBusy, hServer := fbTcpServer.hServer);

fbTcpRead(xEnable := fbTcpConnection.xActive, hConnection :=
fbTcpConnection.hConnection, szSize := SIZEOF(abyRx), pData := ADR(abyRx),
szCount => udiRead);

IF fbTcpRead.xReady THEN
IF (fbTcpRead.szCount = (gvlSetting.gc_wMaxTelegram + 1)) THEN
IF ((abyRx[0] = 87) AND (abyRx[1] = 68) AND (abyRx[2] = 58) AND (abyRx[3]
= 32)) THEN // 'WD: ' = Watchdog-Telegram
FOR iIndex := 0@ TO c_wMaxTelegram DO
abyTx[iIndex] := 0;
END_FOR
// '"ACK: ' = Acknowledge-Telegram
abyTx[0] := 65;
abyTx[1] := 67;
abyTx[2] := 75;
abyTx[3] := 58;
abyTx[4] := 32;
// Receive-Counter
abyTx[5] := abyRx[4];
abyTx[6] := abyRx[5];
abyTx[7] abyRx[6];
abyTx[8] := abyRx[7];
xWrite := TRUE;
END_IF
xWrite := TRUE;
END_IF
ELSIF fbTcpRead.xError THEN
xRead := FALSE;
END_IF

fbTcpWrite(xExecute := xWrite AND NOT xBlockAck, hConnection :=
fbTcpConnection.hConnection, szSize := SIZEOF(abyTx), pData := ADR(abyTx),
udiTimeOut := 0);
IF fbTcpWrite.xDone OR fbTcpWrite.xError THEN

xWrite := FALSE;
END_IF

Create a new POU named TcpClient and adapt it as follows:
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Declaration

VAR

END_

VAR

CONSTANT
c_tInterval

c_udiInterval

VAR
fbTcpClient
fbTcpRead
fbTcpWrite

abyTx
abyRx

fbBlink

c_tInterval);

END_

xBlink

udival
pudiVal
iIndex
xConnect

xRead
xMissingAck
udiResult
udilLastAck
udiNow
udiRead

VAR

¢ TIME := T#1S;

¢ ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;
¢ ARRAY [0..gvlSetting.gc_wMaxTelegram] OF BYTE;

UDINT := 3 * TIME_TO_UDINT(c_tInterval)/1000;

NBS.TCP_Client;
NBS.TCP_Read;
NBS.TCP_Write;

BLINK := (TIMELOW := c_tInterval, TIMEHIGH :=
BOOL; // Memory of the last state of PLC_PRG.fbBlink

UDINT;
POINTER TO BYTE;
INT;
BOOL;

BOOL := TRUE;
BOOL;
UDINT;
UDINT;
UDINT;
UDINT;

Implementation
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fbTcpClient(xEnable := xConnect, ipAddr := gvlSetting.gc_stIpAddr, uiPort :=
gvlSetting.gc_uiPort, udiTimeOut := 0);

fbBlink (ENABLE := TRUE);
IF (fbBlink.OUT AND (xBlink <> fbBlink.OUT) ) THEN
udival := udival + 1;
FOR iIndex := O TO gvlSetting.gc_wMaxTelegram DO
abyTx[iIndex] := 0;

END_FOR

// '"WD: ' = Watchdog-Telegram
abyTx[0] := 87;

abyTx[1] := 68;

abyTx[2] := 58;

abyTx[3] := 32;

// Counter

pudiVal := ADR(udiVval);

abyTx[4] := pudiVal”;

pudiVal := pudivVal + 1;

abyTx[5] := pudiVal”;

pudiVal pudival + 1;

abyTx[6] := pudiVal*;

pudiVal pudivVal + 1;

abyTx[7] := pudiVal*;

fbTcpWrite(xExecute := xConnect,hConnection

fbTcpClient.hConnection,

udiTimeOut := 0, szSize := SIZEOF(abyTx), pData := ADR(abyTx));
ELSE

fbTcpWrite(xExecute := FALSE);
END_IF

xBlink := fbBlink.OUT;

fbTcpRead (xEnable := xRead AND xConnect, hConnection := fbTcpClient.hConnection,
szSize := SIZEOF(abyRx), pData := ADR(abyRx), szCount => udiRead);

IF fbTcpRead.xReady THEN
IF (fbTcpRead.szCount = (gvlSetting.gc_wMaxTelegram + 1)) THEN
IF ((abyRx[0] = 65) AND (abyRx[1] = 67) AND (abyRx[2] = 75) AND (abyRx[3]

= 58) AND (abyRx[4] = 32)) THEN // 'wWD: ' = Watchdog-Telegram
udiLastAck := SysTimeRtc.SysTimeRtcGet(udiResult);
END_IF
END_IF

ELSIF fbTcpRead.xError THEN
fbTcpRead (xEnable := FALSE);
END_IF

IF NOT fbTcpClient.xActive AND NOT fbTcpClient.xBusy AND NOT fbTcpClient.xDone
THEN
xConnect := TRUE;
ELSIF fbTcpClient.xDone THEN
xConnect := FALSE;
END_IF

udiNow := SysTimeRtc.SysTimeRtcGet(udiResult);

IF (udiNow > (udiLastAck + c_udiInterval)) THEN
xMissingAck := TRUE;

ELSE
xMissingAck := FALSE;

END_IF
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+ Adapt the POU PLC_PRG as follows:

Implementation

TcpServer();
TcpClient();

+ Load the project to the controller and start it.

4.3.19.25 TCP: Pinging a Network Address

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.
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BEdI&] (R =N s R A x| & |9 = |
Devices -~ & X [ Device x fffj Lbrary Manager
= 51 AngCommand -
=i Device (CODESYS Control Win V3) Communication Settings C Scan netwark... teway ~  Device -
B0 PLc Logic
=} Application Applications ‘
i) Liorary Manager 0 .
PLC_PRG (FRE) Backup and Restore :
= {# Task Configuration - .
Files .
=g MmainTask
T Gateway
] rLC_FRG Log
- 0301.A000.0342] (active)
PLC Settings IP-Address: Device Name:
localhost KERNTP
PLC Shell
Port: Device Address:

Users and Groups

Access Rights

Task Deployment

Status

Information

1217

Open the Library Manager and add the SysSocket library.

0301.A000.034A

Target ID:
0000 0001

Target Type:
4095

Target Vendor:

35 - Ssmart Software Solutions GmbH

Target Version:
3.5.12.0

[l Device

/m Library Manager x]
5 Add library < Delete library |25 Properties 75 Details | 5] Placeholders mLibraryrepository

Mame

Adapt the POU PLC_PRG as follows:

3SLicense = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH)

BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH)
IoStandard = IoStandard, 3.5.10.0 (System)
Standard = Standard, 3.5.12.0 (System)
SysSocket = SysSocket, 3.5.12.0 (System)

MNamespace
35 LICENSE
BPLog
IoStandard
Standard
SysSocket

Effective version
3.5.12.0
3.5.5.0
3.5.10.0
3.5.12.0
3.5.12.0

Declaration
VAR
xCheckDevice : BOOL;
sIpAddr : STRING := '192.168.99.198';
udiReplayAverage: UDINT;
tTimeout : TIME := T#50MS; // Must greather than 25 ms => minimum
in the function!!
xConnected : BOOL ;
END_VAR

Implementierung
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IF xCheckDevice THEN
xCheckDevice := FALSE;
IF SysSocket.SysSockPing(szIPAddress := sIpAddr, ulTimeout :=

TIME_TO_UDINT(tTimeout), pulReplyTime := ADR(udiReplayAverage)) = O THEN
xConnected := TRUE;
ELSE
xConnected := FALSE;
END_IF
END_IF

Depending on the operating system, the function has different minimum runtimes.
Therefore, timeout times of 25 milliseconds or more should be used.
In this way, it is appropriate to outsource the function call in a separate task whenever possible.

+ Start the project and set the xCheckDevice variable to TRUE.

Expression Type Value
® XCheckDevice B00L
# sipAddr SsTRING '192.166.98.189'
# udReplsyaversge uomT 1
# tTmeout ™ T250ms
# Succeeded 00U

Must greather than 25..=> minimum in the

&) pic s

- aTphdd:[ TEEES 5, ullimeout := TIME TO UDINT(tTimeouc[  Tasfms ), pulReplyT:

7 Bm_1e
= o Ew_teREE

4.3.19.26 UDP: Example for Server and Client

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.
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file Edit View Project Buid Onine Debug Tools Window Help

LEEI& |04 25 d4 05 |G | d - (77 1 8 | O X | lo 9| =|
Devices v ax [ Device x|
=5 idhServerCient -
= [ Device (CODESYS Control Win V3) Communication Settings Qﬁn network. ‘)atewav ~  Device ~
= B PLcLogic
= o Application Applications
i) Library Manager o .
PLC_PRG (PRG) Backup and Restore :
= {8 Task Configuration . - ]
Files — . O
=& MainTask 9
L Gateway
8] rLc_rRe Log
- 030 1. A000.034A] (active] -
B 1P-Address: Device Name:
localhost KERNTPC
FLC Shell
Port Device Address:
1217 0301.A000.0344
Users and Groups
Target ID:
Access Rights 0000 0001
Target Type:
Task Deployment 4095
Target Vendor:
Status CODESYS GmbH
Target Version:
Information Toroet e

4.3.19.26.1 As of SP17:

+ Open the Library Manager and add the following libraries:
Net Base Services

StringUtils
[f] Device /m Library Manager ]

|EH Add Library < Delete Library | =% Properties 73 Details | 5] Placeholders | (il Library Repository @ lcon Legend... [5 Summary...
MName Mamespace Effective Version
+@ 3SLicense = 3SLicense, 3.5.17.0 (35 - Smart Software Solutions GmbH) _35_LICEMSE 3.5.17.0
+ @ BreakpointLogging = Breakpaoint Logging Functions, 3.5.17.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.17.0
+LE] CAA Device Diagnosis = CAA Device Diagnosis, 3.5.17.0 (CAA Technical Workaroup) DED 3.5.17.0
+@ IoStandard = IoStandard, 3.5.17.0 (System) IoStandard 3.5.17.0
+ |E7 NetBasesrv = Net Base Services, 3.5.17.0 (35 - Smart Software Solutions GmbH) NBS 3.5.17.0 a
|E) standard = Standard, 3.5.17.0 (System) Standard 3.5.17.0
#- [ stringUtiis = StringUtils, 3.5.17.0 (System) Stu 3.5.17.0
+-|[) sysMem = SysMem, 3.5.17.0 (System) SysMem 3.5.17.0

+ Create a global variable list named gviSettings gviSettings and define the following variables:
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{attribute 'qualified_only'}
VAR_GLOBAL
/] il
uiPort
uiPort + 1
sIPAddres
END_VAR

UINT :=

STRING(19) =

Make sure that the firewall does not block these ports !!!
50000; // Port for the sender => receiver will set to

'192.168.99.109"';

+ Add a POU to the project and name is UdpClient.

Devices

-~ 0 X

=5 UdpServerClient SP17
= ﬂj Device (CODESYS Control Win V3 x64)
=-El] PLE Logic
= u' Application

-

ﬂ |gul5ettings

m Library Manager
PLC_PRG {FRG)
UdpClient (PRE)
= @ Task Configuration
= Q“@ MainTask (IEC-Tasks)
& pLC_PRG

+ Adapt the POU UdpClient as follows:

Declaration

CODESYS Engineering - FAQ (EN) — 208



Support — Public FAQ

VAR

fbPeerClient : NBS.UDP_Peer;

ipAddress : NBS.IPv4Address;

xPeerActiv : BOOL := TRUE;

fbSend : NBS.UDP_Send;

xSend : BOOL;

sSendMsg : STRING(255) := 'Hello World';
END_VAR

Implementation

IF xPeerActiv AND NOT fbPeerClient.xBusy THEN
ipAddress.SetInitialValue(ipAddress := gvlSettings.sIPAddres);
fbPeerClient(xEnable := TRUE,

itfIPAddress := ipAddress,
uiPort := gvlSettings.uiPort + 1);
END_IF

fbPeerClient();

fbSend(xExecute := xSend AND fbPeerClient.xBusy,
itfPeer := fbPeerClient,
itfIPAddress := +ipAddress,
uiPort := gvlSettings.uiPort,
pData := ADR(sSendMsg),
udiSize := DINT_TO_UDINT(Stu.StrLenA(ADR(sSendMsg))));

IF xSend THEN
xSend := FALSE;
END_IF

+ Adapt the POU PLC_PRG as follows:

CODESYS Engineering - FAQ (EN) — 209



Support — Public FAQ

Declaration

VAR
fbPeerServer : NBS.UDP_Peer;
ipAddress : NBS.IPv4Address;
fbReceive : NBS.UDP_Rece’ive;
xPeerActiv : BOOL := TRUE;
xRead : BOOL;
abyReceive : ARRAY [0..255] OF BYTE;
sLastValidReceive : STRING(255);
udiIndex : UDINT;

END_VAR

Implementation

IF xPeerActiv AND NOT fbPeerServer.xBusy THEN
ipAddress.SetInitialValue(ipAddress := gvlSettings.sIPAddres);
fbPeerServer (xEnable := TRUE,

itfIPAddress := +ipAddress,
uiPort := gvlSettings.uiPort);

END_IF

fbPeerServer();

fbReceive(xEnable := fbPeerServer.xBusy, itfPeer := fbPeerServer, pData :=
ADR (abyReceive), udiSize := SIZEOF(abyReceive));

IF fbReceive.udiCount > O THEN
IF fbReceive.udiCount < SIZEOF(sLastValidReceive) THEN
SysMem.SysMemCpy (pDest := ADR(sLastValidReceive), pSrc :=
ADR(abyReceive), udiCount := fbReceive.udiCount);
// Set End of String
sLastValidReceive[fbReceive.udiCount] := 0;
END_IF
END_IF

UdpClient();
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Start the project and set the xSend variable to TRUE.

Devices. v 8 x| @ vevee | @ ovisetings udpClient x
=3 Udsserverient 17 Bl pevice Application.udpclient
?g‘:‘:‘ (oanecied]{(CODESYS Con'ral WIS X5) Expression Type Value Prepared value Address Comment %] | expression Type Value Prepared value Address Comment %]
R — & ¢ fpeerciint |eouor e ||+ # foreersener ngs.00P_peer =l
@ ovisettings * # ipAddress NBS.IPvaAddress # & ipAddress NES.[Pv4Address
9 Ly # wPeeractiv BOOL % @ foReceive  NBS.UDP_Receive
iorory Manoger
) pLc.pro 6R0) * ¢ fbsend NBS.UDP_Send # xPeeractiv BOOL
=i # xSend 0oL FALSE| # xRead B00L
21 udacient (pr6) -
= @ e conipuaton # ssendisg  STRING(25S) “Hello World ® @ sbiReceve  pear (0,255 05 . )
= 53 MaiTask (ECTasks) # sLastvaliRe. STRING(255) Hello World
& resmo # uildex  uDnT 0
< < >
— —
] 1 IF xPeerhActiviiEEl AND NOT fbPeerClient.xBusy[RiNEl THEN 8 i[© IF xPeerhctivEGNEN AND NOT fbPeerServer.xBusyNENEl THEN
2| \dd: = gvl IPAddres isziesssios ) : Add: = IPAddres| ieziesssios )):
(=] 3 fbPeerClient (xEnableENE := TRUE, =] 3 fbPeersServer (xEnableBENEN := T
SelPAddzess i- iphdaress, o itsIPhddzess 1= iphddress,
uiPorc[SHET] := gvlSectings.uiPort 5] + 1); of wiBore[35) = gviSectings.uiPort S0 :
B0_1e o =
foeerClient(); of o mpeerserver();
9 o
1 10| = BusyENEN, itfPeer := pData_zosecessiios ] :
(=] = xSend ENEE AND <Busy RENE, 4
itfpeer := fhPeerClient, 12| IF foReceive.udiCount B > o THEN
SeelEAddzess 1= ipaddress, aiCoumie—] < T
uiPore[S8) := gviSertings.uiPort[35Ea], ” = [ weWeE ), pSrc := ADR(abyReceive), udi
‘pDate_mEweTEs ] 1= ADR (sSendisg]HEsWeE ), /7 set &
udiSize ] 1= DINT_TO_UDINT (Scu. SceLenh (ADR (sSendsql —WemWare)))) sLastValidReceive fbReceive.udiCount] = 0;
K ™
B 5| IF xSendEmER THEN ED_IF
xSendENER = FALOE;
B0_1F 20[ @ vapc1ient () :EERGE

4.3.19.26.2 Up to SP16:

Open the Library Manager and add the Network library.

[l Device /V'm Library Manager X |

%5 Add library < Delete library | %57 Properties 73 Details #4 Try to reload library | 5] Placeholders mLibraryrepositor}r

MName

+ IoStandard = IoStandard, 3.5.10.0 (System)

-+ 35license = 3Slicense, 3.5.12.0 (35 - Smart Software Solutions GmbH)
+ -+ BreakpointLogging = Breakpoint Logaging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH)

Mamespace Effective version

_35_LICEMSE 3.5.12.0
BPLog 3.5.5.0
IoStandard 3.5.10.0

# -+ [Netwerk, 3.5.7.0 (35 - Smart Software Solutions GmbH)

| Hetwork 3.5.7.0

“+@ Standard = Standard, 3.5.12.0 (System)

Standard 3.5.12.0

Add a global variable list to the project and define the following variables:
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{attribute 'qualified_only'}

VAR_GLOBAL
sIpAddr NBS.IP_ADDR := (sAddr
IP-Address
/] il
uiPort UINT :=
uiPort + 1
END_VAR

1= '192.168.99.74'); // Change to own

Make sure that the firewall does not block these ports !!!
8181; // Port for the sender => receiver will set to

Add a POU to the project and name is UdpClient.

Devices > 0 X
= 3 UdnServerClent -
= (@ Device (CODESYS Control Win v3)
= B pLc Logic
- I} Application
o on
.I] Library Manager
|E] PLc_PRG (PRE)
5] udpClient (PRG)
= {4 Task Configuration
= & MainTask
] PLC_PRG

Adapt the POU UdpClient as follows:

Declaration
VAR
fbPeerClient NBS.UDP_Peer;
fbReceive NBS.UDP_Receive;
sRcvMsg STRING;
END_VAR

Implementation
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fbPeerClient(xEnable

fbReceive(xEnable :=
hPeer :=
szSize :=
pData

:= TRUE, 1ipAddr:= GVL.stIpAddr, uiPort:= GVL.uiPort + 1);

(fbPeerClient.hPeer <> CAA.gc_hINVALID),
fbPeerClient.hPeer,

SIZEOF (sRcvMsg) ,

ADR(sRcvMsg));

Adapt the POU PLC_PRG as follows:

Declaration
VAR
fbPeerServer NBS.UDP_Peer;
fbSend NBS.UDP_Send;
xSend BOOL ;
sSendMsg STRING := 'Hello World';
END_VAR

Implementation
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UdpClient();

hPeer

ipAddr

uiPort

szSize

pData
END_IF

IF xSend THEN
xSend := FALSE;
END_IF

fbPeerServer (xEnable

:= TRUE, -ipAddr := GVL.stIpAddr, uiPort

IF fbPeerServer.hPeer <> CAA.gc_hINVALID THEN
fbSend (xExecute

:= xSend,
fbPeerServer.hPeer,
GVL.stIpAddr,
GVL.uiPort + 1,

:= SIZEOF (sSendMsg),

ADR(sSendMsg)) ;

:= GVL.uiPort);

+ Start the project and set the xSend variable to TRUE.

Devices T
=0 UdsserverGient =
= 1 Devie [connected] (CODESYS Cortrol in V3)

= B pLctoge Expression

= {2 Application [run] % @ fopeerclient
@ on # @ foReceive
i) Library Manager # sRowMsg

PLC_PRG (PRG)
UdpCient (PRG)
= {5 Task Confguration
= & veinTask

&) ric e

s UdpClient x

Type Value Preparedvalue  Address | EE | Expression
[N NBS.UDP_Peer || # o fopeerserver
N6S.LOP Receive + @ fosend
STRING ello World” # xsend
# ssendiisg

Type Value Prepared value Address C
Nes.LDp peer

NBS.UDP_Send

w001

smo Heloworid

. npee:[ TGRS ] <> CAh.gc_INVALID),
= fbPeerClienc.hPeex] Tommmn ],

szSize[ 81 ] := SIZEOF (sRcvMsql Helwien 7 ),

pRatal T0EMETE ] = ADR (sReviaql HelWen ¥ 1) ) JRErmEN]

1 xSen:
& ¢ END_TFEETURN]

= TRUE, ipAddri= GVL.stlphddr, uiPort & |- GVL.uiPort 86i]+ 17 i[© sapCizent();

UE, ipAddr := GVL.stlpAddr, uiPorc[BiEi] := GVL.uiPorclEmil):
.gc_hINVALID 5] THEN

endagl HeWar ),

= =
= ADR (sSendMag HeloWiot ¥ )5

4.3.19.27 Which IOs are updated in which Tasks / Fieldbus Bus Cycle Tasks (EN)

4.3.19.27.1 Updating the IEC data:

Basically, the input data used for each IEC task is read before each task and the written outputs are

transmitted to the 10 driver.

The implementation in the 10 driver is decisive for the further transport of the 10 data and thus responsible
for the time frame and at which the actual transmission to the respective bus system takes place.
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4.3.19.27.2 Bus Cycle Task

+ Can be set globally for the PLC (under PLC settings) for all fieldbuses.
+ Can be changed for some fieldbuses independently of the global setting.

The bus cycle task is automatically the task with the shortest cycle time.
This setting is also used when unspecified, so if no bus cycle task is defined.
The messages are normally sent on the bus in this task.

Support — Public FAQ

Copydata fromvto bus
| ] I Input bufer
IECTask oy Conk gt
IEC-Task Priority 5
IEC-Task Priority 10,
Interrupied by
task 5

Further, tasks only copy the 10 data from an internal buffer, which is only exchanged with the real hardware in

the bus cycle task.

4.3.19.27.3 Bus Cycle Task for fieldbuses (OLH links):

« EtherCAT"%®

+ EtherNet/IP 1%
+ PROFIBUS DP%7
+ Modbus™8

« J19397%°

+ CANopen:

+ CANopenManager'"®

105 https://help.codesys.com/webapp/_ecat_buscycle_task;product=core_EtherCAT_Configuration_Editor;version=4.1.0.0

106 https://help.codesys.com/webapp/_enic_buscycle_task;product=core_EthernetIP_Configuration_Editor;version=4.1.0.0

107 https://help.codesys.com/webapp/_pbdp_buscycle_task;product=core_ProfibusDP_Configuration_Editor;version=3.5.17.0

108 https://help.codesys.com/webapp/_mod_buscycle_task;product=core_modbus_configuration_editor;version=3.5.16.0#general-

information

109 https://help.codesys.com/webapp/_can_j1939_buscycle_task;product=core_canbus_configuration_editor;version=3.5.17.0
110 https://help.codesys.com/webapp/
_can_canopen_manager_buscycle_task;product=core_canbus_configuration_editor;version=3.5.17.0
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+ CANopen Device'"’
+ SercosllI'"?

4.3.19.27.4 Task Deployment

To view the used 10 channels and the update in the different tasks, there is the "Task Deployment" window in
the PLC (OLH: Tab ‘Task deployment’1'3)

In this window, the 10 channels, the set bus cycle task and the use of the channels are displayed.
Here, it is also possible to detect multiple use of outputs in several tasks.

If an output is written in several tasks, the state is undefined, as it can be overwritten in each case!
When the same inputs are used in several tasks, it can happen that the input changes during the processing
of a task, if the task is interrupted by a task with higher priority and thus the process image is read in again!

Remedy: Copy the input variables into variables at the beginning of the IEC task, and then only work with the
local variables in the further code.

Therefore, using the same inputs and outputs in several tasks does not make sense and can lead to
unforeseen states in some cases!

See also....

« Our Codesys Online Help (OLH)"* Website

« Basic information to the Codesys Development System (Codesys Homepage)''®

+  OLH'™®: The Online-help introduction for the Codesys Development System (IDE)'"’
« OLH"®: Tab ‘Task deployment’1"®

+ OLH'?: Tab ‘PLC Settings’'?'

4.3.19.28 Working with Strings More Than 255 Characters

All functions are also included in the standard library. However, these are restricted to strings less than 255
characters due to historical limitations.

111 https://help.codesys.com/webapp/
_can_canopen_local_device_buscycle_task;product=core_canbus_configuration_editor;version=3.5.17.0

112 https://help.codesys.com/webapp/_serc_buscycle_task;product=core_Sercosll_Configuration_Editor;version=3.5.17.0

113 https://help.codesys.com/webapp/_cds_edt_device_task_deployment;product=codesys

114 https://help.codesys.com/

115 https://www.codesys.com/products/codesys-engineering/development-system.html

116 https://help.codesys.com/

117 https://help.codesys.com/webapp/_cds_f_development_system_introduction;product=codesys;version=3.5.17.0

118 https://help.codesys.com/

119 https://help.codesys.com/webapp/_cds_edt_device_task_deployment;product=codesys

120 https://help.codesys.com/

121 https://help.codesys.com/webapp/_cds_edt_device_plc_settings;product=codesys
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Twenty years ago, it was simply inconceivable to work with longer strings on a control system.

In order to maintain backwards compatibility, a separate StringUtilities library had to be created for these
applications.

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

-
® StringUtils.project” - CODESYS

|| Ble Edt View Project Buid Onlne Debug Tools

Window  Help

i) Uibrary Manager
-[B) pLe_pre (RE)
=(# Task Configuration

Backup and Restore

Users and Groups

B2 & R =N Rl R x| lo M=% 0@
Devices - 2 x @ Device x|
ERge—— - .
= [ Device (CODESYS Control Win V3) Communication Settings Scan netwark... ‘ })ﬁewav ~ | Device ~
=1 PLC Logic p—
=} Application Applications

1217

0301.4000.0344

Target ID:

0000 0001
Access Rights

Target Type:
Task Deployment 4096

TargetVendor:

Status

Information

+ Open the Library Manager and add the StringUtils library.

[f] Device /ﬁﬂ Library Manager x]
%5 Add library < Delete library | “ Properties 73 Details | 5] Placeholders | (i) Library repository

Files
= ¢ MainTask (1EC-Tasks) O @
& pLC_PRG - Gateway
- [0301,A000.0344) (active] -
Fleszite IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Port DeviceAddress:

35 - Smart Software Solutions GmbH

Targetversion:
35.12.0

+ Adapt the POU PLC_PRG as follows:

MName Mamespace Effective version
+ 35License = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.12.0

+ -+ BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0

+ IoStandard = IoStandard, 3.5.10.0 (System) IoStandard 3.5.10.0
Standard = Standard, 3.5.12.0 (System) Standard 3.5.12.0

EaRy) |stringUtils = StringUtils, 3.5.11.0 (System) Stu 3.5.11.0

Declaration
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VAR
sTo
psTo
sFrom
psFrom
xResult
xConcat
diLen
diCopied
sCopied
iFind
sMid
uiMid

sUpperText
pstUpper
xUpper
xLower

sCmpl

sCmp2
xCaseCmp
xCaseCmpEnd
xCaseCmpStart
iResult
xCmpEnd
xCmpStart

sDelete
xDelete

sTrim
xTrim
xTrimEnd
xTrimStart

sOldReplace

sReplace

xReplace
END_VAR

STRING(300) := 'Hello ';
POINTER TO BYTE := ADR(sTo);
STRING(7) := 'World';
POINTER TO BYTE := ADR(sFrom);
BOOL;

BOOL;

DINT;

DINT;

STRING(300);

INT;

STRING;

UINT;

STRING := 'This Text will be converted';
POINTER TO BYTE := ADR(sUpperText);
BOOL;

BOOL;

STRING := 'Hello';
STRING 'HEllo';
BOOL ;
BOOL ;
BOOL ;
INT;
BOOL;
BOOL;

STRING := '2 characters will delete';
BOOL;

STRING;
BOOL;
BOOL;
BOOL;

STRING(50) := 'Hello World';
STRING := ', good morning CODESYS-';
BOOL ;

Implementation

diLen := STu.StrLenA(pstData := psTo);

IF xConcat THEN

xConcat := FALSE;

IF NOT Stu.StrIsNullOrEmptyA(pstData := psFrom) THEN
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// Create an string with more than 255 characters

//Concat-Function

WHILE Stu.StrConcatA(pstFrom := psFrom,pstTo := psTo, SIZEOF(sTo) - 8)
DO

// Dummy line

END_WHILE

// Copy the whole string

diCopied := Stu.StrCpyA(pBuffer := ADR(sCopied), SIZEOF(sCopied),
pStr := psTo);

sFrom := 'CODESYS';

Stu.StrConcatA(pstFrom := psFrom,pstTo := psTo, SIZEOF(sTo));

// Find position of the first substring

iFind := Stu.StrFindA(pstl := psTo, pst2 := psFrom, uiSearchStart := 1);

// Copy just a part of the string

Stu.StrMidA(pst := psTo, uilnputBufferSize := SIZEOF(sTo), iLength := 5,
iPosition := iFind , pstResult := ADR(sMid), uiResultBufferSize := uiMid);

END_IF

END_IF

If xUpper Then
xUpper := False;
Stu.StrToUpperA(pString :
END_IF

pstUpper);

IF xLower THEN
xLower := FALSE;
Stu.StrToLowerA(pString := pstUpper);
END_IF

IF xCaseCmp THEN

xCaseCmp := FALSE;

// caseinsensitive comparison !!

iResult := Stu.StrCaseCmpA(pBytel := ADR(sCmpl), pByte2 := ADR(sCmp2));
END_IF

IF xCaseCmpEnd THEN

xCaseCmpEnd := FALSE;

// sCmpl := 'Hello'; sCmp2 := '110';

//=> Retdurns "0" = for equal

iResult := Stu.StrCaseCmpEndA(pString := ADR(sCmpl), pSuffix := ADR(sCmp2));
END_IF

IF xCaseCmpStart THEN

xCaseCmpStart := FALSE;

// sCmpl := 'Hello'; sCmp2 := 'HELL';

//=> Retdurns "0" = for equal

iResult := Stu.StrCaseCmpStartA(pString := ADR(sCmpl), pPrefix :=
ADR(sCmp2));
END_IF

IF xCmpEnd THEN
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xCmpEnd := FALSE;

// sCmpl := 'Hello'; sCmp2 := 'l10';

//=> Retdurns "-1" = for not equal

iResult := Stu.StrCmpEndA(pString := ADR(sCmpl), pSuffix := ADR(sCmp2));
END_IF

IF xCmpStart THEN

xCmpStart := FALSE;

// sCmpl := 'Hello'; sCmp2 := 'HELL';

//=> Retdurns "-1" = for not equal

jResult := Stu.StrCmpStartA(pString := ADR(sCmpl), pPrefix := ADR(sCmp2));
END_IF

IF xDelete THEN

xDelete := FALSE;

Stu.StrDeleteA(pby := ADR(sDelete), iLength := 2, jPosition := 4);
END_IF

IF xTrim THEN

xTrim := FALSE;

sTrim := ' The spaces will removed '

Stu.StrTrimA(pString := ADR(sTrim)); // Space character on the left and the
right side will removed
END_IF

IF xTrimEnd THEN

xTrimEnd := FALSE;

sTrim := ' The spaces will removed '

Stu.StrTrimEndA(pString := ADR(sTrim)); // Only the space character on the
right side will removed
END_IF

IF xTrimStart THEN

xTrimStart := FALSE;

sTrim := ' The spaces will removed '

Stu.StrTrimStartA(pString := ADR(sTrim)); // Only the space character on the
left side will removed
END_IF

IF xReplace THEN
xReplace := FALSE;
Stu.StrReplaceA(
pstInput:= ADR(sOldReplace),
uiInputBufferSize:= SIZEOF(sOldReplace),
pstReplaceWith:= ADR(sReplace),
iLengthInput:= DINT_TO_INT(Stu.StrLenA(ADR(sOldReplace))),
iLengthToReplace:= 1, // 1 = only the space character will replaced; 2 ="
W" will replaced
iLengthToReplaceWith:= DINT_TO_INT(Stu.StrLenA(ADR(sReplace))),
iPosition:= 6);
END_IF
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+ Start the project and, for example, set a breakpoint in line 11 of the POU PLC_PRG. Then step through
the single function samples.

4.3.20 Setup and Installation - FAQ (EN)

4.3.20.1 (V3.5) 'Standalone’ Gateway Installation: The CODESYS Edge Gateway

4.3.20.1.1 Installing via the Store
You can obtain a 'standalone’ installation of the CODESYS Gateway (V3.5) via the following Store Link:

>> CODESYS Edge Gateway for Windows'%?

The CODESYS Edge Gateway can be operated on a controller or on a stand-alone device in the local network.
It also allows the CODESYS Automation Server, and all clients that establish a connection via the Automation
Server (so CODESYS and the Webvisu/Browser) full access to all services provided by the runtime system via
the communication interfaces.

The Edge Gateway works on all runtime systems with CODESYS Control V3.5 SP10 or higher.
A current IDE version is only needed if the the gateway must be configurated (f.e. CODESYS Automation
Server'?3).

122 https://store.codesys.com/en/codesys-edge-gateway-for-windows.html
123 https://store.codesys.com/en/codesys-automation-server.html
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4.3.20.1.2 Installing via the standard CODESYS Setup
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The solution would require a 2 GB download of the CODESYS Setup, just to install the gateway component.
This should only be considered as an emergency solution, and is not recommended (especially since there is

the standalone installation from the store)!

+ Inthis case, the gateway — understandably — 'matches' the CODESYS IDE, in addition to which the

gateway is registered automatically as a service.

+ To do this, select only the gateway in the setup during the installation:

InstallShield Wizard e

Select Features
Select the features setup will install.

"y

Select the features you want to install, and deselect the features you do not want to install.

-] CODESYS v3

----- [|CODESYS Converter

Description

CODESYS Gateway ... Mext
generation gateway
(communication layer) for
CODESYS V3

0.00 ME of space reguired on the C drive
230745.46 ME available on the C drive

Installshield

< Back “ Mext = ][ Cancel

)

+ You can see in the services, or by the symbol in the task bar, whether the gateway is running (if it was

installed via CODESYS):
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4.3.20.1.3 Starting manually from the folder "GatewayPLC"

+ Copy the folder C:\Program Files (x86)\3S CODESYS\GatewayPLC from an existing CODESYS
installation to any desired directory on the computer on which the gateway is to run.

+ Create a shortcut to the file GatewayService.exe and add the destination in the properties with the
option "-d" (<Path>GatewayPLC\CODESYSControlService.exe -d).
The gateway thus starts in debug mode and displays the log outputs. You can also add this shortcut
to the Windows start menu.

4.3.20.2 CODESYS Installer logs (EN)

In case of CODESYS Installer problems check the Windows Event Viewer.

+ How to add a custom view for 'AP Installer' in the Windows Event Viewer:

& event Viewe Create Custom View X

File Action View Help

= nm BE
Logged: "

& Event Viewer (Loca) Actions icine “

> 53 Custom Views Event level: Critical [] Warning [ Verbose

| Fiker ML

Name Custom Views.

| .|

> [a Windows Logs

» B Appiications and Services Logs Administrativ @ Open Saved Log.. Eror Lllnoretica
[ Subscriptions ¥ Create Custom View.. O Bylog Eventlogs:  [Application -
Import Custom View...
- (® Bysource  Event sources: [AP Installer -
View AP Installer [}
(@ Refresh Includes/Excludes Event IDs: Entef | APP Agent as.To
H Hep exclude criteria, type a minus sign[_] AppHost
) ] ApplD -
Administrative Events J <All Event IDs> [ ApplDServiceTrigger
Open ] Application —
. Task category: [ Application Error =
|Z Properties

7 Application Hang

Help Eanas [ Application Management ©

Group Policy
User: <All Users> [] Application Pepup
cati ications
[« ter(s): e
omputer(s) ‘<AII Computers, ion-Exp .
] ApplicationExperiencelnfrastructure
ear
] Applocker
[ AppMadelExecEvents
< Y [ AppModel-MessagingDataMode! ~
S — = > Cancel

Creates 2 new view.

« Save the new filter:
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8 Event Viewer = O X
File Action View Help
= a@HE

2] Event Viewer (Local) |
» 3 Custorn Views

Mew Folder

Actions
> [E‘MndawsLogs Save Filter to Custom View *
» [0 Applications and Services Lo g,
[ Subscrigptions Name  |CODESYS Installer | Vew...
Description | Installer logd | iew
3
Select where to save the Custom view:
= mm Viewer | 0K I

[ All Users

Creates a new view,
1

4.3.20.3 CODESYS Setup configuration via command line (EN)

We provide different setups to install the development system CODESYS, the runtime system CODESYS
Control Win and some more products.
This table shows which setup includes which products.

815 sl |83 5| @
o3| |5 8 &| 2| ¢ 5| g
() o | T > | = | £ S >
S 5 8 ¢l 8§ g2 2 g 3
a ®© © | = ®
(o) o o} w
9| 8 Ol 0l 8|8 21 0
CODESYS X X 3 X X 4 4 h
CODESYS 64 X X X
CODESYS Gateway X
CODESYS Control Win X X
CODESYS Control Win X X
64
CODESYS HMI X X
CODESYS OPC DA X X X X
Server
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1) CODESYS Development System.
2) From 3.5.15.0 CODESYS Converter no longer part of the installation.
3) From 3.5.16.0: Subfeature SoftMotion installs package CODESYS SoftMotion,
and Subfeature CASConnector installs packages CODESYS Automation Server Connector.
From 3.5.17.0: Various Packages are installed.
4) From 3.5.17.0 OPC DA, AEConfigurator and Gateway V2.3 no longer part of the CODESYS
installation.

4.3.20.3.1 Customizing

Each installation can be configured with some command line parameters.
You can combine arguments like in this example:

<Setupname>.exe /s /v/qn /v"INSTALLDIR=\"C:\Program Files (x86)\My Destination\"" /v"
/1xv c:\test.log"

4.3.20.3.1.1 Silent Mode

To run an installation silently, use the following command line:

<Setupname>.exe /s /v/qgn

4.3.20.3.1.2 Log file

To create a log file during installation, you can add this command line parameter

/v"/1l*xv c:\test.log"

4.3.20.3.1.3 Uninstall

To uninstall, use the following command line:

<Setupname>.exe /x

4.3.20.3.1.4 Destination folder

To set a different default destination folder for the installations, add a value for INSTALLDIR.
Please use the appropriate Program Files folder for x86 and for x64 setups.
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Sample for a 32-bit setup

/V"INSTALLDIR=\"C:\Program Files (x86)\My Destination\""

Sample for a 64-bit setup
/V"INSTALLDIR=\"C:\Program Files\My Destination\""

4.3.20.4 Downloading missing libraries

i) Library Manager x

#3 Add library Delete library | = Properties Details | # Download missing libraries| 51 Placeholders i Library repository
Name Namespace Effective version
+ ense, 3.5.10.0 (35 - Smart Software Solutions G ) 35 __ICE‘.SE 3.5.10.0
______ re HIutions BPLOG 3.5.5.( |
#+® [oStandard = IoStandard, 3.5.10.0 (Systen IoStandard 3.5.10.0
*#  Srandard = Standard, 3.5.9.0 (System) Standard 3.5.9.0

4.3.20.4.1 Problem

After executing the menu command Download missing libraries, the status "Download failed" is displayed for
the selected libraries.

4.3.20.4.2 Solution

4.3.20.4.2.1 Possibility 1: It is not a CODESYS library

In general, we only make our own libraries available via this download mechanism. Libraries from other

manufacturers must be hosted by these manufacturers themselves on a server. The link must be entered in
the options in order to gain access to this server:
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@ International Settings
@0 vbraries

mn

i |Library download

Load and Save
PLCopenXML
Proxy Settings
Refactoring

SFC editor
SmartCoding
Store

Syntax Highlighting
Text editor

~=mafEs kAl

b

Options e e
8] CcFC Editor Bl Library download
% CoDeSys 2.3 converter
v Download servers:
& Composer
v Dedaration editor https://store.codesys.com/CODESYSLibs/
[ Device description download (Enter new downlbad server here...)
@ Device editor
4] FBD, LD and IL editor

(standard download server: htips/istore. codesys.com/CODESYSLibs/)

R

|| conce

If you are missing libraries that were not made by us, please contact the manufacturer.

4.3.20.4.2.2 Possibility 2: Missing or incorrect proxy settings

If you access the Internet via a proxy, you must make the following settings:

Windows control panel:
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f Einstellungen fiir lokales Netzwerk [ij

Automatische Konfiguration

Die automatische Konfiguration kann die manuellen Einstellungen aufier Kraft
setzen, Deaktivieren Sie die automatische Konfiguration, um die Verwendung
der manuellen Einstellungen sicherzustellen,

Einstellungen automatisch erkennen
Skript fir automatische Konfiguration verwenden

Adresse

Proxyserver

- wahlverbindungen

Adresse: | | Port: [BD | Erweitert

|| Proxyserver fiir lokale Adressen umgehen

| ok | | Abbrechen

CODESYS:
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[ Options lﬁ )

v Dedaration editor -
@ Device description download
@ Device editor 7| Use proxy settings
] FBD, LD and IL editor
@ International Settings
i Libraries
i Library download
& Load and Save
@ PLCOpenxML
il Refactoring
%] SFC editor
B smartCoding
Store
Syntax Highlighting
[E] Text editor
& visuakzation
& Visualzation styles

€l visualzation user management -
4 1 3

1

o

The button Enter proxy access data... becomes active if the settings have been made beforehand in Windows.

4.3.20.5 Installation of several CODESYS versions

The architecture of CODESYS makes it possible to install several versions of CODESYS in parallel on one
computer, even in the same directory.

This description provides recommendations regarding what needs to be observed as well as the advantages
and disadvantages of the different variants.

4.3.20.5.1 Versions < SP13:

4.3.20.5.1.1 Installation in the same directory

Several CODESYS versions can be installed at the same time in the same directory.
In doing so the following must be observed (recommendation):

« Never install an older CODESYS version over a newer one
« Never uninstall an older CODESYS version

This can lead to unexpected effects.

Advantage
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+ All previously installed packages will be available automatically after the installation of the new
version.

Disadvantage

+ Only the newest version of CODESYS Control Win V3 and the gateway are available
+ Problems with the installation are difficult to solve without affecting the other installations

4.3.20.5.1.2 Installation in different directories

You can also install each version in a separate directory.
Advantage

+ You can uninstall each version separately
+ Gateway and CODESYS Control Win V3 exist separately for each version

Disadvantage

+ All previously installed packages are not automatically included in the new CODESYS version and
must be installed again.

4.3.20.5.2 Versions >= SP13:

4.3.20.5.2.1 Installation in different directories (mandatory)

An empty directory is required for the installation.

Advantage

+ You can uninstall each version separately
+ Gateway and CODESYS Control Win V3 exist separately for each version

Disadvantage
None

It is possible to import packages from the previous installation during the first start-up of the new version.

Please note that in all cases the repositories are commonly used by all CODESYS versions. This can lead to
unexpected behavior

+ when creating new projects

+ when diverting library placeholders
when referencing libraries with "latest" (which one should never do, except for interface and use case
libraries)
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4.3.20.5.2.2 For advanced users

Versions can also be installed completely separately (including the repositories)

Proceed as follows to do this:

1. Make sure that the directory <C:\ProgramData\CODESYS> does not exist, or rename it if necessary.
2. Install the first CODESYS version.

3. Move the directory <C:\ProgramData\CODESYS> to a new directory, which will be unique to this
CODESYS version (e.g. to <C:\ProgramData\CODESYS <CODESYS version>>)

Please note, a non-admin user has no write access to <C:\Program Files\>
So it is recommended that the newly created directory is instead stored in <C:\Program Data\>

4. Open the file <CODESYS_install_dir>\CODESYS\Settings\RepositoryLocations.ini and replace all
paths to <C:\ProgramData\CODESYS> by the new path (search/replace).

5. Proceed in exactly the same way with the second CODESYS installation.

4.3.20.6 Library documentation (LibDoc.exe) (>=SP17) (EN)

With SP17, the library documentation has been outsourced to a separate package.

You must install it via the Codesys Installer:

.
N ——

CODESYS 3.5 SP17 (64 bit)

C:\Program Files\Codesys\Release\3_5_17_00\CODESYS Browse

doc aQ Install File Export Config Import Config

22 CODESYVS Library Documentation Support It CODESYS Library Documentation Support

Version: 400 - Install

Description This package adds support for library documentation
to CODESYS.

Vendor: CODESYS GmbH

Copyright: Copyright (c) 2017-2021 CODESYS Development
GmbH

PackageManager: 3.5.17.0

Copyright © 2021 CODESYS Development GmbH  About
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If the package is missing, you get the following message:

CODESYS

The library documentation export component is not available
Please install Library Documentation Support package

QK

4.3.21 Signing Packages (EN)

Packages can be signed, but this is not obligatory. If an unsigned package is installed, the user has to
confirm that he accepts this package:

[_] Allowunsigned and self-signed packages

You can sign your package with the PackageManagerCLI.
The relevant command line arguments are:

--signPackage="<package file path>" --pkcs12Path="<PKCS#12 file path>" -pkcs12Passwd="<PKCS#12
password>"

This will sign a package file with the certificate and private key from the PKCS#12 file.

Optionally, you can use —-tsaTimestampServiceUrl="<url>" to specify a TSA timestamp service to add a
timestamp to the signature. If you do not do this, the users of your package will not be able to verify your
package, once the certificate expires.

USAGE:

PackageManagerCLI <option> <option> <...>
--profile="<profile name>"

The version profile to be used for execution of this process.
(Mandatory.)
--culture="<culture name>"

The language to be used for execution of this process, e.g. "de-DE".
If not specified, the operation system language 1is used.

(Optional.)
--install="<package file path>"

Installs the package at the specified file path.

(Cannot be used together with --uninstall, --uninstallAll or --create
PackageArchive.)
--uninstall="<package GUID>;<version>"

Uninstalls the package with the specified GUID and version.

(Cannot be used together with --install, --uninstallAll or --createPackageArchive.)
--uninstallAll

Uninstalls all packages.
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(Cannot be used together with --install, --uninstall or --createPackageArchive.)
—-—components="<component ID>;<component ID>;<...>"

Selects the specified component IDs for +installation. The other components

in the same package will not be dinstalled, unless required by the selected

components.

You can also specify "typical" or "complete" dinstead of the ID list.

If this option is not specified, "complete" is assumed by default.

(Optional, can only be used together with --install.)
--targetProfiles="<profile>;<profile>;<...>"

Selects the specified target profiles for installation.

If this option is not specified, all target profiles are selected by default.

(Optional, can only be used together with --install.)
--targetDirectories="<ID>=<path>;<ID>=<path>;<...>=<...>"

Sets the specified target directories. Each target directory 1is identified

by its target directory ID (an integer value).

(Optional, can only be used together with --install.)
--createPackageArchive="<package folder path>;<target filename>"

Creates a package archive out of a folder. "packae folder path" has to be an
existing folder.

(Cannot be used together with --install, --uninstall or --uninstallAll.)
--signPackage="<package file path>" --pkcsl2Path="<PKCS#12 file path>" --
pkcs12Passwd="<PKCS#12 password>"

Signes a package file with the certificate and private key from the PKCS#12 file.

(Optional, can use --tsaTimestampServiceUrl="<url>" to specifiy a TSA timestamp
service to add a timestamp to the signature.)

--validateSignature="<package file path>"

Validate the signature of a package file.

--verbose

Display detailed progress information on the console.

4.3.22 The CODESYS Integrated Development Environment (IDE) - FAQ (EN)

4.3.22.1 CODESYS communication: Limited data size between PLC and CODESYS
IDE (EN)

4.3.22.1.1 Limitation
In a (f.e. WireShark) recording between the communication of a PLC and the CODESYS IDE (Integrated
Development Environment),

it can be seen, that this communication is limited to a maximum data size per packet of 550 bytes.

Example:
3979 0.000037 192.168.1.120 1740 192.168.1.9 1740 UDP [ 550/1740 + 1740 Len-508
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4.3.22.1.2 Background:

The data size is fixed, because the CODESYS routing protocol for communication must not only take UDP
communication into account, but must also be able to support CAN, serial and/or USB connections.

In addition, any communication must be considered which refer to devices without a memory, for which 512
bytes + header would be already too large, in order to be able to guarantee error-free communication.

This maximum data size cannot be changed or increased.

4.3.22.1.3 Related articles

How to open an Example Project’?*

4.3.22.2 Coloring the background of the search function, color for the marking of
the search results

4.3.22.2.1 Upto SP13:

Open the menu Tools — Options and set the desired color for the text editor.

124 https://faq.codesys.com/display/CDSFAQ/How+to+open+an+Example+Project
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International Settings
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Library download

Load and Save
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Proxy Settings

Refactoring

SFC editor

SmartCoding
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Syntax Highlghting

Text editor

Visualzation

Visualization styles

Visualzation user management
{11}

3

i1}

-

Editing| Text area | Marain | Monitoring

Highlight current ine:
Matching brackets:

[7] End of ine markers:

1 SR ric_rrc
2 VAR
3 END_VAR
- Find =]
Find what: PROGRAM M
I Watch case [ searchup
[”] match whole word [" ] use regular expressions
search: [Entwe project )] [ omse |
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Dedlaration editor ol Text editor
Device description download

CLightyellow v
W Black A
Bl Teal A

|| wrap guide: B SteelBlue hd

Caret color: N Black -

Selection color: DLightSteelBlue ¥  Inactive: I DeepPink E
I MediumViolet] »

Folded line foreground: ~ EETeal A | DeepPink |
[ESHotPink

Folded line background: 3 LightGray M [JLavenderBlust
ElPaleVioletRed
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Font (click onto the sample to edit): IPink =S
CLightPink -

AaBbCcKxYyZz

4.3.22.2.2 As of SP14:

Open C:\Program Files\CODESYS 3.5.15.30\CODESYS\Themes

The color scheme is available as a JSON file in the "themes" folder.
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You could edit or copy it and paste it with a new name in the folder mentioned.

They are then read in again and you could also exchange them.
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# SearchColor.project - CODESYS
File  Edit View Preject Build Online  Debug  Tools  Window Help  BACHet
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= (3] Device (CODESYS Cankrol Win Y3 x64)
= &0 PLcroge
= 1) Application
0 Library Manager
5] PLC_PRG (PRG)
= | Task Configuration
&

E] PLC_PRG X

._.: C:AProgram Files435 CODESYS\Release\V3_5_5P15_INCODESY S\ Themes\Defaulteditortheme - Notepad + + [Admmistrator]

Date HBearbeiten uchen  Anse v Enstellengen  Werizeuge Makro.  Ausfohren  Eremiterungen  Fenster

s 2| REISMERED | 0 E %

cHHEE &
[ Dafauk sdiorheme £
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] "packaround”: "whice"”, EDEE
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5 "aracketHighlight:  "black”, EIEE
realMarker™: "real”, GHNE
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"marginBackground®: "wvhice", (EDM
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4.3.22.3 Expired certificates message for encrypted communication (EN)

4.3.22.3.1 Problem and error description

The following error message is displayed in the Codesys IDE:

CODESYS

'0 The connected PLC uses certificates which are about to expire. Would you like to open the security screen for details?

[] Remember decision

Under the 'Security Screen', existing certificates are displayed which will expire in the near future:
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» g "
Benutzer Information Ly | Information Erstellt far Erstellt von Galtig ab Gaitig bis
% - A server Y OPC UA-Server (richt verfugbar)
¥ Exgene Zertfiate = Verschiusseite Appliaton (rcht verfugbar
¥ Vertavenswirdge Zertfkate - Webserver (nicht verfugbar)
¥ Nicht verrauensuardge Zertficate By ver Komemurianon W W 07.07.2021 07:48:25  06.08,202107:48:25 (10 Tage)

H Zertfkate in Quarantane

OPC LA-Server (racht verfugbar)
Verschilsseite Appliation (nicht verfugber
Webserver (nicht verfighar)
Ty Verscussalte Kommmurdabon WMF WhE 07.07.202107:48:25  06,08,202107:48:25 (10 Tage)

This warning of an expiring certificate is intended to alert the user in a timely manner so that the user still
has enough time to react.

4.3.22.3.2 Solution

4.3.22.3.2.1 The following solutions are available if you want to resolve this message and the
reason behind it:

1. create a certificate with longer duration (e.g. 365 days) with the security agent. Then the message comes
at least more rarely.
2. if it is ensured that no encrypted online communication is used (of course not recommended from a
security point of view), the communication policy can be set to "no encryption".

This means that the Runtime no longer allows encrypted online communication and does not have to
maintain a valid certificate.

Accordingly, the LZS no longer generates the corresponding certificate.

After setting the communication policy to "no encryption’, any existing certificates may have to be deleted so
that they can no longer expire.

4.3.22.3.3 In the event of a transitional period

For the assurance of a further possible communication, the Runtime automatically generates a new self-
signed certificate as soon as the certificate has expired.

Otherwise, one would indeed lock oneself out if only encrypted communication is allowed.

When logging in, a message appears that the controller uses an unknown certificate and the question
whether the user wants to trust it.

All other certificates are not renewed automatically and must be created and renewed according to the user's
specifications.
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4.3.22.3.4 Configurations settings

! Not recommended from a security point of view !

If the following setting is written into the CODESYSControl.cfg before the first start, then the Runtime does
not even initially generate a certificate for the encrypted communication and the user does not have to delete
any:

[CmpSecureChannel]
SECURITY.CommunicationMode=ONLY_PLAIN

Setting the communication policy to "no encryption" uses the same setting:

Change Comrmunication Policy

Communication
Current policy Mo encryption
Mew policy Mo encryption

The device does not support encrypted communication,

4.3.22.4 How to open an Example Project (EN)

When you open an example project, it may have been created in an older or newer version, with missing
plugins, or with a different type of PLC to the one you are using.

These instructions list the general procedure which can be translated to most any CODESYS example
project.

4.3.22.4.1 Quick step-by-step guide
The steps can be summarised as:

1. Ensure IDE version is newer than the one the project was created in
Obtain all addons used in the project

Change the PLC to the one you are using

Update and or obtain device descriptions

Update project environment

Obtain missing libraries

Compile and download

© N o 0 > W N

Fix any outstanding errors
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4.3.22.4.2 Detailed step-by-step guide

Detailing each step:

1. 4.3.22.4.2.1 |DE version must be newer than the one it was created in

a. The simplest would be to always use the latest CODESYS Development System from Store'?®
b. If you must use an older version, for example you use a custom IDE from an OEM, then you
must first open the example in the later version, and use the Save As... dialog to save it as an

older version.

[
® Save Project X
« 4 ™ DieserPC » Lokaler Datentrager (C:) » tmp v | D tmp" durchsuchen p-]
Organisieren + MNeuer Ordner g = o
kel MName Anderungsdatum Typ Grobe ol
%2 Dateiordner
I 3 Dateiordner
v

W

sysFile

o

Dateiname: | AndroidSensorApp.project

Dateityp: | Project files (".project)
Project files (*.project)
Library files (*library)
A Ordner ausblende|project files (CODESYS V3.5 SP16 Patch 1) (*.project)
Library files (CODESYS V3.5 SP16 Patch 1) (*library) 1
=-E PLC Logic Project files (CODESYS V3.5 SP16 Patch 2) (*.project)
= Appli Library files (CODESYS V3.5 SP16 Patch 2) (*library)
- Project files (CODESYS V3.5 5P16 Patch 3) (".project)
22 Library files (CODESYS V3.5 SP16 Patch 3) (*.library)
by Project files (CODESYS V3.5 5P16 Patch 4) (*.proj
i{Library files (CODESYS V3.5 SP16 Patch 4) (*library)
Project files (CODESYS V3.5 SP16) (*.project) )

2. 4.3.22.4.2.2 Obtain all addons used in the project

a. Projects saved from SP17 contain a list of installed addons. When you open these projects,
you are prompted to install any missing addons.
CODESYS GmbH addons can be downloaded through CODESYS installer.
Third party addons will have to be obtained from elsewhere and installed seperately.

b. For projects prior to SP17, no such information is available in the project itself.
Much of the inbuilt features from SP16's development system has been modularised into
addons, so it is wise to start with a complete installation if you want to open an example
which was created in a version prior to SP17 (see Modularisation of the Development System
- Installation Issues (>= SP17)'29).

c. Any additional Addons should be clearly documented by the example, and may need to be
obtained from the Manufacturer or Addon Developer.

125 https://store.codesys.com/codesys.html
126 https://faq.codesys.com/pages/viewpage.action?pageld=105152517
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3. 4.3.22.4.2.3 Change the PLC to the one you are using

a. So now you have opened the project, but perhaps see lots of compile errors and maybe red
circles in your device tree.

b. For some reason, a prompt appears to update some things in your project But you should
cancel this dialog, at least until you have selected the right PLC.

c. Open the devices view (Alt + 0), right click the PLC device, and update it to the PLC you are
actually going to run the example on.

4. 4.3.22.4.2.4 Update and or obtain device descriptions

a. Some device descriptions contain a clear update path, and can be updated via the Project
Environment dialog in the next step.
But some you will need to right click in the device tree and choose 'Update Device' and see if
you have a newer version of that same device.

b. If you still have some devices which you do not have device description for, you will see a red
circle with a question mark as the icon for this object.
Right click them and select "Download Missing Device Description".
If this fails to download, you will have to seek out a device description from the manufacturer
of the device.

5. 4.3.22.4.2.5 Update project environment

a. By now, all of your device version should be correct.

b. Using the Menu command Project > Project Environment , click the "Set All to Newest" Button
and hit OK.
Note

OSCAT BASIC is one specific exception here:

The older version was v3.31, but the newer version currently downloadable from store is
v3.3.4.0.

The version 3.31 is offered as an upgrade, but the version from store.codesys.com
be used.

127 should

6. 4.3.22.4.2.6 Obtain missing libraries

a. Open the Library Manager of every application and hit the download missing libraries button
(this button is only shown if you have missing libraries).
Prior to SP16, you may have to hit this several times to download the dependencies of your
newly downloaded libraries.

127 http://store.codesys.com
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b. Additionally, do this for the Library Manager in the POUs view.
c. Any other missing libraries, you may have to track them down from their manufacturer.
Note

Libraries marked as version ( * ) mean to always use the newest version.

These cannot be automatically downloaded, if you should find yourself without this library.
This is because the download mechanism requires a specific version.

In most cases, this library can be obtained from the latest version of the CODESYS
Development System.

7. 4.3.22.4.2.7 Compile and download

a. Pressthe F11 to compile the code.
b. Login to your PLC to download it and run.

8. 4.3.22.4.2.8 fix any outstanding errors

a. Inrare circumstances there will be some outstanding build errors.
Try to solve them yourself.
When asking for help, it is helpful to refer to this FAQ and at what point you could not proceed.

4.3.22.4.3 Related articles

4.3.22.5 Online or Offline created 'boot application’ have different sizes (EN)

The size of the boot application is different depending on the creation method whether done 'Online' or
'Offline'.
The difference in boot application size results from the following assumptions:

When created offline, a default value for the communication's buffer is applied which may make the boot app
larger than one created online.

4.3.22.5.1 Explanation

4.3.22.5.1.1 Offline generation:

When a boot application is created offline, a default value for the communication's buffer is applied.
Since a determination with the PLC does not take place, a size is selected, which permits it in 99,9%
of all cases these then with the Downloaden without problems to transfer to be able.
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+ This takes into account that there are also controllers which are equipped accordingly "small".

4.3.22.5.1.2 Online generation:

+ Depending on the hardware/PLC is determined/negotiated how large the buffer for downloading is,
and the boot project is divided into correspondingly large/fewer parts.

+ This also requires less communication's headers and fewer splits in the code.

« This can be noticeable with significantly less code in the boot application and therefore accordingly
be smaller in size.

See also....

« Our Codesys Online Help (OLH)'?® Website
+ How to Generating Boot Applications'?®

- Settings for Application ‘Properties’ - ‘Boot Application’°

4.3.22.6 Report problems and error messages to CODESYS (EN)

Check the FAQ's and the FORGE page before reporting bugs.

Please check if the occurring errors have already been covered in the FAQs™'

or if they have already been recorded and answered under our Forge community
In addition, it can be helpful to inform you about the use of function blocks, methods and add-
ons (provided by Codesys) in the Codesys Online Help (OLH)"33,

Here, the usage, configuration, description and possible applications as well as general
problems, that users might expect to encounter, are described.

132

Any error reports to CODESYS should contain the following information:

+ The versions used within the Project,

+ A clear error description of what exactly occurs and when,

+ The exact 'Steps to repeat' (STR) to reproduce the error,

+ If possible, a simplified/reduced example project (as a full project archive) with the necessary scope/
extent to be able to reproduce the errorin it.

128 https://help.codesys.com/

129 https://help.codesys.com/webapp/_cds_creating_a_boot_application;product=codesys;version=3.5.17.0

130 https://help.codesys.com/webapp/_cds_dlg_properties_boot_application;product=codesys;version=3.5.17.0
131 https://faq.codesys.com/

132 https://forge.codesys.com/neighborhood

133 https://www.helpme-codesys.com/
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Besides the above information, the principle of "more is better" applies here.
In order to be able to answer inquiries efficiently, it is useful to provide all relevant data

-> see also which additional data is helpful and why'34:

All used version information (see page 0)

How to reproduce the problem (see page 0)

Additional related specifics (see page 0)

Reporting a runtime exception (see page 0)

Reporting an exception in the Codesys Visualization (see page 0)

See also the section for which additional data is helpful and why (see page 0):

The more detailed information the support team receives, the faster the problem can be isolated, and a
resolution provided.

Whom to contact for vendor-specific errors?

The errors must be reproducible under the Codesys IDE and with a CODESYS SL PLC.
- For errors that occur only under other IDEs, which were modified via brand labelling, the
corresponding manufacturer must be contacted.
- For errors that occur only with a device manufacturer's PLC, the device manufacturer should be
contacted to pursue a resolution for the problem.
- This is due to the fact that other IDE manufacturers use Codesys as a platform, but can build their
own restrictions or extensions that deviate

from the default interaction, behavior and standards of the Codesys IDE, and therefore can not be
pursued by us.

Errors that occur with a library, not developed by CODESYS GmbH
- For errors that occur with a library which was written by a 'third party’, this 'third party' should be
contacted for support.

Check the FAQ's and the FORGE page before reporting bugs.

Please check if the occurring errors have already been covered in the FAQs™®®
or if they have already been recorded and answered under our Forge community'3¢.

134 https://faq.codesys.com/display/CDSFAQ/
Report+problems+and+error+messages+to+CODESYS#ReportproblemsanderrormessagestoCODESYS-0

135 https://faqg.codesys.com/

136 https://forge.codesys.com/neighborhood
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4.3226.1 AGOtOTOpA137

4.3.22.6.2 Which additional data is helpful and why?

All used version information

To be able to detect problems which may only be related with the used version(s), or to be able to exclude
known issues,
the following version information should be provided:

+ Version of the CODESYS programming environment (IDE).
Version of the operating system, the used runtime and processor of the target system.

- Version of the used CODESYS Packages (like SoftMotion, Ethernet, Visualization, etc.).

+ Version of the used Visualization Profile for visualization problems within the Visualization
Editor'38 and Visu Display Variants'®.

How to reproduce the problem
We always need accurate information and data to recreate the error profile:

+ Exact 'Steps to repeat’ to be able to reproduce the error.
The more precisely the individual steps are described, the less need there is to ask for error
reproductions and the less room there is for interpretation when retesting.

- A full project archive (not only the CODESYS project!).
This contains the libraries used, the application structure of used functions, etc.
For more complex processes, in addition to the written steps, a short screen recorded video, showing
the steps and then the error that occurs, can be very useful.

+ Note that sporadic errors are very difficult to solve.
In these cases, you should endeavor to determine the conditions under which it occurs, so that the
support team has a chance to reproduce it and investigate.

See also Why accurate 'steps for reproducing a problem' are important for any Technical Support'4°

Additional related specifics

Depending on the existing problem, different additions to be reported are necessary (or at least helpful in
order to correctly understand and comprehend error profiles):

137 https://faq.codesys.com/display/CDSFAQ/
Report+problems+and+error+messages+to+CODESYS#ReportproblemsanderrormessagestoCODESYS-Top
138 https://help.codesys.com/webapp/_visu_editor;product=core_visualization;version=3.5.17.0
139 https://help.codesys.com/webapp/_visu_struct_execute_display_variants;product=core_visualization;version=3.5.17.0
140 https://faq.codesys.com/display/CDSFAQ/Why+accurate+
%27steps+for+reproducing+a+problem%27+are+important+for+any+Technical+Support
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« If available, controller logs, with the appropriate log filter settings, should always be given.

+ Screenshots of the error when it occurs in the Codesys IDE.

« In case of fieldbus related errors (or incorrectly displayed values in the different editors of the
fieldbus), recording of the communication via 'Wireshark',
that ranges from the download/login/start of the controller to after the occurrence of the error
behavior, are needed.

4.3.22.6.3 Reporting a runtime exception

By any exception in the runtime, first check if it is caused by an application structure in a POU, FB
or library.
To do this, use the Implicit Checks

41 available in the Codesys IDE.

4.3.22.6.3.1 Exception Example:

File Edit View Project Build Online Debug Tools Window Help

EEH& v > § BERX (MMM IN A MY i (7' | ¥ | Application [Device: PLCLogic] » ©5 €% ) g W [=6=¢= = & [o |WE | =
Devices. > 2 x| [ pevice x
=g =2 Severi i
i ty  TimeStamp Description Component
- 3| Device [connected] (CODESYS Control Applications —
‘_' ocL [K . L © *SOURCEPOSITION® App =[Application] area=3, offset=215884 CmplecTask
- o 9 I 1 Backup and Restore () *EXCEPTION™ [AccessViolation] occurred: App=[Application], Task=[EtherCAT_Task] CmplecTask
i) Lirary Manager > *EXCEPTION® [loUpdateError] in application [Appiication] CmpApp
= v
|E] PLC_PRG (PRG) = °
= (& Task Configuration Lo °
= 3 EtherCAT Task (IEC-Tasks) v °
< > PLC Settings
POUS - B ox .
PLC Shell
~
Users and Groups
.
Access Rights o
Symbol Rights .
.
Licensed Software Metrics .

See also our OLH on how to 'Create a Core Dump''#?, and how to 'Creating a Core Dump of the

running application manually'?',

Please provide:

141 https://help.codesys.com/webapp/_cds_f_obj_pous_implicit_check;product=codesys;version=3.5.17.0
142 https://help.codesys.com/webapp/_cds_cmd_create_core_dump;product=codesys;version=3.5.17.0
143 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_using_core_dump.html
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+ The Coredump, created at the time the exception occurred.

IDebug I Tools Window Help

p Start F5
m Stop Shift+F8
Single Cycle Ctrl+F5
i@ New Breakpoint...
5l Edit Breakpoint...

Toggle Breakpoint F9
0 Disable Breakpoint
® Enable Breakpoint

N Step Over F10
+ Step Into F8
: Step Out Shift+F10

Run to Cursor

o Set Next Statement

2 Show Next Statement

Write Values Ctrl+F7
Force Values F7
Unforce Values Alt+F7

= Toggle Flow Control Mode

Im ¥ e Core Dump

Display Mode » Load Core Dump

Check Memory for Active Application Load Device Log from Core Dump
Close Core Dump

+ Send a full project archive*, with the associated Callstack and a Core Dump'®, created at the time
of the crash.

144 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_save_send_archive.html
145 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0
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'T-'llel Edit View Project Build Online Debug Tools Window Help

{15] New Project... Ctrl+N
@ Open Project... Ctrl+0
Close Project
| Save Project Ctrl+S
Save Project as...
Extract Archive...
Source Upload... ! Save Archive...

Source Download...

&b Print...

Print Preview...
[ Page Setup..

Recent Projects »

Exit Alt+F4

Project Archive

Indude the following information into the archive

=17 Core Dump
Device.Application
Downl in tion files
Device. Application
| Options

+-[v] Referenced devices

& Referenced libraries
+-[M] softMotion Library Profiles

Additional Files... Comment...

Save... . . Cancel
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If you need technical support, please purchase a Support Ticket'*® in the CODESYS Store.
Note that certain products in the CODESYS Store already include a Support Ticket.

To report software bugs or if you have a question concerning the products in the CODESYS

Store,
click on the "My Question™”" button next to the shopping cart in the CODESYS Store’*®.

4.3.22.6.3.2 FAQ:

Whom to contact for vendor / 'third party’ specific errors?

For vendor (or 'third party’) specific errors, it must distinguish where the error occurs:
+ The errors must be reproducible under the Codesys IDE and with a CODESYS SL PLC.
+ For errors that occur only under other IDEs, which were modified via brand labelling,
the corresponding manufacturer must be contacted.
+ For errors that occur only with a device manufacturer's PLC, the device manufacturer
should be contacted to pursue a resolution for the problem.

This is due to the fact that other IDE manufacturers use Codesys as a platform, but can
build their own restrictions or extensions that deviate from the default interaction, behavior
and standards of the Codesys IDE, and therefore can not be pursued by us.

+ Errors that occur with a library, not developed by CODESYS GmbH

+ For errors that occur with a library, which was written by a 'third party’, this library
manufacturer should be contacted for further support.

How to proceed, when an Exception error occurs from one of the CODESYS Visualization Element?

+ Please set the compiler-define: VISU_NO_EXCEPTION_HANDLING

146 https://store.codesys.com/en/codesys-support-ticket.html
147 https://store.codesys.com/en/contact
148 https://store.codesys.com/en/
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I Application

| Applications
ImagePoal Device: PLC Logic] @
m Library Manager

PLC_PRG (PRG) | Target memory settings | Access control

@ Task Configuration
e @ Task
@ BLC PRE [] External implementation

- Late link in the runtime system

=8 VISU_TASK ( ystem)

B VisuElems.Visu_P [] Enable system call
Visualization Manager [ Link Always
@ Visualization
ftMotion General Axis Pool
10s {GPIOs AfB)

[ Bxclude from build

Compiler defines:
WISU_NO_EXCEPTION HANDLING]

I
iewire

mera device

[ 0K l [ Cancel l [ Apply

- Send a full project archive®, with the associated Callstack and a Core Dump'®?, created at the time
of the crash.

More detailed information can be found under debugging a Visu Exception'! FAQ.

4.3.22.6.4 For reporting a runtime exception

By any exception in the runtime, first check if it is caused by an applicative structure in a POU, FB or library.
To do this, use the Implicit Checks'®? available in the Codesys IDE.

See also our OLH on how to 'Create a Core Dump'"®3.

149 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_save_send_archive.html
150 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0

151 https://faq.codesys.com/display/CDSFAQ/Debugging+a+Visu+Exception

152 https://help.codesys.com/webapp/_cds_f_obj_pous_implicit_check;product=codesys;version=3.5.17.0

153 https://help.codesys.com/webapp/_cds_cmd_create_core_dump;product=codesys;version=3.5.17.0
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For any exception in the runtime, we need basic a complete repository/project archive and a Coredump,
in which these exceptions have been marked with to be able to debug the problem:

- send a full project archive, with the associated Callstack and a Core Dump'®4, created at the time of

the crash:

+  When an Exception error occurs from one of the CODESYS visualization elements, please set the

compiler-define:
VISU_NO_EXCEPTION_HANDLING

and send a full project archive, with the associated Callstack and a Core Dump'®®, created at the time

of the crash:

i ppication —_— | keplcatn
1] Imagmrrol - L Logic] ==
. Libriary Manager

B} PR ) Targat mersary sabtngs | Accamscontral | Suld

@ Task Configuraon
= i rask
& mc_pac
o VIS _Tas
) veubers, v &
] maskiraenn Visrosger

Exciud n frorn build

Bdamal mplerseslation

{Laba lirk in tha rastims syt

Enstde wysiem ol

Lirk Alwasy

#] wmbraion Camailr defines
Pt Geeral Ao el VIEL 40 _ENCEFTIOH HAMCUNG)

¥2s [FKs 4]
I
i

o dewmid

(5.3 Cardl Apply

More detailed information can be found under Debugging a Visu Exception'®®.

154 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0
155 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0
156 https://faq.codesys.com/display/CDSFAQ/Debugging+a+Visu+Exception
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If you need technical support, please purchase a Support Ticket' in the CODESYS Store.
Note that certain products in the CODESYS Store already include a Support Ticket.

To report software bugs or if you have a question concerning the products in the CODESYS Store,
click on the "My Question®®" button next to the shopping cart in the CODESYS Store'*.

4.3.22.6.4.1 AGotoTop?'9?

See also....

+ Our CODESYS Online Help'®'

+ The Codesys Online Help (OLH)'®? Website (pre SP18 link)

+ Basic information to the Codesys Development System (Codesys Homepage

*  OLH'®: The Online-help introduction for the Codesys Development System (IDE)'%®

+ OLH™®: To set or find the used ‘Compiler Version''®” within a Codesys Project

+ OLH™®: To set or find the used Visualization Profile’'®within a Codesys Project

+ OLH'% The use-case and possibilities of implicit monitoring functions - 'Implicit Checks

+ OLH'2 How to 'Analyzing Errors with Core Dump'’”2 and how to 'Create a Core Dump'’74
place

+ OLH'"5: Visualization: a system overview, mechanism and display variants

+ How to Debugging a Visu Exception'”’

)163

171

in the first

176

157 https://store.codesys.com/en/codesys-support-ticket.html

158 https://store.codesys.com/en/contact

159 https://store.codesys.com/en/

160 https://faq.codesys.com/display/CDSFAQ/
Report+problems+and+error+messages+to+CODESYS#ReportproblemsanderrormessagestoCODESYS-Top

161 https://www.helpme-codesys.com/

162 https://help.codesys.com/

163 https://www.codesys.com/products/codesys-engineering/development-system.html

164 https://help.codesys.com/

165 https://help.codesys.com/webapp/_cds_f_development_system_introduction;product=codesys;version=3.5.17.0

166 https://help.codesys.com/

167 https://help.codesys.com/webapp/_cds_dlg_project_environment_compiler_version;product=codesys;version=3.5.17.0

168 https://help.codesys.com/

169 https://help.codesys.com/webapp/_cds_dlg_project_environment_visualization_profile;product=codesys;version=3.5.17.0

170 https://help.codesys.com/

171 https://help.codesys.com/webapp/_cds_f_obj_pous_implicit_check;product=codesys;version=3.5.17.0

172 https://help.codesys.com/

173 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0

174 https://help.codesys.com/webapp/_cds_cmd_create_core_dump;product=codesys;version=3.5.17.0

175 https://help.codesys.com/

176 https://help.codesys.com/webapp/_visu_f_core_visualization;product=core_visualization;version=3.5.17.0#id3

177 https://faq.codesys.com/display/CDSFAQ/Debugging+a+Visu+Exception
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4.3.22.7 Report problems and error messages to CODESYS - FAQ (EN)

4.3.22.7.1 Incomplete CoreDump (core file incomplete)

Massage: "The loaded Core Dump is incomplete. Not all data might be available for monitoring."

CODESYS @

The loaded Core Dump 1s incomplete. Not all data might be available
! \, for monitoring.

OK

The main problem is that there is no Callstack, which can be accessed to display corresponding data.
This must be done here at DEBUG CoreDump -> Load device log from Core Dump.

Therefore, this must also be saved and selected (after saving the core dump) together in the project archive

Debug || Tools  Window  Help Project Archive

Start F5

Indude the following information into the archive

Stop Shift+F8
Single Cycle CtrbF5 |- +-[4] core Dump
#[] Download information files |
New Breskpoin: T Lbrary profie
T New Data Breakpoint... # [ options
Edit Breakpoint... + Referenced devices
Toggle Breakpoint F9 + Referenced images
Disable Breakpoint + O[Referencedlraies |

+ Referenced visuslization styles

Enable Breakpoint
& #-[ softMotion Library Profiles

Step Over F10 #- [ visualization Profile
Step Into F8
Step Out Shift+F10

Run to Cursor

Set Next Statement

o Show MNext Statement

Wite Values Ctrl+F7
Foree Values F‘ Additional Files... Comment...
Unforce Values AlteF7

" Toggle Flow Control Mode Save.. Send... Cancel

| CoreDump [ CresteCoreDumne |

Load Core Dump

Display Mode
Check Memory for Active Application Load Device Leg from Core Dump

Close Core Dump

4.3.22.7.1.1 Similar causes

The following causes can also lead to a CoreDump not being complete:

+ Error message when saving a single section.
+ Exception when saving a single section
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+ The filesystem is full

4.3.22.7.1.2 Solution approaches

+ Does the error only occur on one controller?

+ Is the error pattern reproducible?

+ For more detailed analysis, you have to debug it directly via CmpCoreDump or add instrumentation
via log outputs.

See also....

+ CODESYS Online Help (OLH)'”® Website
+  OLH: Analysing Errors with Core Dump'”?

4.3.22.7.2 RTE, How to: Analyze a BSOD/Crash of the application

This "How To' is for RTE applications that crash with a BSOD'®%/ RTE exception.

When such a crash happens, please perform the following steps to ensure repeatability and reproducibility of
the error and to record it.

4.3.22.7.2.1 1. Save and provide the PLC logdfiles.

If it is possible to restart the RTE again after the crash has happened, then the PLC log should contain
important information here.

Please provide a full project archive, together with the last status, which is also running online!

178 https://www.helpme-codesys.com/
179 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_using_core_dump.html
180 https://en.wikipedia.org/wiki/Blue_screen_of_death
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4.3.22.7.2.2 2.Increase the RTE stacksize:
The second step (if the first one is not given here more insight), is to increase the stacksize via a new registry

entry.
Set StackSizePerTask f.e. to 30000 hex (double the default 10000 value, and test the application again).

HKEY_LOCAL_MACHINE\SOFTWARE\3S-Smart Software Solutions GmbH\CoDeSys SP\3SRTE3

"StackSizePerTask'"=dword:00030000

B Registry Editor - o x
Fle Edt View Favorites Help
4 J._CoDesys sP “ || Name Ty Daten
A 4] AdaptPowerSchemeError? REG_DWORD 1x00000000 (0)

:;»C:nc %) AdaptPowerSchemeErmorXpAndT REG_DWORD (1x11112222 (286335522)
CoDeys 0 RTE wSethppConfiguration REG_DWORD 0x00000001 (1)
CoDeSysHMI Setupinfo wSetCMConfiguration REG_DWORD 0x00000001 (1)
CaDeSysOPC wSetFileConfiguration REG_DWORD 0x00000001 (1)

ENI Explorer %) AllowSetLoggerConfiguration REG_DWORD 0x00000001 (1)

ENI Server wSetSchedConfiguration REG_DWORD 0x00000001 (1)

ENI Server Suite wSetStartupConfiguration REG_DWORD 1x00000001 (1)

Gateway Server wSetTargetConfiguration REG_DWORD (x00000001 (1)

ServiceTool oStartPLC REG_DWORD 1x00000001 (1)
1Zip - IBuffersize REG_DWORD 0x00010000 (65536)
Acronis REG_SZ Ci\Program Files\35 CODESYS35
Adobe wloadOfBootApplications REG_DWORD 0x00000000 (0)
Aladdin Knowledge Systems iceType REG_DWORD 0x00001006 (4102)
ATITechnologies ablePlcAutoStart REG_DWORD 0x00000000 (0)
AutornationAlliance bleRemoteControl REG_DWORD 0x00000000 (0)
Aconic REG_SZ 3520
Caphyon REG_DWORD 0:00000001 ()
Classes REG_DWORD 0x00000050 (30)
EL‘::I“ REG_SZ Ci\Program Files\3S CODESYS35
Debug whppConfiguration REG_DWORD 0x00000001 (1)
Elaborat Bytes wCMConfiguration REG_DWORD 1x00000001 (1)
foT wileConfiguration REG_DWORD 1x00000001 (1)
Foxit Software wloggerConfiguration REG_DWORD (x00000001 (1)
Ghisler wSchedConfiguration REG_DWORD 1x00000001 (1)
Google wStartupConfiguration REG_DWORD 1x00000001 (1)
GPL Ghostscript wTargetConfiguration REG_DWORD 0x00000001 (1)
Hewlett-Packard 4)ysTrayLocalPort REG_DWORD 0x00003e5d (15965)
illiminable TrayRemoteAddr REG_DWORD 0x00000000 (0)
InstaliShield TrayRemotePort REG_DWORD (x00003e5d (15965)
Tntel TrayUseRemotePLC REG_DWORD 1x00000000 (0)
INTERSOLV onsn REG
InterVideo B 7 stachsizepermask REG_DWORD (x00010000 (65536)

After increase the stacksize, clean up the project and delete the boot project manually before
logging in on the RTE again!

4.3.22.7.2.3 3. Provoke the Bluescreen.

To make this more trackable, please set the following in the Windows Registry:

HKEY_LOCAL_MACHINE\SOFTWARE\3S-Smart Software Solutions GmbH\CoDeSys SP\3SRTE3
"CreateBluescreenOnFirstException"

DWORD-Value CreateBluescreenOnFirstException = 1

Windows key + Pause -> "Startup and Recovery" -> Settings -> under System Error select "Kernel Memory
dump" and confirm.
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System Properties X Startup and Recovery X

Computer Name Hardware Advanced System Protection Remote
System startup
You must be logged on as an Administrator to make most of these changes.

Performance Default operating system:

Visual effects, processor scheduling, memory usage, and virtual Windows 10 &7

memory
[ Time to display list of operating systems: 30 2 second:

. [1Time to display recovery options when needed 30 . seconds
User Profiles

Desktop settings related to your sign-in

Settings...
System failure
Startup and Recovery

A
System startup, system failure, and debugging information Wi e avan: i@ i gyEiEm leg)

Automatically restart

Settings...
\ Write debugging information
Environment Variables... \ Automatic memory dump 2
\ (none)

Small memory dump (256 KB)
oK Cancel Apply |-Kerne| memory dump

Complete memory dump

Active memory dump
[] Disable automatic deletion of memory dumps when disk space is Ic

4.3.22.7.2.4 4. Share the data with the Support.

Provide the Windows 'kernel memory dump', together with the appropriate CODESYS archive for the Codesys
Support.

To Report Problems to Codesys, see our Homepage on 'CODESYS Store Customers'’®" and the
Codesys Store FAQ for 'How do | get support in the CODESYS Store?'182

See also....

+ Report problems and error messages to CODESYS'#3
«  Our CODESYS Online Help (OLH)'8* Website

181 https://www.codesys.com/support-training/codesys-support.html

182 https://store.codesys.com/en/frequently-asked-questions-faq

183 https://faq.codesys.com/display/CDSFAQ/Report+problems+and+error+tmessages+to+CODESYS
184 https://www.helpme-codesys.com/
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+ OLH™: How to 'Analyzing Errors with Core Dump''® and how to 'Create a Core Dump'™® in the first
place
+ OLH: the PLC Log'® and how to Reading the PLC Log'®°

4.3.22.7.3 Why accurate 'steps for reproducing a problem' are important for any Technical
Support

The most important information in any defect, bug or exception documentation are the exact steps to
reproduce a defect.

Without a clear understanding of the problem, any bug here may be incorrectly prioritized or incorrectly
tracked.

Or the problem may be misunderstood and not immediately worked on a fix when the development team
could have spent the time on a more serious issue.

4.3.22.7.3.1 Therefore, here are a few points to keep in mind:

Recovering the correct error image

The first thing the Support or Developer Team will do, when trying to find or fix a bug is, to try to reproduce it
in the development environment.

If the steps to recover the problem are not accurate or the steps do not result in the error occurring every
time, the developer may assume that the problem has already been fixed as a side effect of another problem
in the current environment.

Subsequently, he will return this error to the support team as non-reproducible.
These types of delays can really hold up any case progress.

Test it again

Before sending a bug report, please practice some due diligence.
Test the bug in standard Codesys environments using standard WinV3 control - if possible.

Also, any additional information that can be included may prove critical.

If a bug is attempted to be reproduced on a different system and in a different environment, there is a good
chance that this will not be able to reproduce and will therefore ask for additional information.

If these things are documented and attached to the request in advance, this will save time and inquiries from
the Support Team.

The prioritizing of the bug

By recording the exact steps, that lead to the error, anyone investigating the error can correctly reproduce the
steps and understand exactly what is being reported.

185 https://help.codesys.com/

186 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_using_core_dump.html

187 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_create_core_dump.html
188 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_edt_device_log.html

189 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_reading_plc_log.html
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Not only does the Support Team need to correctly assign and categorize these bugs, but they also need to
prioritize them for development in order to assign the correct severity to bugs and problems.

The internal allocation of resources based on the reported bug

It is important that the bug is properly assigned to the required development team.
A single screenshot of a bug usually does not contain enough information to assign the problem to the
correct team or problem group.

However, providing written steps leading to the screenshot of the bug, or a video of the steps, makes it easier
to assign the correct resources to the problem.

Conclusion

Please take a little extra time when reporting issues to verify that you have taken the proper steps to
reproduce an issue can prevent a bug from being passed from one team to another.

Not only does this delay troubleshooting, but it can also lead to frustration for those trying to track down the
problem.

Keeping an accurate record of the steps leading to a bug is therefore an important general contribution for
us, and ultimately for all customers, in order to lead to a faster bug fix, a possible workaround, or possible
solutions.

If you need technical support, please purchase a Support Ticket'®® in the CODESYS Store.
Note that certain products in the CODESYS Store already include a Support Ticket.

To report software bugs or if you have a question concerning the products in the CODESYS
Store,
click on the "My Question'®"" button next to the shopping cart in the CODESYS Store'?.

4.3.22.8 Switch off the precompilation (EN)

So that errors can already be displayed when coding in Codesys, there is the "precompiler”, which underlines
errors in the editors.

The precompiler does not generate any code!!!
Therefore, the message of the build process are the decisive ones

190 https://store.codesys.com/en/codesys-support-ticket.html
191 https://store.codesys.com/en/contact
192 https://store.codesys.com/en/
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Unfortunately, there can be different displays between the precompilation and the actual compilation
process (as demonstrated in the following example with the compiler version V3.5.16.30).

Devices > o X
=gl Referenz i
= m Device (CODESYS Control Win ¥3 x64)

= Eﬂ PLC Logic

= ’j Application
m Library Manager
PLE. PRG (PRG)
= @ Task Configuration
= @ MainTask (IEC-Tasks)
8] pLC_PRG

The generated
code is OK

PLC_PRG X [f] Device

Description

The appl

PROGRAM FLC_FRG

VAR
refl : REFERENCE TO INT:
il : INT := 1
xSwitch : BOOL;
iCnt : INT;
END VAR

IF NOT xSwitch THEN
refl REF= (;
ELSE
refl REF- il;
END_IF

IF _ ISVALIDREF (refl) THEN
iCnt := iCnt + refl;
END_IF

Messages - Total 1 error(s), 0 warning(s), 0 message(s)

ication is up to date

Build complete -- 0 errors, O warnings : Ready for download

Devices >~ 0 x PLC_PRG x| [f] Device
=3 Referenz - 1 PROGRAM EFLC FRG
= [ Device (CODESYS Cantral Win V3 x64) 8 2z VAR
3 refl : REFERENCE TO INT;
= El] PLC Logic - i ™
. 4 i : = 1;
=} Applicati
4 m'ﬁ"_“ on H xSwitch : BOOL;
Library Manager c ifnt . INT:
PLC_PRG [PRG) 7 END VAR
= @ Task Configuration
=& MainTask (IEC-Tasks) = | IF NOT xSwitch THEN
& pLC_PRG - refl REF= 07
8 3 ELSE
4 refl REF= il;
s END IF
-
=] 7 IF _ ISVALIDREF (refl) THEN
8 iCnt := iCnt + refl;
% END_IF
|tls a bug” -Total 1 error(s), 0 0
o Precompile - BE 1ermror(s)
Description

Ol C0032: Cannot convert type 'BIT to type "INT'

If desired, the precompiler can be switched off via the option "Tools\Options

in the editor".

..A\SmartCoding\Underline errors
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Options *
[] FED, LD and 1L editar "
W) Help
% International Settings Dedare unknown variables automatically (AutoDedare)

Libraries

) [] Enable for ST editar

m Library download
[ Load and Save [] show all instance variables in input assistant
@ Monitoring [[]show symboals from system libraries in input assistant

I PLCopenyML
L‘_, Proxy Settings
]ff Refactoring

List components after typing a dot {.)
[CList companents immediately when typing

ﬂj Runtime Deploy Tool |:| Insert with namespace
SFC editor Convert keywords to uppercase automatically (AutoFormat)
E},l SmartCoding I}
=" Store Automatically list selection in cross reference view
Text edito
et editor I Underline errors in the editor I
@ Visualization

Highlight symbals

B Visalization stiles

4.3.22.9 What are the meanings of the memory occupation data in the message
window?

Each time code is generated, data for the memory occupation are displayed in the message window. The
terminology used is explained below.

Messages - Total O error(s), 0 warning(s), 6 message(s)
Build + |© 0error(s) | & 0warning(s) [0 6 message(s) | <

Description
------ Build started: Application: Device. Application ——
typify code ...
generate code, .
generate global initiaizations ...
generate code initiakization ...
generate relocations ...
& Size of generated code: 1668804 bytes
@ Size of global data: 840680 bytes
@ Total allocated memory size for code and data: 2377766 bytes
@ Memory area 0 contains Data, Input, Output, Memory and Nonsafe Data: size: 1048576 bytes, highest used address: 708358, largest contiguous memary gap: 339618 bytes (32 %)
(1] Memory area 2 contains Persistent Data: size: 4096 bytes, highest used address: 48, largest contiguous memory oap: 4048 bytes (98 %)
& Memory area 3 contains Code: size: 2169450 bytes, highest used address: 1668808, largest contiguous memory gap: 500642 bytes (23 %)
Build complete -- 0 errors, 0 warnings : ready for download!

Size of generated code
The sum of all code pieces produces the size of the generated code.

Size of global data
The size of the global data indicates the entire memory occupied by the global variables. Inputs and outputs
are not taken into account in this, unless inputs or outputs are mapped in the area of the global variables.

Total allocated memory size

Encompasses the entire allocated memory, including the gaps caused by incremental compilation or online
change. In addition, this area also contains memory that is reserved for online change and is still unused for
the time being; i.e. it contains no code and no data. The memory that is occupied corresponds to the highest
used address.
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Highest used address

This is the highest occupied address in the memory range. When compiling for the first time, the memory
addresses are issued to variables in ascending order, taking into account the alignment (as a rule 8 bytes).
The highest used address corresponds approximately to the memory used.

Largest contiguous memory gap

In the case of an online change, memory is used only for new variables and new code. Memory previously
occupied by deleted variables and code is freed up. This can result in gaps in the memory. After many online
changes the memory may become fragmented, i.e. many small gaps are created that can no longer be used.

The largest contiguous memory gap is the assured size that can still be used in any case for further data.

Memory gaps are used, of course. If, for example, a global variable of the type byte is added, it is placed in
the first free byte in the memory. An FB instance, a variable of the type structure or array, or the code for a
POU have to be saved contiguously and therefore occupy more memory accordingly.

Therefore one can only assure the largest contiguous free memory.

4.4 CODESYS Error Messages - FAQ (EN)

4.4.1 Internal error status of a"_TO_" POU when created with addon "CODESYS LD
FBD" in version 4.3.0.0

4.41.1 Error message:

An inconsistent element has been detected (Improper inputs count). Consider making a correction.

Unknown box type xxx_TO_xxx.

4.4.1.2 Reason for error message:

Some library blocks with the name "_TO_" (i.e. block names such as "BYTE_TO_STRING") generated incorrect
error messages in addon version 4.3.0.0 and can not be used. If a project with blocks created in this way is
opened with a CODESYS with the addon "CODESYS LD FBD" in a version lower or higher than 4.3.0.0, the
above error messages are displayed for this POU. The error status is stored invisibly in the function block
and is only overwritten during generation or a forced update.

4.4.1.3 Error fixing:

Execute the "Update Parameters" command on the POU (context menu by right-clicking on the block). The
error messages should no longer appear.
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5 CODESYS Fieldbus - FAQ (EN)

5.1 CODESYS BACnet - FAQ (EN)

5.1.1 BACnet: Cyclic Reading of a Property

5.1.1.1 Hardware

Raspberry Pi as a BACnet server (provides data points)
CODESYS Control Win V3 as a BACnet client (cyclic reading of the data points)

5.1.1.2 Requirements for the server and client

Check that the following entries are present in the file CODESYSControl.cfg.

Including the BACnet component:
[ComponentManager]
Component.[n+1]=CmpBACnet

Including the INI file of the BACnet stack (pay attention to the syntax):
[CmpBACnhet]
IniFile=bacstacd.ini

5.1.1.3 Requirements for the BACnet server

Create a "Standard project"” and select "CODESYS Control Raspberry Pi SL" as the device.
Define the target system by means of the Network scan.
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B Edt Vew Projct Buld Crine Debug Tods Wndow el
R & LR YR )
_D!W!i * 3 X

= [ BANetServerORaspbery
= |T) Device (CODESYS Control for Raspberry P 51)
= 8l ALcLoge
= 1) Application
1 Lbrary Manager
|B] PLc_PRG (PRG)
= (8 Task Configuration
=2 marTask
&1 mc e
= kg BACnet_Server [BACnet Server)
) BACret_Ansiog_Vaue (BAChet Analog Value)
‘& Softotion General Axis Pool
& e
s
W cP10s_4 B (5P10s AfE)
& Onewie
= & Camers devis
K cleers (<Empty=)

#

o %

[ Device =
Comenunication Settings
Applications
Backup and Restore
Files
Log
PLC Settings
PLC Shell
Uisers snd Groups
Task Deployment
Status

Informaticn

o
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Gateway-1

P-Address:
Iecalhost

Port:
n7

Gateway

®
- [0301.4000.03CE] (actve) -

Dievice Name:
ThE_raspbemy

Deevice Address:
0301.A000.03C6

Target [0:
0000 0010

Target Type:
4102

Target Vendor:

35 - Smart Software Solutions GmbH

Target Versicr:
15110

Insert a "BACnet Server" and a "BACnet Analog Value" object in the device tree:

@ BACNetServerOnRaspberry.project - CODESYS

(@) Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=g MairTask
& PLC_PRG
£ ‘; BACnet_Server (BACnet Server)
42} BACnet_Analog_Value (BACnet Analog Value)
"2 SoftMotion General Axis Pool
o
2 ser
E® GPIOs_A_B (GPIOs A/B)
% Onewire
=-"a Camera device
K <leers (<Empty>)

File Edit View Project Lbraries Buld QOrline | Deb
el &l B X R
Devices v 3 X
= ) BACWetServerOnRaspberry =]
= ﬂi Device (CODESYS Control for Raspberry Pi SL)
= @ﬂ PLC Logic
= o Application

Every device in a BACnet network must have a unique ID. Set this in the tab BACnet Interface
Parameters of the "BACnet Server" object.
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t_

Ble Edt Yew Pukc Gud Onie Qebup Took lndow Hel
Dok ] o b R X MG IR - (I OFCH ) m WI[ETE S F o (M
uﬁ-]- > 8 K | Deee  |[§) FCFRG R BACnet Server X
= i BAuetererCnRssbeTy ]
= [ Device (COOESYS Corrl Parameters Parameter Type Ve Defauft Value Uniz
= Hll pcioge # UsecBacy e BACHET_STRING UITF 8 BACHET_STRIMG UITF 8
= 3 ngphcation S NTLIRED P —— o0t FaE FALSE
D oy Manager # HceToOutside: BOOL. FALSE FALSE
PLC_FRG ) S = [ Dwvice Progerses
= @ Task Contgurason P T # PO\ SegmentTimecut wowT 000 200
= g Mok # APDUTImecut vomT o0 3000
& nc s * L L
= 1 BAChat_Server BACrmt Server] [y —— oo e e
Q) BACnes_snaiog_vaiue (BACret Ansiog Value) # Descrpon WSTRIMG(255) “Description” “Desciption”
"3 Softkotion General s Poal " Lo 0"
3 # Localnate. DaTE D#1970-1-1 DE1ET0-1L
L = # LocalTn ™e oo o
B oPI0s 4 B (GPI08 AE) # Locason WSTRIMG(ZSS) “Locaton” “Locaton”
2 Onewre # MaxAPDULengthaccepted DT W s
=% Canera deven # HasirsFromes e 1 1
K ceers (<Broty>) ® Hanaster o r2) 17
# Mo WSTRING(25S) Model” Mod”
# NmberOfFDURenes VDT ¥ 5
# Instancehiber _EI 1
# Instancetisre WSTRIMG(ZSS) BACnet_Server” BACneDevie"
# ProtociCblectT mpesSupported STRIMG: ‘110111110101 101 101 1100 L1010 ‘IO 1LLIL1ILN00 1100001
# PratocstiaricesSiupperted STRING: L0 001000001 0LAILI0NT 3813013130031 2005000001 11400 41048
# Protoooiverson UDINT 1 1
« 0

Within a device, every instance of a BACnet object type (BACnet Analog Value, BACnet Binary Value,
etc.) receives a unique ID. This remains unchanged here as the value "1".

"_

He Edt \ew Project Guld Onine Debug Iock  Window Help
e S 4 B G H I B, aIFTEEE T | W
l-h - ‘E' [ pevee (5] PLCPRG  [Be BACret Server () BACnet_Analog_Vahse X |
=[] BACNstServerGrRasmberry
= [ Device (CODESYS Control for Raspberry P 5L) BAChet Interface Parasmeters Pararmeter Type Wale Default Value Unié  Description
= B Aciogc | # AckedTransitiors STRING ‘000" ‘000 AdkedTransitions
= 1) Application BACnet Interface 0 Manping * ot e o o Notfica
5 Lxary Manager # COVIncrement LREAL a0 a0 CaVInzement
5] Pc_pmc pag) s # Deacbard LREAL ) o Dreadband
= @ Task Configuration s # Description WSTRING{255) “Description’ “Desciption” Description
= MairTask # EventErable STRING ur ‘ur EventEnstle
&) fc e - # EventState Enumeration of DINT STATE_NORMAL STATE_NORMAL EventState
= Kb BACnet_Server (BAChet Server) - # Hgrumit LREAL 10 10 HgLmt
40 BACnet_Anakg_iakse (BACnet Anslog Value) # UmitEnabie STRING 1 w LimiEnable
"B SoftMotion General fuds ool # Lowdimit LREA 10 10 Lowdimit
A # NothyType Enumeration of DINT NOTIFY ] NOTIFY_TYPE_ALARM NotifyType
s 1 # Instarcefumber  DWORD 1 Trstancahmber
E®) oP10s_a B (GP10s AJE) # instancetiams WETRING(28) analoghize’ “Analogiake® Irstancebiame.
‘Onevars # DutDfSenice BOCL FhLSE FMSE DutService
= b Camers deviee # Fresentiahe LREAL a0 0.0 Presentvalue
K ceer> (<Empty>) # Relablty Enumeraion of DINT RELLABILITY_NO_FALLT DETECTED RELIASILITY_MO_FAULT DE. Relablty
# RefnquistDefoult  LREAL a0 0.0 RebncuishDefault
# StatusFlags STRING 0000 ‘0000" StatusFlags
# TimaDelsy LDINT [ o TimaDelay
# Units Enumeration of DINT UNIT_MILLIVOLTS UNIT_MILLIVELTS Units
# Profishiames WSTRING(255)

Both the instance ID of the device and the instance ID of the object type are reused in the source
code of the BACnet client.

+ Adapt the "PLC_PRG" as follows:
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[® BACNetServerOnRaspberry project” - CODESYS
File Edit View Project Build Onlne Debug Tools  Window

H
BEE &l b B XK [k ARt O O8 | | = B |=
L r & x [ Device PLC_PRG X |
BACNetServerOnRasoberry E] 1 PROGEAM FLC FRG
- ﬂj Device (CODESYS Control for Raspberry PiSL) = z VAR
~ B PLC Logic 3 x3witch :  BOOL;
=} Application 4 lrValue :  LREAL := 0.23;
. m Library Manager s END_VAR
PLC_FRG (PRG)
---@ Task Configuration 1 // Numeric simulation
=58 MainTask = 2 IF xSwitch then
@ PLC_PRG 3 1rValue := lrValue + 0.01;
= 4 IF 1rValus »= 5.0 THEN

®3witch := Falae;

m
=l
(=]
=]
[
i
o
[=]
8
<
= NN
=
m
>
(=]
=
m
3
o
[=]
i
-
o
=
m
5
S ) ]

END IF
- s = ! ELSE
- e 2 1rValue := lrValue - 0.01;
A SPI = s IF 1rValue <= -5.0 THEN
ﬁa GPIOs_A_B (GPI0s A/B) 10 xSwitch := True;
% Onewire 11 END IF
=% Camera device 12 END_IF

1z
14 JBACnE t_knal n-g_ValueI PresentValue := lrValue:
- —

il

must be identical

""" K <leer- (<Empty =)

Declaration

VAR

xSwitch : BOOL;

1rValue : LREAL := 0.23;
END_VAR

Implementation
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BACnet_Analog_Value.PresentValue

// Numeric simulation
IF xSwitch then
1rvValue := 1lrValue + 0.01;
IF 1rValue >= 5.0 THEN
xSwitch := False;
END_TIF
ELSE
lrValue := 1rValue - 0.01;
IF 1rValue <= -5.0 THEN
xSwitch := True;
END_TIF
END_TIF

:= 1rValue;

5.1.1.4 Requirements for the BACnet client (As of BACnet-Version 1.2.0.0)

Devices -

q

x

=il BACNefCientOnWink3 SPi4

= ﬂj Device (CODESYS Control Win V3)
=-El] PLE Lagic
=-{L} Application

m Library Manager
PLC_PRG (PRG)

= @ Task Configuration

= @ MainTask (IEC-Tasks)
] PLC_PRG
l,.- BACnet_Client (BACnet Server)

Adapt the PLC_PRG POU as follows:

=

Create a "Standard project" and select "CODESYS Control Win V3" as the device.
Define the target system by means of the network scan (see BACnet server).
Insert a "BACnet Server" object and rename it to "BACnet_Client"

Declaration
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VAR
fbReadProperty : BACnet.BACnetClientReadProperty;
xReadExecute : BOOL;
1lrReadValue : LREAL;
xInitDone : BOOL := FALSE;
END_VAR

Implementation

IF NOT xInitDone THEN
fbReadProperty.RegisterToServer (BACnet_Client);
fbReadProperty (dwTargetDeviceNumber := 718,
objType :=
BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.OBJ_ANALOG_VALUE, objInst := 1,
propID :=
BACnet.CmpBACnet.IEC_BACNET_PROPERTY_ID.PROP_PRESENT_VALUE);
xInitDone := TRUE;
ELSE
fbReadProperty(xExecute := xReadExecute);
IF fbReadProperty.xDone THEN

xReadExecute := FALSE;
lrReadValue := BACnet.GetRealFromContents(fbReadProperty.result);
END_IF

END_IF

5.1.1.5 Requirements for the BACnet client (Up to BACnet-Version 1.2.0.0)

+ Create a "Standard project"” and select "CODESYS Control Win V3" as the device.
- Define the target system by means of the network scan (see BACnet server).
+ Insert a "BACnet Server" object and a "BACnet Client Property Access" object in the device tree.
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File Edit Project Build Online

BeE &

View

Debug Tools

A
[}M e

|

Window

-0

Help

=] BACNetClentOniny3
- m Device (CODESYS Contral Win V3)
=10 PLC Logic
—O Application
m Library Manager
PLC_PRG (PRG)
@ Task Configuration
-@ MainTask

8 PLC_PRG

= G BACnet_Server (BACnet Server)

“-# BACnet_Client_Property_Access (BACnet Client Property Access)

+ Adapt the "PLC_PRG" POU as follows:

BACNetClientOnWinV3.project - CODESYS.

Ble Edt Wew Project Buld Onine Debug ook Help
S = =] 3B X 08t ab | et e B BB 08 : | e ||
Devices > & X | 5 Devie ') MC_FRG X
= 3 BACMetCheniOnivink? > = 2 VAR
= [ pevice {cODESYS Control Win v3) 3 cesdPropertyFB : BACnet.ClientReadProperty:
=& rcLogic 4 readRcal : LRBAL;
= £ Apphcation 5 END VAR
.]] Library Manager 1 //Eimply exscute the FB reading out & property
i’l PPLC_PRG (PRG) = 2 readPropertyFB (CLisntFB := BAChet_Client Property Access,
= (@ Task Configuration 3| dwlergetDeviceNunber 1= 718,
= MaTask 4 obilype := BACnet.CnpBAChet.IEC_BACNET_OBJECT_TYPE.CBJ_ANALOG_VALUE,
&) aLc_pre £ sbilnas i= 1,
- proplD := BACnet.CmpBACnet.[EC_BACKET PROPERTY_ID.FROP_PRESENT VALUE):

= I BACnet_Server (BAChet Server)
4 BACnet_Clent_Property_Access (BACnet Client Praperty Access)

//5tart executlon and send BACnet-request to BACnet-nstwork
IF HOT resdPropertyfB.xExecute THEN

resdPropercyFB. xExecute 1= TRUE;
END_IF

t. When xDon= 1s TRUE, an ansver has bes

readReal
//Resat FH and also its
readFropertyFE. xExecute
BN _TH

Declaration

VAR
readPropertyFB : BACnet.ClientReadProperty;
readReal : LREAL;
END_VAR
Implementation
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//Simply execute the FB reading out a property
readPropertyFB(clientFB := BACnet_Client_Property_Access,
dwTargetDeviceNumber := 718,
objType := BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.OBJ_ANALOG_VALUE,
objInst := 1,
propID := BACnet.CmpBACnet.IEC_BACNET_PROPERTY_ID.PROP_PRESENT_VALUE);

//Start execution and send BACnet-request to BACnet-network
IF NOT readPropertyFB.xExecute THEN

readPropertyFB.xExecute := TRUE;
END_IF

//Wait for the answer on the request. When xDone is TRUE, an answer has been received.
IF readPropertyFB.xDone THEN

//Read out the answers contents

readReal := BACnet.GetRealFromContents(readPropertyFB.ReadPropertyResult);

//Reset FB and also its contents

readPropertyFB.xExecute := FALSE;
END_TIF

5.1.1.6 Downloading and starting the projects

5.1.1.6.1 BACnet server

+ Download the application to the PLC.

5.1.1.6.2 BACnet client

+ Download the application to the PLC.
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5.1.1.7 Reading a device property

If for example general properties of the device be read, then you have to pay attention that the ID of the
device number agrees with the object instance.
Example: Reading the revision number of the firmware:

Implementation

readPropertyFB(xExecute := xExecute,
clientFB := BACnet_Client_Property_Access,
dwTargetDeviceNumber := 718,

objType := BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.OBJ_DEVICE,

objInst := 718,

propID :=
BACnet.CmpBACnet.IEC_BACNET_PROPERTY_ID.PROP_FIRMWARE_REVISION);

5.1.2 BACnet: Reading and writing a Calendar object

The BACnet server from the FAQ BACnet: Cyclic Reading of a Property is used as the server here.
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5.1.2.1 Requirements for the BACnet server

+ If you have followed the steps in the above linked FAQ exactly, then
- add a BACnet object of type BACnet Calendar to the BACnet Server in the device tree
- delete the exisiting BACnet Analog Value

+ Adapt the "PLC_PRG" as follows:

Declaration
VAR
xAddCalendar : BOOL;
// API does not check dayOfweek!!! == >> DAY_OF_WEEK_UNSPECIFIED
bacDate : CmpBACnet.IEC_BACNET_DATE := (year := 2020, month := 2,

dayOfMonth := 7, dayOfWeek :=
CmpBACnet.IEC_BACNET_DAY_OF_WEEK.DAY_OF_WEEK_FRIDAY);
bacDate2 : CmpBACnet.IEC_BACNET_DATE := (year := 2020, month := 2,
dayOfMonth := 14, dayOfWeek :=
CmpBACnet.IEC_BACNET_DAY_OF_WEEK.DAY_OF_WEEK_UNSPECIFIED);
bacDateStartRange : CmpBACnet.IEC_BACNET_DATE := (year := 2020, month := 2,
dayOfMonth := 17, dayOfWeek :=
CmpBACnet.IEC_BACNET_DAY_OF_WEEK.DAY_OF_WEEK_UNSPECIFIED);
bacDateEndRange : CmpBACnet.IEC_BACNET_DATE := (year
dayOfMonth := 25, dayOfWeek :=
CmpBACnet.IEC_BACNET_DAY_OF_WEEK.DAY_OF_WEEK_UNSPECIFIED);

2020, month := 3,

udiCnt : UDINT;
xMatchCurDay : BOOL;
END_VAR

Implementation

BACnet_Calendar.GetEntryCount(count => udiCnt);
xMatchCurDay := BACnet_Calendar.PresentValue;
IF xAddCalendar THEN
xAddCalendar := FALSE;
BACnet_Calendar.AddBACnetDate(bacDat := bacDate);
BACnet_Calendar.AddBACnetDate(bacDat := bacDate2);
BACnet_Calendar.AddBACnetDateRange(bacStartDat := bacDateStartRange,
bacEndDat := bacDateEndRange);
END_IF
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+ Download the project to the controller and set the xAddCalendar variable to TRUE.
If successful, the entry count for the BACnet Calendar will increase by three.

Devices * o X PLC_PRG X m Library Manager m Device
=g BAcnetServert aendaronfagpbery
= m Device [connected] (CODESYS Contral For Raspberry Pi MC 51

Device.Application.PLC_PRG

= Eg PLC Logic Expression Type Walue
=i} application [run] @ whddSchedule EOOL FALSE
7 Lbrary Manager + @ bacDate CmpBACnet JEC_BA. ..
PLC_PRG (PRG) * @ bacDatez CrpBACRet IEC_BA...
= @ Task Configuration + ¢ bacDateStartRange CrpBAChet. IEC_BA...
+

=7 8 MainTask (IEC-Tasks) # bacDateEndRange CrpBACnet IEC_BA.,
&) PLC_PRG # udicnt UDINT %
=310 BAChet_Server (BAChet Server) @ sMatchCurDay BOOL

o BACnet_Calendar (BAChet Calendar)

5.1.2.2 Requirements for the BACnet client

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
- Define the target system by means of the network scan (see BACnet server).
+ Insert a "BACnet Server" object and rename it to "BACnet_Client"

Devices
=gl facniefCianit alandaron Wanl?
= ﬂj Device (CODESYS Control Win W3
=] PLC Logic
= r‘j Application
m Library Manager
PLC_PRG (PRIS)
= @ Task Configur ation
= g8 MainTask (IEC-Tasks)
H] PLC_PRG
k- |BACNet_Client (BACNeL Server) |

+ Open the Library Manager and add the following libraries
CmpBACnet

fiij Library Manager x
.ﬂ\dd Libirary Delete Library | 25 Properties Details | 5] Placeholders mLihrar},ﬂ Repository I@llcnn legend...

Marme MNarnespace Effective version
#-[L | 35Llicense = 35License, 3.5.14.0 (35 - Smart Software Solutions GrbH]) _35_LICENSE 3.5.14.0
A BACnet = BACnet, 1.5.0.0 (35 - Smart Software Solutions GmbH) BACnek 1.5.00
#-| | BreakpointLogging = Breakpoink Lagging Functions, 3.5.5.0 (35 - Smart Software Solutions GrbH]) EPLog 36850
A Cas Device Diagnosis = CAA Device Diagnosis, 3.5,15.0 (CAA Technical Workgroup) DED 3.5.15.0
- CmpBACnet = CrpBACRet, 3.5,.15.30 (35 - Smart Software Solutions GrbH) CrpBAChet 3.5.15.30
4| IoStandard = IoStandard, 3.5.15.0 {System) Iostandard 3.5.15.0
| Standard = Standard, 3.5.15.0 {System) Standard 3.5.15.0
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Declaration

VAR CONSTANT
c_udiMaxEntries
c_sDelimeter

END_VAR

VAR
fbReadProperty
xReadExecute

xInitDone
bacCalendarContents
udiIndex

asEntries

pbyRawBuffer
pCalenderEntry

dat :
// Value is used 1if ty
dateRange

// Value is used if ty
weekNDay

sHelp
END_VAR

: ARRAY [0..c_udiMaxEntries] OF STRING;

UDINT := 10;
String = '.';

BACnet.BACnetClientReadProperty;
BOOL ;

BOOL := FALSE;
CmpBACnet.IEC_BACNET_PROPERTY_CONTENTS;
UDINT;

POINTER TO BYTE;

POINTER TO CmpBACnet.IEC_BACNET_CALENDAR_ENTRY;
CmpBACnet.IEC_BACNET_DATE;

pe is set to "date range"
CmpBACnet.IEC_BACNET_DATE_RANGE;

pe is set to "week-n-day"
CmpBACnet.IEC_BACNET_WEEK_AND_DAY;

STRING;

Implementation

IF NOT xInitDone THEN
fbReadProperty.Registe
fbReadProperty (dwTarge

objTyp

BACnet.CmpBACnhet.IEC_BACNE

propID

BACnet.CmpBACnhet.IEC_BACNE

udiTim
xInitDone := TRUE;

ELSE
fbReadProperty (xExecut
IF fbReadProperty.xDon

rToServer (BACnet_Client);

tDeviceNumber := 718,

e :=

T_OBJECT_TYPE.OBJ_CALENDAR, objInst := 1,

T_PROPERTY_ID.PROP_DATELIST,
eOut := 5000000);

e := xReadExecute);
e THEN
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xReadExecute := FALSE;
bacCalendarContents := fbReadProperty.result;

IF bacCalendarContents.tag =
CmpBACnet.IEC_BACNET_DATA_TYPE.DATA_TYPE_CALENDAR_ENTRY THEN
pCalenderEntry := bacCalendarContents.buffer.pBuffer;
FOR udiIndex := 0 TO bacCalendarContents.nElements -1 DO
CASE pCalenderEntry[udiIndex].tag OF
CmpBACnet.IEC_BACNET_CALENDAR_ENTRY_TYPE.CALENDAR_ENTRY_DATE

sHelp :=
CONCAT (BYTE_TO_STRING(pCalenderEntry[udiIndex].entry.dat.dayOfMonth), '.');

sHelp := CONCAT(sHelp,
TO_STRING(pCalenderEntry[udiIndex].entry.dat.month));

sHelp := CONCAT(sHelp, '.');

sHelp := CONCAT(sHelp,
WORD_TO_STRING(pCalenderEntry[udiIndex].entry.dat.year));

asEntries[udiIndex] := sHelp;

CmpBACnet.IEC_BACNET_CALENDAR_ENTRY_TYPE.CALENDAR_ENTRY_
DATE_RANGE:

sHelp :=
CONCAT (BYTE_TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.startDate.dayOfMo
nth), '.');

sHelp := CONCAT(sHelp,
TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.startDate.month));

sHelp := CONCAT(sHelp, '.');

sHelp := CONCAT(sHelp,
WORD_TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.startDate.year));

sHelp := CONCAT(sHelp, ' ... ");

sHelp := CONCAT(sHelp,
BYTE_TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.endDate.day0OfMonth));

sHelp := CONCAT(sHelp, '.');

sHelp := CONCAT(sHelp,
TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.endDate.month));

sHelp := CONCAT(sHelp, '.'"');

sHelp := CONCAT(sHelp,
WORD_TO_STRING(pCalenderEntry[udiIndex].entry.dateRange.endDate.year));

asEntries[udiIndex] := sHelp;

CmpBACnet.IEC_BACNET_CALENDAR_ENTRY_TYPE.CALENDAR_ENTRY_WEEK

_AND_DAY:
// Do Something
ELSE
// Should never used == >> Implement ErrorHandling
END_CASE
IF pCalenderEntry[udiIndex].tag =
CmpBACnet.IEC_BACNET_CALENDAR_ENTRY_TYPE.CALENDAR_ENTRY_DATE THEN
dat := pCalenderEntry[udiIndex].entry.dat;
END_IF
IF pCalenderEntry[udiIndex].tag =
CmpBACnet.IEC_BACNET_CALENDAR_ENTRY_TYPE.CALENDAR_ENTRY_DATE_RANGE THEN
dateRange := pCalenderEntry[udiIndex].entry.dateRange;
END_IF
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END_FOR
END_IF
END_IF
END_IF

+ Download the project to the controller and set the xReadExecute auf den Wert TRUE.
If successful, the values are transmitted from the server to the client.

» BACHetClientKalendarOn'Win3.project* - CODESYS
File  Edit \fiew Project Build Online Debug Tools  Window  Help  BACNet
BEaE & - = 8 R Rt LTl B | v (3 #8 | Application [Device: PLC Logic] = ©5 @, @ W ([Z 5= %= = & = M =

Devices v & %X | ffff lbraryManager '[S] PLCPRG x| [ Device |
= 1) BACNet itk aindar il 881 yovice.application.PLC_PRG
= | Device [connected] (CODESYS Cantrol Win 3)
=80 FLC Logic Expression Type Value
= £} application [run] @ c_udiMaxEntries UDINT @
i) Library Manager @ c_sDelimeter STRING @
PLC_PRG (PRG) + @ fbReadProperty BACRet.BACnetClien. ..
= @ Task Configuration @ xReadExecute BOOL
= % MainTask ([EC-Tasks) @ xInitDone BOGL
@ PLC_PRG + @ bacCalendarContents CmpBAChet [EC_BA. ..
& BAChet_Client (BACRet Server) % udindex UDINT 3
= 4 asEntries ARRAY [0,.c_udiMa,.,
@ asEntries[0] STRIMNG ‘7.2.1900
4 asEntries[1] STRIMG '14.2.2020'
@ asEntries[2] STRING '17.2.2020 ... 25.5.2020
4 asEntries[3] STRIMG "
@ asEntries[4] STRING
# asEntries[5] STRIMNG
# asEntries[6] STRING
@ acFrivies 71 =TRTMG

5.1.3 BACnet Writing of a Property (PresentValue)

The BACnet server from the FAQ BACnet: Cyclic Reading of a Property is used as the server here.
Reduce this one to reading the analog value.

|| File Edit View Project Build Online  Debug Tools Window Help
BEEI&o o f BRX AGAS N0 |&E 0

Devices 1 x (@ Device  [5) PLC_PRG x
= 5 BACNetServerOnRaspberry, WiiteFroperty ||
= 7] Device [connected] (CODESYS Contral for Ra
=21l pLC Logic EU=Tel Type o

- I Application [run] @ Ivalue LREAL 0
m Library Manager
PLC_PRG (FRG)

Device Application.PLC_PRG

= @ Task Configuration 1 1rValue| [ := BACnet_Rnalog Value.PresentValue 0 : RETURN]
= \\‘% MainTask (IEC-Tasks)
8 PLC_PRG

G BACnet_Server (BACnet Server)
u BACnet_aAnalog_Value (BACnet Analg
" softMotion General Axis Pool A
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5.1.3.1 Requirements for the server and client

Check that the following entries are present in the file CODESYSControl.cfg.

+ Integration of the BACnhet component:
[ComponentManager]
Component.[n+1]=CmpBACnet
+ Integration of the INI file of the BACnet stack (pay attention to the syntax):
[CmpBACnet]
IniFile=bacstacd.ini

5.1.3.2 BACnet client project

+ Create a "Standard project” and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the network scan (see BACnet server).

Support — Public FAQ

+ Insert a "BACNet Server" object into the device tree and rename it as "BACnet_Client".

Devices
=13 BAChetClentOnWinv.3_ WiitePraperty
= ﬁ Device (CODESYS Control Win V3)
=-E]l] PLE Logic
=1L} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= Q"@ MainTask (IEC-Tasks)
H] pLC_PRG
h.p BACnet_Client (BACnet Server)

+ Open the Library Manager and add the following libraries:
CmpBACnet

m Library Manager X

5 Add library Delete library | F5° Properties Details | 5] Placeholders ﬁﬂ Library repository

MName MNamespace Effective version

e 35SLicense = 35License, 3.5. ambH 35_LICEMSE 3.5.14.1

+ BAC BACnet L2

+ BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0

+ CmpBACnet = CmpBACnet, 3.5.14.0 (35 - Smart Software Solutions GmbH) CmpBACnet 3.5.14.0

- IoStandard = IoStandard, 3.5.13.0 (Syq ) IoStandard 3.5.13.0
Standard = Standard, 3.5.14.0 (System) Standard 3.5.14.0
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Edit the PLC_PRG POU as follows:

Declaration

VAR
fbWriteProperty : BACnet.BACnetClientWriteProperty;
writePropVal : BACnet.CmpBACnet.IEC_BACNET_REAL := 16.34;
writePropCont : BACnet.CmpBACnet.IEC_BACNET_PROPERTY_CONTENTS;
xWriteExecute : BOOL;
writePrio : CmpBACnet.IEC_BACNET_SIGNED := 16;
xInitDone : BOOL := FALSE;

END_VAR

Implementation

IF NOT xInitDone THEN
fbWriteProperty.RegisterToServer (BACnet_Client);
fbWriteProperty(dwTargetDeviceNumber := 718,
objType :=
BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.OBJ_ANALOG_VALUE, objInst := 1,
propID :=
BACnet.CmpBACnet.IEC_BACNET_PROPERTY_ID.PROP_PRESENT_VALUE);
xInitDone := TRUE;
ELSE
writePropCont.buffer.pBuffer := ADR(writePropVal);
writePropCont.buffer.nBufferSize := SIZEOF(writePropVal);
writePropCont.nElements := 1;
writePropCont.tag := BACnet.CmpBACnet.IEC_BACNET_DATA_TYPE.DATA_TYPE_REAL;

fbWriteProperty (xExecute := xWriteExecute,
propertyContents := writePropCont,
nWritePriority := writePrio);
END_IF

Download the project to the controller and set the xWriteExecute variable to TRUE.
The value is transferred to the server.
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Devices > 1% ffly Library Manager PLC_PRG X [[[] Device |
=5 BACnetClentOniWinv3 WriteProperty ~ | | —p——
= [ Device [connected] (CODESYS Control Win V3|
Type Value Preparec

=B PLC Logic Expression
=} Application [run] ¥ @ fbWritePropery BACnet.BAChetClien. .
REAL 1634

i Library Manager & waitePropval
BACnet.CmpBACnet...

PLC_PRG (PRG) # @ writePropCont
= (@ Task Configuration # xWritsExecute BOOL
= MainTask (IEC-Tasks) @ wiritePrio DINT 16
) pic pre # xinitDone B00L
B BACnet_Client (BACn=t Server) —
=] 1] NOT xInitDone[ GNEN THEN
| z foliriteProperty.RegisterToServer (BACnet_Client);
= foliriteProperty (dwlargetDeviceNumber[ 78 ] := 718,
4 ©ob]Type[OB] ANALGG » | := BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.OBJ_ANALOG_VALUE, objInst[ 1 ] :=1,
5 propID[PROP_ PRESE b | := BACnet.CmpBACnet.IEC BACNET PROPERTY ID.PROP PRESENT VALUE):
5 xInitDone[fflE := TRUE:
= 7| ELSE
8 writePropCont.buffer. pBuffer 16a0505516% | := ADR (writePropVal 188 ¥ ]);
5 writePropCont.buffer.nBufferSize[ 4 | := SIZEOF (writePropVal[ 183 ¥ |);
10| writePropCont.nElements[ 1 ] := 1;
11 writePropCont.tag DATATYPE_ b | := BACnet.CmpBACnet.IEC BACNET DATA TYPE.DATA TYPE REAL@ & |
1z
=] 13 fbWriteProperty (XxExecute A := xWriteExecuce IENE,
14 propercyContents := writePropCont,
15| nWritePriority{ 36 | := writePrio[ & |);
16|+ END IFEETURN|

Devices * 3 x [f Device '[Z] PLC_PRG x
=5l BACNetServerOnRaspberry. WiiteFraperty (=] T T
=7+ [1] Device [connected] (CODESYS Control for Rag

= @l] PLC Logic Expression Type Value
=i} Application [run] @ Irvalue LREAL 16.340000152587891
m Library Manager
PLC_PRG (PRG)
- @ Task Configuration 1 1rValue[ 162 » | := BACnet_Rnalog Value.PresentValue[ 183 ;EETUAN]
=-g8 MairTask (IEC-Tasks)
#] PLC_PRG

= ‘_’ BACnet_Server (BACnet Server)
u BACnet_Analog_Value (BACnet Analo

+ The PresentValue property is written with priorities from 1 to 16, where 16 is
the lowest.
When you write a value with a higher priority to the server, it is retained until it
is deleted or overwritten by an even higher priority.
During the delete operation, the value of the highest set priority is then output
as PresentValue.
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A priority is deleted by writing to it with the data type DATA_TYPE_NULL.

1

Devices > 8 X | fff] LbraryManager PLC_PRG X | [ Device
=1 BaGretGlentOrivina_Writetroperty = 1| PROGRAM PLC_PRG
=/ Device (CODESYS Contral Win V3) Bz e
= &l PLc oo 5 o  EACnet.BACnercl
=¥ Application g writePzopVal i BACRet.CmpBACnet.IEC_BACNET REAL i= 16.34;
8 Lbrary Manager of writePropont  : BACnet.CmpBACnet.TEC BACNET PROPERTY CONTENTS:
o Pr6 b e xdriteExecute  : BOOL:
7 writerrio : CmpBACnet.IEC BACNET SIGNED i= 16;
= B resc confiuratn . Anithone  : BODL :- FALSE;
=& MainTask (IEC-Tasks) 3
&) pLc_Pre 10 xDelete : BOOL;
I BACnet_Clent (BACnet Server) 1 END VAR
© @ IF NOT xInicDone THEN
H foiiritePropersy.RegisterToServer (8ACnes_Client);
=] 3| fbliriteProperty (dwTargetDeviceNumber := 71Z,
4 objType := BACnet.CmpBACnet.IEC_BACNET_OBJECT_TYPE.0BJ_ANALOG_VALUE, objlnst := 1,
K PropID := BACnet.CupBACnet.IEC_BACNET_PROPERTY_ID.PROP_PRESENT VALUE);
L *InicDone := TEUE;
8 7 ESE
B buSfer.pButfer :- ADR(vritePropVal);
s buffer. nButt. - s1m ):
10 writePropCont.nElements := 1;
1 writePropCont.tag = BACnet.CrpBACnet.IEC_BACNET DATA TYPE.DATA TYPE REAL;
B8 13 fbiiriteProperty (sExecute i= xWriteExecute,
13 propercyContenta := writePropCent,
15 DiriteBriority := writePrio);
IF xDeleve THEN
xDelete = FALSE:
writePropval
- xWrites:
propertyContents := writePropCont,
OWE1GePriority i= WritePrio);
Ew_1r
= 1P

5.2 CODESYS EtherCAT - FAQ (EN)

5.2.1 EtherCAT: Redundancy

For a detailed understanding, please consult our on
subordinate articles.

To note:

There are different types of redundancy:
Controller Redundancy

+ Cable Redundancy of EtherCAT
+ Redundant I/0 system
+ Combinations

line help and all settings at Redundancy Settings'®® and

Redundancy is depending on the available runtime system components.

193 https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_redundancy_reference_tab_settings.html
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5.2.1.1 Example setup:

5.2.1.1.1 EtherCAT cabling with controller redundancy

Programming

Active PLC . : Standby PLC
i Redundancy Interconnection cle

Network Switch EtherCAT Communication

I
& . CJ ..
. «» /O System
L] L]

Customize the 'Synchronization timeout' setting

Synchronization timeout should not be 0.

Set a value (for example) to a 30 (ms) limit.

Otherwise, EtherCAT network fails when the connection is disconnected with the Primary cable
and then reconnect.

Increasing the Distributed Clock Cycle Time seems to have solved this problem.
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5.2.1.1.2 EtherCAT cabling with controller and cable redundancy

Programming

CODESYS

a

Active PLC

Redundancy Interconnection

\ l

Network Switch Network Switch

-

Standby PLC

EtherCAT Communication

1/O System

With EtherCAT cabling redundancy, the EtherCAT distributed clocks'®* are not supported!

For a EtherCAT Cable Redundancy, every PLC needs two ports:

+ One switch for PLC1 Port1 and PLC2 Port1, and
+ the second switch for PLC1 Port2 and PLC2 Port2.

Redundancy Link General  Visualization

Application

Redundancy task name MainTask

Timeout {ms) 30 =
Synchronisation timeout {ms) 0 =

Fieldbus Settings

EtherCAT

Ethercat Master NIC settings

Source address (MAC) PLC 1 Browse...
Source address (MAC) PLC 1 redundancy Browse...
Source address (MAC) PLC 2 Browse...
Source address (MAC) PLC 2 redundancy I Browse..

[ Profibus

194 https://content.helpme-codesys.com/en/CODESYS%20EtherCAT/_ecat_edt_master_master.html
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5.2.1.2 FAQ:

Log Error message: "Connection broke after x. Check BootupWaitTime"
In case of a such a sync fails, after f.e. an online change.

This can be solved by increasing the value of BootupWaitTime in the runtime configuration file.
The Default is 5000 [ms], and should be doubled for a redundancy setup, to 10000 [ms].

Power Cycling on a switch within a redundancy setup

It is possible, when Power Cycling or simply switching of a switch, a communication gap can occur when it is
switched back on.
As a rule, this can be about 1 sec.

Example:
Statistics

SendFrameCount 4212
FramesPerSecond 0
LostFrameCount 2963
TxErrorCount 0
RxErrorCount 4434
Recy Time (Avg) LTIME #70us830ns Average Time for receiving Ethernet frames per paket
Recy Time (Max) LTIME #780us Max Time for receiving Ethernet frames per paket
Send Time (Avag) LTIME#41us5ns Average Time for sending Ethernet frames per paket
Send Time (Max) LTIME #6250us Max Time for sending Ethernet frames per paket
LostCydeCount i Mumber of lost iec cydes

The xErrorCount increases by about 50 when the switch is turned on again, and the LostFrameCounter
increases by about 300.

To compensate for this, set a fixed bit rate (100MBIT) and full duplex on the controllers.
Then the network card does not have to search for the speed and thus the interruption time is shorter.

Please note, there will always be a small interruption, as this is caused by the hardware.

Power cycling of the Primary Network Switch will always generate a failure of the EtherCAT
network!
For example, if the power supply of the switch is broken.

Should powering off the network switch happen knowingly, unplug the Ethernet cable before
restart the switch.
+ This way, there will be no disconnection.
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+  When the switch is booted, plug in the cables and the connection will run without

interruption.

5.2.2 EtherCAT: Switching Off/On a Slave from the IEC Program

Create a "Standard project” and select CODESYS Control Win V3 as the device.
Define the target system by means of Network scan.

EtherCatDeaktivateS!
- R R R EEERSESSSSSN—————————————m—m—mmmm—bbhmbnbhhhnmh—nhmhmhhmmh—m—hm—m——

File Edit View Project Build Onlne Debug Tools Window Help
BEEH@ o = 3 REX(MAGAYN% G- %S » aR((E=2EF |
De'_uues v 3 x () Device x ] Ex1100 PLC_PRG Tﬁﬂ Library Manager | EL1008 | EL1004 fﬁj EtherCAT_Master
=-[l EtherCatDesktvateShve -
= [ Device (CODESYS Control RTE ¥3) Communication Settings < Scan network. )Gahewav ~ Device ~
=0 PLC Logic
= €} Application Applications
i)l Library Manager o :
PLC_PRG (PRG) Backup and Restore H
= {8 Task Configuration .
Files ———
& EthercAT Task —_— [ ] O o
= MairTask tog Gatevay
8] pLc_PRG ~ A0D; active, -
=[] EtherCAT Master (EtherCAT Master) PLC Settings IP-Address: Device Name:
=i Ex1100 (1100 EtherCAT Coupler (24 E-Bus)) % localhost MCz600
EL1008 (EL 1008 8Ch. Dig. Input 24v, 3ms; PLC Shell
3 © o ) Part Device Address:
(L1004 (EL 1004 4Ch. Dig. Input 24V, 3ms) 1217 0301.4000.034C
Users and Groups
Target ID:
Symbaol Rights 0000 0002
Target Type:
Task Deployment
TargetVendor:
Status 35 - Smart Software Solutions GmbH
Information e

Activate the Diagnosis for devices.

EtherCatDeaktivateS|
i S — - _________________________________________________|

File Edit View Project Buid Online Debug Tools Window Help
BEEE - BRX(MAGHKS R 018 B » mX[[E5222F |» MW=
Devices > 1 x ) pevice x | [{ Ex1100 PLCPRG () Lbrary Manager /(@ Ei008 [ EL1004 | [J] EthercAT Master |

=15 EtherCatDeaktivateSlave

= (4] Device (CODESYS Control RTE V3) Communication Settings Application for /0 handling: [ Appication -
=&l PLC Logic
= £ Application Applications PLC settings

[C] Update I0 while in stop

Behaviour for outputs in Stop: | Keep current values -

i) Library Manager
PLC_PRG (PRG)
= (B Task Configuration

Backup and Restore

Files Always update variables: Disabled (update only ifusedin a task) -
B EtherCAT Task
= & MainTask Log Bus cyde options
) pic_prG Bus eycle task: [<unspecified> -
= [ EthercAT Master (EtherCAT Master) PLC Settings
=+ [ EK1100 (X110 EtherCAT Coupler (24 E-Bus)) Addtional settings
(T £11008 (EL1008 5Ch. Dig. Input 24V, 3ms) PLC Shell Generate force variables for 10 mappi

EL1004 (EL1004 4Ch. Dig. Input 24V, 3ms)
i} S 5] Show [0 warnings as errors

Insert an EtherCat Master Ethernet adapter and specify the interface to be used.
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If a target system has not been defined yet, then the error message "Gateway not
configured" is displayed.

| ) EtherCatDeakdivateSlave.project: - CODESYS

Fle Edit View Project Build Online Debug Tools Window Help
BE#EE & o o f B@RX (AR B 08K » aX[(=z==28 | K7

Devices > B X [ Device PLCPRG  [ffffl Lbrary Manager V[ FthercAT Master x
=) EtherCatveaktivateSiave >
=l Device (CODESYS Contral RTE ¥3) General AutoconfigMaster/Slaves EtherCAT—"'
= Bl PLC Logic B
= £ Application Sync Unit Assignment EtherCAT NIC Setting
Library Manager
v g EtharCAT /O Mapping Destination Address (MAC) |FFFFFF FF FFFF Brosdcast  [] Enable Redundancy
PLC_PRG (PRG
= (@ Task Configuration Source Address (MAC)  00-00-00-00-00-00
Y EtherCAT IEC Objects
g EtherCAT_Task Netwerk Name LAN B Real-time
= & MainTask
= Status @ Select Network by MAC (@) Select Network by Name
& pLC_PRG
EtherCAT_Master (EtherCAT Master)
@ i E ) Infarmation 4 Distributed Clock 4 Options

[] Use LRW instead of LWR/LRD

Cyele Time 4000
[7] Enable messages pertask

Automatic Restart Slaves

oplies
®

SyncOffeet |20
[ sync window Manitoring

SyncWindow |1 o s

+ Insert a slave below the EtherCat Master or scan the bus.

Devices
= -@ EtherCatDeakfivateSave
= ﬂi Device (CODESYS Control RTE W3)
=l PLC Logic
= o Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
§5 EtherCAT Task
= @ MainTask
& PLC_PRG
=[] EtherCAT_Master (EtherCAT Master)
= | [Ex1100 (EK 1100 EtherCAT Coupler (24 E-Bus)) |
[ EL1008 (EL1008 BCh. Dig. Tnput 24V, 3ms)
[ EL1004 (L1004 4ch. Dig. Input 24V, 3ms)

+ Edit the PLC_PRG POU as follows:

Declaration
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VAR

xDisable : BOOL;

xEnable : BOOL;

xReconfigure : BOOL;

itfNodeSlave : DED.INode;

fbReconfigure : DED.Reconfigure;

eState : IoDrvEthercatLib.ETC_SLAVE_STATE;
END_VAR

Implementation

itfNodeSlave := EK1100;

IF xDisable THEN
xDisable := FALSE;
itfNodeSlave.Enable := FALSE;
xReconfigure := TRUE;

END_IF

IF xEnable THEN
xEnable := FALSE;
itfNodeSlave.Enable := TRUE;
xReconfigure := TRUE;

END_IF

fbReconfigure(xExecute := xReconfigure, itfNode := EtherCAT_Master);
IF fbReconfigure.xDone THEN
xReconfigure := FALSE;

END_IF

EK1100(); // Necessary for the status to be updated
eState := EK1100.wState;

+ Start the project and test the functionality by deactivating and activating the slave.
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Devices >y & x

= ) EtrerCatpeskivateSiave
=[] Device [connected] (CODESYS Control RTE V3)
=B pLC Logic
=} Application [run]
) Library Manager
PLC_PRG (PRG)
= [ Task Configuration
& EtherCAT_Task

[ Deviee

Expression
# xDisable
& xEnable
# xReconfigure
# @ itfNodesiave
+ & foReconfigure
# eState

PLC_PRG X ([ff) Lirary Manager
Device Application.PLC_PRG
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(] EtherCAT Master

Type Prepared valu

BOOL
BOOL

BOOL

DED. INode
DED.Reconfigure
ETC_SLAVE STATE 0

16289743134

=71 Device [connected] (CODESYS Contral RTE V3)
=-B0 pLC Logic
- ) Application [run]
i) Liorary Manager
PLC_PRG (PRG)
= {#8 Task Configuration
2 EtherCAT Task
=g MainTask
& pLc_prc
= &5 ([ EtherCAT Master (EtherCAT Master)
@
@

=g MainTask
& ric_rre
=& [ EtherCAT_Master (EtherCAT Master)
Devices - 1 X
=) EthercatDesktivatesiave ~

1
a

itfNodeslave

1= EK11007

| itiliode := EtherCAT Master);

(i Device

Expression
% xDisable
# xEnable
# *Reconfigure
# @ itfNodeSlave
+ @ foReconfigure
$ estate

EK1100() ;
220 esvane_—o:

PLC_PRG X [[ff] Lbrary Manager
Device Application.PLC_PRG

d
EK1100.wState 0 |:RERN]

[ EtherCAT Master

Type Prepared valu

BOOL
BOOL

BOOL
DED.Node
DED.Reconfigure
ETC_SLAVE_ STATE 0

16289743134

itfliodeSlave

ER1100() ;

esace T

= EK1100;

:= xReconfigure[fNEAl, itflNode := EtherCAT Master):

be updated

= EXL100.wState[ 0 |EErUAN

5.3 CODESYS EtherNet/IP - FAQ (EN)

5.3.1 Connecting to a WAGO Fieldbus Coupler via Ethernet/IP (IP scanner)

5.3.1.1 Hardware

Tx WAGO fieldbus coupler 750-352/000-001
1x digital input terminal 750-401
Tx digital output terminal 750-504

1x end terminal 750-600
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5.3.1.2 Requirements for the Wago controller

+ Issue the IP address (e.g. using the tool WAGO Ethernet Settings).

- Activate output variables (e.g. using the tool WAGO Ethernet Settings — Ethernet/IP).
« Procure the manual for the fieldbus coupler.

+ Download the current EDS file for the device from the WAGO website.

5.3.1.3 Requirements for CODESYS

+ Install the Wago EDS file via Tools — Device Repository... — Install...

- Create a standard project and define your own device (e.g. CODESYS Control Win V3) Scan the
network and select the device.

+ Insert an Ethernet adapter, an Ethernet/IP scanner and a Wago fieldbus coupler in the project.

® Untitledl.project® - CODESYS [
Ly

File Edit View Project Build Online Debug Tools Window Help
Q@IS0 o 4 BEX IR -0

Devices > 0 X
=] Untitled1 (=]
= ﬂj Device (CODESYS Control Win v3)
=&l PLC Logic

=L} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=-g& ENIPScannerICTask
@ EtherMet_IP_Scanner. I0Cyde
= @ EMIPScannerServiceTask
@ EtherMet_IP_Scanner.ServiceCycde
= @ MairTask
& PLC_PRG
= ﬂj |Ethernet (Ethernet)
= ﬂj EtherMet_IP_Scanner (EtherMet/IP Scanner)
“Hl waGO_750_352020_000_Ethernet_STD (WAGO 750-352020-000 Ethernet-5TD)

5.3.1.4 Settings on the Ethernet adapter

+ Define the network interface to be used.
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& Untited] project” - CODESTS FEIE)
e oot Do B O Due b i b
D=d @& n LR Ol s < Niw
[ S =
= o eramess =l
= ) Desscs 1000ESYS Contral vin vy
- Bincioss
© repsation [——
|l
) mepac pac) ——
Wrosoton P = I
8 coemer = s oy . e )
! ek Defauk Cateway | 52 . #8 . 20
B eretet P Scne ServesCrde.
= 8 ManTaa
8 ac e [N
(@ Ememer Ererney
il —
B G375 _353030 500 Ethere,£TD WAGO 753-353030-000 Ehemet-£TD)
[ T — Sax
e - [0 2 [ 0 mng [0 2 mesagetn
o i = o=
P
© et e BT
[ e e ;
Wit 08B0 Pracengies o Carrent uer (abade) D

5.3.1.5 Settings on the device

5.3.1.5.1 Tab General

Enter the IP address of the device.

The option Check Major Revision can be deactivated in order to avoid errors.

al@l & |
L.} LR Ooles o < xiw
Do Ewam [ ovn [ Ermtmipscwnu R WAGD_750_550000.000_ Fhbarest_STD X =
= 23 e &
ERF [ r———)
SR RELone Address Settings. .
o — e
O i Etheritet/IP
W me e prey LT
= e T — e
B) erenet_»_sarner. 0cyse -
” Tk
gﬂl'l Eernet_P_scorve ServeeCute. EtheNet/IP 40 Mapping
= & s
8 ac e Status
@ e Eremen
@ sretet B _scrne Erheteyl Sanne) Information tif

i 'WAGD_75_352030 D20 _Fthermet, ST (WAGD 750352020000 Ethemes STD)
Meseages Tt o), O i, et cax
Dadc + 00 ot [ 0 vamingis [0 2 messaget|
Descion ™ Gt Soved
PyerET—
e ———

|52 pevises |1 Pous | 98 mosuies ¥
Lasthdd: © 0 B0 Precomgie o Carrent user: (nobody) []

5.3.1.5.2 Tab Connections

Through the EDS file a standard connection is created with the connection path 20 04 2C 65 2C 68.
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“i WAGO_750_352020_000_Ethernct_STD X

General
Connection Mame RPI (ms) 0->T Size (Bytes) T->0 Size (Bytes)
Connections 1. dass1- excusive owner | 10 5 B

Assemhlies

Configel Size (Bytes)
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Config22 Size (Bytes) Connection Path

2004 2C652C68

From the Wago manual (WAGO Assembly Instances) it can be seen that 0x65 (101) in the connection
path means the following: 0x65 (107) — for analog and digital output data Since we are only using a
digital output terminal, you need to change this value to 0x66 (102): 0x66 (102) — for digital output
data Also, change the value 0x68 (104) — for analog and digital input data with status byte to 0x69
(105) for digital input data with status byte. This produces the following connection path: 20 04 2C 66
2C 69 To be able to change the connection path you have to delete the existing connection and add a
new one. Set the new connection to generic connection (freely configurable) and the settings for the
connection path to user-defined path. In addition, make the following settings:

Edit connection

Connection Path Settings
(7) generate path automatically

Class ID 16%(4 Instance ID 16#0

Instance ID 16#0

Class ID 16%(4

Class ID 16#(4 Instance ID 1670

@) user-defined path
Generic Parameters

Connection Path 2004 2C 66 2C 69

Trigger Type Cydic

Transport Type Exdusive Owner

Scanner to Target (Output)

o TsEe (Bries)

Config#1 Size (Bytes) 0

Config#2 Size (Bytes) 0

Paint to Point A

Fixed/Variable Fixed -

Connection Type

Transfer Format 32 Bit Run/Idle -

Inhibit Time {ms)

1x Digital output

Attribute ID 16% 3
Attribute ID 16% 3

Attribute ID 16#(3

RPI{ms) 10 =

Timeout Multiplier

Target to Scanner {Input)

10 sz Bres )

1x Digital input and 1x status byte

Connection Type

Point to Point w7
Fixed w7
Transfer Format 32 Bit Run/Idle 7

Inhibit Time {ms) |0

Fixed/Variable

5.3.1.5.3 Tab Ethernet/IP I/0 mapping

So that the values from the bus are displayed without variable connection, set updating to Activated 2

(always in the bus cycle task).
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"l WAGD_750_352020_000_Ethernet_STD X

General Find
Variable
Comnactions
Y
hsgemblies -
+ "y
User-Defined Parameters
EtherNet/IP Parameters
EtherNe/IF /O Mapping
Status
Infarmatian
IEC Dbjects
Wariable

# WAGD_750_352020_...

# = Creste new variable

Filter Show all

Channel

Genenc AssemblyParami
Genenc AssemblyParam |
Generic AssemblyParamD

Mapping

Mapping  Type

* RemoteAdapter

" = Map to existing variable

Address
80
%E1
080

g

133

Urit

Reset mapging
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Descrption

I Always update variables: | Ensbled 2 (shuays in bus cycle task)

5.3.1.6 Loading the project to the controller and starting it

w Liststedl project” - COCESYS N B[ &
Be B pew Buec Bid e Deug Took nde S
16 AR -
= S8 | 8 waco_ya_1s20z0_ooe_shemet_sT0 %
B =]
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* WO s
. o sl s
e =z wgaz s
" au wga3 s
v () w4 eon
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e o sgur  moa
T ———
2 Chruct
Varutie [—_—
# et
b = Yapta s
ey Tt e, 0 g, & esogeks) - x
[ -~ [©0 corees [ @ 0 morringi | 5 mesamgeist | 3¢
Pject Cject retien
ey
B S of ermeied oce: 452213 e
B 5 of okl et 6601 bres
A Totn shocyesd reemory ¢ o code
0 Verery wea 0 contars D, Fead, O
) s [ Dewees "B mesteges Yot Bt § g,
Lt @0 B0 e 0 u Fregran lsaded @

5.3.2 Detection of a disconnected Ethernet cable / cable break

5.3.2.1 Question:

Why is it not possible to determine a cable break or a disconnected in a TCP/IP connection via the Net Base

Services Library?
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5.3.2.2 Example structure

A TCP server (FB TCP_Server'®®) runs on a PLC, to which several clients can connect without problems
during normal operation.

After the disconnect of a client, the disconnected connection (FB TCP_Connection'®) can be recognized by
an error during cyclic reading (FB TCP_Read'®’).

The connection termination of an existing connection, by disconnecting the Ethernet cable between the
controller and the PC are not recognized by the PLC.

(Nor f.e. by the TCP server, running on the PLC, whereby the connection, FB TCP_Connection cannot be
released for a new client and is permanently blocked.)

Cyclic reading on such a connection does not generate an error, and the output xActive of the FB
TCP_Connection'® is still TRUE.

5.3.2.3 Reference

When possible, do not use CAA NBS (CAA Net Base Services)!
Please use the NBS'(Net Base Services?%?) without the CAA prefix.

+ The one-sided closing of the connection can be detected by regular reading.

+ This behavior is as-designed within the TCP/IP protocol.

+ A cable break can be recognized with TCP/IP only over the fact that client and/or server recognize,
that for a certain time (timeout) an expected telegram is missing.

+ The protocol must therefore be designed in such a way that telegrams are regularly
exchanged between client/server.

+ If atimeout occurs, both sides can close the connection independently of each other.

+ It can then be used again for a new connection setup.

5.3.3 Ethernet/IP: Setting the IP Address of a Remote Adapter

Establish a connection to the device that you want to link via Ethernet/IP.
In this example, a Wago controller (Ethernet/IP adapter) is used again.
The required steps are listed in this FAQ article:

195 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/NetBaseServices/Function-Blocks/TCP/
TCP_Server.html

196 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/NetBaseServices/Function-Blocks/TCP/
TCP_Connection.html

197 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/NetBaseServices/Function-Blocks/TCP/
TCP_Read.html

198 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/NetBaseServices/Function-Blocks/TCP/
TCP_Connection.html

199 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/index.html

200 https://content.helpme-codesys.com/en/libs/Net%20Base%20Services/Current/index.html
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Connecting to a WAGO Fieldbus Coupler via Ethernet/IP (IP scanner)?®’

Your project should look like this:

Devices
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* & X | [ Device x
=5 Ethernetin RemotzAdspter_Setlp =
) Device [cannected] (CODESYS Contral Win v3) Communication Settings Scan network... | Gateway - | Device -
=-Blll PLC Logic
= -} Application [run] Applications
i Library Manager
PLC_PRG (PRG) Backup and Restore
= {8 Task Configuraton -
= 8 ENIPScanneriOTask Files [ ] . ®
& EtherNet_IP_Scanner,10Cyce - Gateway
= @ ENIPScannerServiceTask: Gateway-1 [0301.A000.034A] (active)
4] EtherNet_IP_Scanner ServiceCyde PLC Settings S S —
= & MainTask localhost KERNTPC
@ PLC_PRG PLC Shell fort - sdd .
[ Ethernet Ethernet) L 050140000548
[ Etherlet_1P_Scanner (EtherNet/TP Scanner) Users and Groups
E WAGQ_750_352020_000_Ethernet_STD (WAGQ 750-352020-000 Ethernet-5TD) .nrg Bgﬂﬂnélgl
Access Rights
Target Type:
Task Deployment 4096
TargetVendar:
Status CODESYS GmbH
Information Tergetversion:
+ Adapt the POU PLC_PRG as follows:
Declaration
VAR
xSet BOOL;
abyNewIp ARRAY [0..3] OF BYTE := [192, 168, 99, 139]; // =
wrong IpAddr !!
itfEthIpRmAdapter IoDrvEthernetIP.IRemoteAdapter2;
END_VAR
Implementation

IF xSet Then
xSet := FALSE;
itfEthIpRmAdapter :=
name of the tree node

END_IF

itfEthIpRmAdapter.IPAddress :=

abyNewIp;

WAGO_750_352020_000_Ethernet_STD; // must be the exact

201 https://fag.codesys.com/pages/viewpage.action?pageld=1310885
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+ Download the modified project to the controller.
+ By setting the variable, the incorrect IP address is sent to the remote adapter and its connection is

Devicas v & x [{ Deviee PLC_PRG X
=) Ethernetlp_RemoteAdapter_Setlp > — Ppp—
= (7 Device [connected] (CODESYS Contral Win V3)
=80 pLc Logic Expression Type Value Prepared value Adldress Comment
= € Appiscation [run] =] g0
(il Library Manager = & abyNewlp ARRAY [0..3] OF BYTE
PLC_PRG (PRG) @ abyNewp[0] BYTE 192
= (@ Task Configuration % abyNewlp[i] BYTE 168
= 8 ENIPScannerIOTask @ abyNewlp[2] BYTE 99
&) EtherNet_IP_Scanner. 10Cyde @ abyNewlp[3] BYTE 133
=-$ ENIPScannerServiceTask # @ itfEthipRmAdapter ToD: 2
B Etherlet_IP_Scanner.ServiceCyde
= -2 ManTask
&) pic pre
[ Ethernet Ethemet)
=[], Etherlet_IP_Scanner (EtherNet/P Scanner)
@ fil WAGO_750_352020_000_Ethernet_STD (WAGO 750-352020-000 Ethernet-STD)
=
1 IF xsecfNER Then
H xSt = FALSE:
itfEthIpRmAdapter := WAGO_750_352020_000_Ethernet_SID; // must the exact name of the tree nods

itfEthIpRmAdapter. IPAddress := abyNewIp:
END_1FRETAR|

When the correct IP address is sent, the connection to the Ethernet/IP adapter is reestablished.

5.3.4 Trouble Shooting for Ethernet IP connections

5.3.4.1 General suggestions

+ Check the network connection: Execute a ping between the systems to determine a general
connection.
+ Check the Firewall settings. Codesys uses the following settings by default:

+ To open a connection: TCP 44818
+ For I0-data exchange: UDP 2222
+ See the Info from CIP Specification:
TCP Port Number
TCP Port Numbers

The following TCP port oumbers are reserved with the Internet Assigned Numbers Aunthority
(IANA) for vse with the EtherNet/ TP encapsulation protocol:

Table 2-1.1 TCP Port Numhbers

Port Number Deseription
44818 ((cAF1Y) Uzed for non-secure encapsulation of messages
2221 ((=03AD) Uzed m conjuncton with TLS to provide a secare transport for encapsulation
messages. Fafer to Vohme 8 for more informahion

UDP Port Number
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The following UDP port numbers are reserved with the Internet Assigned Numbers Aunthority
(TANA) for vse with the EtherNet/IP encapsulation protocol:

Tahble 2-2.2 UDP Port Numbers

Port Number Description

44818 ((AF1Y) Uszad for non-secure encapsulafion mes=ages and secime and non-ssoure
UCHIM and Class 3 explicit messages.

2221 (D0SADY Used in conpmetion with DTLS to provide a secure transport for
Forerard OpenForward_Close, CIP Transport Class (V] messape uang the
Common Packet Foomat. Refer to Volume 8 for more information

2222 (Dx0SAE) Used for CIP Transport Class (] message usmg the Common Packet Format.
Ses Chapter 3.

+ Check the PLC Device Log for further information.

+ Check the Adapter 'Status' page.
+ Check the Adapter 'Log' Page.
+ Check the used network settings:

+ Are the settings consistent in Ethernet and EtherNet_IP_Adapter, e.g. are they on the same

subnet?

+ Execute a scan on the EtherNet_IP_Scanner?®?(by mouse context menu).

5.3.4.2 The Scanner doesn't connect to Adapter(s)

+ Follow the points listed in the "Genera

| suggestions”.

« Take a closer look at the problem reported under the Adapter 'Status' page:

Devices -~ o X m Scanner m Ethernet m EtherMet_IP_Scanner m EtherNet_IP_Adapter X
== Scanner -
= m Scannet [connected] (CODESYS Contral Win Y3 x64) General Etheret/IP @
H Bl] PL.C Logic Connections
=) Ropheationran] Last diagnostic message
(D Library Manager Assemblias Diag String: ‘Configure encapsulation layer.'

PLC_PRG (PRG)
= @ Task Configuration
=3 8 ENIPScannerIOTask (IEC-Tasks)
@ EtherMet_IP_Scanner IOCycle
= @ ENIPScannerServiceTask (IEC-Tasks)
@ EtherMet_IP_Scanner, ServiceCycle
=75 g8 MainTask (IEC-Tasks)
B rLC_PRG
= m Ethernet (Ethernet)
= m EtherMet_IP_Scanner (EtherMet/IP Scanner)
bm EtherMet_IP_Adapter (Etherfet/IP Adapter)

User-Defined Parameters

Log

EtherMet/IP Parameters

Etherhet TP 1j0 Mapping

EtherMet/IP IEC Objects
| Status

Information

+ Execute a scan on the EtherNet_IP_Scanner?%3(by mouse context menu).

202 https://content.helpme-codesys.com/en/CODESYS%20EtherNetIP/_enic_cmd_scan_for_devices.html
203 https://content.helpme-codesys.com/en/CODESYS%20EtherNetIP/_enic_cmd_scan_for_devices.html
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+ For test, disable the electronic keying "Check match"

5.3.4.3 Adapter doesn't accept connection from Scanner

+ Follow the points listed in the "General suggestions”.
+ Export EDS File (in TAB General) and use this EDS File for the configuration on the Scanner side.
+ Take a closer look at the problem reported under the Adapter 'Status' page:

Lo 1 o | Fies ®
= @ EMIPAdapterIOTask (IEC-Tasks) I | —_—
&) Etherhet_IP_Adapter 10Cycls EtherMet_IP_Sdapter
= @ EMIPAdapherServiceTask (IEC-Tasks)
EtherMet_IP_Adapter ServiceCycle G |
g neries A ¥ enera EthetMet{IP Adapter
= i MainTask (IEC-Tasks)
@ PLC_PRG Tags Last diagnostic message
= ﬂj Ethernet (Ethernet) -
= 3 (] Ethertiet_TP_Adapter (Etherhist TP Adapter) Log Diag String: "Adapter ruriing.

m Etherhet_IP_Module (Etherhet{IP Module)
EtherMet/IP Adapter Parameters

EtherMet/IP Adapter I/O Mapping
EtherMet/IP Adapter IEC Objects
Status

Information

Changing Product Code for an Ethernet IP Adapter

The default 'Adapter Product Code' is 120.
This is the case when only one adapter is used (see screenshot from status)
But this 'Adapter Product Code' is changed, if an Ethernet IP Scanner is used in parallel (on the
same level) to the adapter.
Then the product code changes to 100.
= ﬂj Ethernet (Ethernet)
m EtherMet_IP_Adapter (EtherMet/IP Adapter)
= ﬂj EtherMet_IP_Scanner (EtherMet|IP Scanner)
[ PLCZ_Adapter (PLCZ Adapter)
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5.3.4.3.1 FAQ:

EtherNet/IP Scanner not working after reboot.

Follow the points listed in the "General suggestions" (special, see the plc logger for more information).

5.3.4.3.1.1 Error Example:

L] IoDrvEthernetIP: Load parameters failed.
r IoDrvEthernetIP: UpdateConfig Connector: 3064088720

The Scanner is trying to load parameters before the EtherNet/IP adapter has successfully established a
connection.

5.3.4.3.1.2 Workaround:

The user can try to restart the EIP via the application.
See the following to implement the Functionblock "Reconfigure" from CAA Device Diagnosis?%* (Namespace

default DED) in a Program Call:

5.4 CODESYS Ethernet Adapter - FAQ (EN)

5.4.1 Ethernet Adapter

Change IP address with IEC-Code.

Can be done with CAA-Device Diagnosis: See Forge Example?%®

5.4.1.1 Step-by-step guide

1. Preset the option in the Config file

[SysSocket]
Adapter.0.Name="ethl"
Adapter.0.EnableSetIpAndMask=1

2. Enable diagnosis for devices (see OLH: PLC-Settings- Activate diagnostics for devices?%6)

204 https://content.helpme-codesys.com/en/libs/CAA%20Device%20Diagnosis/Current/CAA-Device-Diagnosis/fld-CAA-Device-
Diagnosis.html

205 https://forge.codesys.com/prj/codesys-example/caa-device-diag/home/Home/

206 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_edt_device_plc_settings.html
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3. Implement Functionblock Reconfigure from CAA Device Diagnosis?’’ (Namespace default DED) in a
Program Call:

IEC-Code: Declaration

VAR
xInit : BOOL;
xEnableEthernet : BOOL;
xEnableEtherNet_IP_Adapter :BOOL;
reconfig : DED.Reconfigure;
strinterfaceName : WSTRING := "Internal”;
arlPAddress : ARRAYI0..3] OF BYTE :=[192,168,1,44];
arSubnetmask : ARRAY[0..3] OF BYTE := [255,255,255,0];
arGateway : ARRAYI0..3] OF BYTE :=[0,0,0,0];
xSetlnterfaceName :BOOL,;
xSetIP : BOOL;
END_VAR

IEC-Code: Implementation

(*
Ethernet = Name in device tree from Ethernet Adapter
EtherNet_IP_Adapter = Name in device tree from EtherNet_IP_Adapter

%)

IF NOT xInit THEN
xEnableEthernet := Ethernet.Enable;
xEnableEtherNet_IP_Adapter := EtherNet_IP_Adapter.Enable;
xInit := TRUE;

END_IF

IF NOT reconfig.xExecute THEN
IF xEnableEthernet <> Ethernet.Enable THEN
Ethernet.Enable := xEnableEthernet;
reconfig.xExecute := TRUE;
reconfig.itfNode := Ethernet;
ELSIF xEnableEtherNet_IP_Adapter <> EtherNet_IP_Adapter.Enable THEN
EtherNet_IP_Adapter.Enable := xEnableEtherNet_IP_Adapter;

207 https://content.helpme-codesys.com/en/libs/CAA%20Device%20Diagnosis/Current/CAA-Device-Diagnosis/fld-CAA-Device-
Diagnosis.html
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reconfig.xExecute := TRUE;
reconfig.itfNode := EtherNet_IP_Adapter;
END_IF
END_IF
reconfig();

IF NOT reconfig.xBusy THEN
reconfig(xExecute := FALSE);

END_IF

//for setting the Interface name you need to disable the device with reconfigure

IF xSetInterfaceName THEN
EtherNet.UpdateConfiguredinterfaceName(strinterfaceName);
xSetInterfaceName := FALSE;

END_IF

//for setting the IP address you need to disable the device with reconfigure

IF xSetlP THEN
Ethernet.UpdateConfiguredIPSettings(arlPAddress, arSubnetmask, arGateway);
xSetIP := FALSE;

END_IF

5.5 CODESYS KNX - FAQ ( EN)

5.5.1 KNX: Integrating a CODESYS Controller

The CODESYS controller supports only one IP-based link.

5.5.1.1 Hardware

Tx ABB power supply: SV/S 30.640.5.1
1x ABB IP interface: IPR/S 3.1.1

Tx ABB switch actuator: SA/S 4.6.2.1
1x Gira button BA 2f 1 point: 5161 30

5.5.1.2 Requirements for ETS

The ETS is available in Version 5.6.5 Build 1109.

Installation of the product files (*.knxprod) for the devices listed above

Installation of the product file KNX_CDS_Gateway.knxprod for the CODESYS controller
The file is located in the CODESYS KNX-Package (<installation path>\CODESYS
KNX\<version>\ETS5\KNX_CDS_Gateway.knxprod).
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& import. X Export. faay Download » 35-Smart Softwars Solutions GmbH » Controller » Controller

77 Favorites - Security Manufacturer * Name Order Numb Medium Type  Application
“4 Device Templates '8 35-Smart Softwars Solutians GmbH CODESYS KNX 23030000232 IP PLC Application (
5 Previously used

Manufacturers -

4 [=) 35-Smart Software Solutions GmbH s

4 |7 Controller

I Controller

IP interface specified as communication interface

4 Configured Interfaces

4 Discovered Interfaces

H8 Intel(R) Ethernet Connection (2) 1219-LM (224.0.23.12)

in  Building Parts * Ro <b 1.1.01PR/S3.1.11P-Router,REG (192.168.99.112:3671)

IPR#53.11 IP-RouterREG (192.168.99.112:3671)

Installation and activation of the "DcaCodeSys" plug-in.
The file is located in the CODESYS KNX Package (<installations path>\CODESYS
KNX\<version>\ETS5\DcaCodeSys.etsapp).

Installation and activation of the "Compatibility Mode App"

Apps 4+ € 2 aktiv / 10 ingtaliart

Mame Hersteller Wersion Lizenz

+ W Corrpatiblity Mode App  KNX Association 56093178 @
-

Dcalodelys CodeSys 01090 !

T3y Device Comipars ENX Azsocwtion 56110931773 Q
#& Dwice Templates KNX Assocstion 5671093178 @
ok EIBLP KNX Associstion SAT0A3TTE @
[ Estended Copy KMX Association SENMINE  Q
Labels KMX Assocation S6TM3NTTE ©Q

4 Progect Tracing EMX Azsocation 5610931773 (-]
5 Asplace Device KN Associstion 561093179 @
<] Spit and Merge KNX hssnestion SETIRINTE Q@

£TE Wermon ETS 565 [Build 1105 Lizwme ETSS Lita Apps 2 :l-,tlﬂn

A physical address has been assigned to the devices listed in hardware.

Switch actuators
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5.5.1.3 Preparing the CODESYS controller

5.5.1.4 Preparation in the CODESYS project

Buildings - Mumber * Name
[55 Dynamic Folders 2o General
4 E MyBuiding w210 Output A
[ Foort 529 Output A
. 52[30 Output 8
4 I Room01.06 549 Qutput B
4] 1.1.01PR/S3.1.1 IP Router, MDRC 52|50 Output C

] 1.1.6 5V/520.640.5.1 Power Supply, Diagnosis MORC 2|9 Output C

» "W 1.1.7 SA/S4.6.2.1 Switch Actuator4f.6A M,MDRC 7 Qutput D
2lzg Output D

4[] 1.1.8 2-g water-prot surf-mnt push-butn bus coup 1-pt op

Button
Buildings * Mumber * Name
[= Dynamic Folders o Button 1
+ [E MyBuilding Lyl Button 2

4 8 Floor1

4 [ ReomoL08
40 1101PR/S3.L.1 1P Router MDRC
0] 1.1.6 5V/S20.640.5.1 Power Supply,Diagnosis MDRC
40 1.1.7 SA/S4.62.1 Switch Actuator 4,64 MMDRC

» "W 1.1.8 2-g water-prot surf-mnt push-butn bus coup 1-pt op

Make sure that the controller supports KNX links.

Object Function

Switch
Status Switch
Switch

Status Switch

Object Function
Suitching
Suitching

Description

hannel A Switch
hannel A State

Suitch Channel B Switch

Switch Channel B State
Suitch Channel C Switch
Switch Channel C State
Switch Channel D Switch

Suitch Channel D State

Description
Switch Channel A Switch
Al Channels Off
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Group Address length C R W T U DataType Priority
1bit - boolean Low
0/0/1, 01170 Tbit Low
0/0/2 1bit Low
0/0/3, 0/1/0 1bit Low
0/0/4 Tbit - Low
0/0/5, 0170 1bit - switch, switch Low
1bit - switch Low
1bit - switch, switch Low
1bit - switch Low
Group Address Length C R W T U DataType Priority
0/01 1bit CR WT U I-bit, 1-bit Low
0A1/0 1bit C R WT U 1bit1-bit Low

In Version 3.5 SP14 and later, the Control SL products support the KNX stack (no components have

to be added).

This does not apply to CODESYS Control WIN (the KNX component has to be added in

CODESYSControl.cfg).

Insert the components in the CODESYSControl.cfg file:

[ComponentManager]
Component.X=CmpKNXStack.dll

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network Scan.
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I m Library Manager
PLC_PRG {PRG)
={#8 Task Configuration
= § MairTask (IEC-Tasks)
L& rLc_pRG

Fie Edt View Project Buid Onine Debug Tools Window Help BACNet
BEdE S 1d4 25 0405 1B B - O B 1 98 x| | = || = |
Devices > 3% @ Device x
=-3) KnX_SupportEqupment -
=/ [ Device (CODESYS Contral Win V3) Communication Settings (SG!" ﬂetwmkm)ﬂatewav ~ | Device ~
= Bl PLeLogic
=i} Application Applications

Backup and Restore

Files " .
Gateway
Log -
- 030 1.AD00.0342] (actve] -
PLC settings 1P-Address: Device Name:
localhost KERNTPC
PLC Shell
Port: Device Addrass:
1217 0301.A000.0344

Users and Groups
Symbol Rights
Task Deployment
Status

Information

Target ID:
0000 0001

Target Type:
Target Vendor:
35 - Smart Software Solutions GmbH

Target Version:
351310

+ Insert an Ethernet adapter into the device tree and specify the interface to be used.

If a target system has not been defined yet, then the error message "Gateway not configured" is

displayed.

Fle Edit

BEeE &

Wiew Project Build Online

=

Devices

=5 KNX_SupportEquipment
=[] Device (CODESYS Control Win v3)
;..@1] PLC Logic
= O Application
m Library Manager
PLC_PRG (FRG)
= (8 Task Configuration
=% MairTask (IEC-Tasks)
] pLC_PRG

----- m Ethernet {Ethernet)

Ethernet Device IEC Objects

Information

+ Insert a KNX below the Ethernet adapter in the device tree.

Debug Tools ‘Window Help BACNet
| o5 44 45 IR | o - [ B 08 X e |BE|=|
-« 0 % m Device ]m Ethernet X
General
Interface:
Status 1P Address 192 . 168 . 0 1
Ethernet Device /O Mapping Subnet Mask 255 ., 255 , 255 . O
Default Gateway o .0 .0 .0

Adjust Operating System Settings
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® KNX_SupportEquipment.project” -

File Edit View Project Build Online Debug Tools Window Help BACNet
BeH & B X MRS -0 x| = || = |
Devices > 3 x [{] Device ] Ethernet x
=5 kMY SupportEquipment (=]
=) Device (CODESYS Control Win v3) General -
- Eg PLC Logic Interface: | AN-Verbindung B
=} Application Status IP Address 192 . 168 . 99 . 74
m Library Manager
: ; Subnet Mask 255 . 255 . 248 . 0
PLC_PRG (PRG) Ethernet Device I[/O Mapping
= @ Task Configuration ) ) Default Gateway 192 . 168 . 100 . 1
P Ethernet Device IEC Objects
=i MainTask (IEC-Tasks) [7] Adjust Operating System Settings
@ PLC_PRG Information
= m Ethernet (Ethernet)
i ke gave)

On the General tab, you can define any number of inputs.

In the following, two input channels for receiving the telegrams of the button and one output channel
for switching the actuator have been created:

roject” - CODESYS

File Edit View Project Buld Online Debug Tools Window Help BACNet

B & XIS IR -0 % | =
| Devices &% [{ Device (7] Ethernet [ Kmx x
=5l AN SupportEquioment -
= @ Device (CODESYS Control Win V3) General dk Add (7 Edit > Delet= ExporttaETS... ImportCSV... ExportCSV...
= Bl pLC Logic ) Channel Number  Group Object Name Group Object Function  Type DPT
= 1€} Application KNX /0 Mapping - ”

1 ReceiveOnOff From the snitch Tnput DPT 1.%

@ Library Manager KNX IEC Objects 2 ReceiveOffonly From the Switch Input DPT 1.*

2 Pe_prG (ro) 3 SendOnOff To switch channel 8 Qutput DPT 1.*

=-{#8 Task Configuration
= @ MainTask ([EC-Tasks)
) pLC_PRG
= Ethernet (Ethernet)
[ rnex gavg

Status

Information

The KNX connection is limited to a total of 1000 inputs and outputs.
You export this configuration to an XML format that can be read by the ETS.

[ Device ]’fﬂi Ethernet ]ﬂj KNX x

General ok Add [+ Edit < Delete |Export to ETS.. q Import CSY... ExportCSV...

Channel Number  Group Object Name Group Object Function  Type DPT
KMX I/0 Mapping

1 ReceiveOnOff From the switch Input DPT 1.*
KNX IEC Objects 2 ReceiveOffonly From the Switch Input DPT 1.*

3 SendOnOff Ta switch channel B Cutput DPT 1.*

In the I/0 mapping, data areas are created automatically for each channel.
In addition, two data points have been created, allowing the physical address to be assigned from the
ETS software:
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[l Deviee rm Ethernet Wm KNX X

General Find Filter Show all - ok Add FB forI0 channel... ™= Goto instance
KNX 1/ Mapping Variable Mapping _ Channel Address  Type Unit Description
R Program LED Status %IN0.0 BOOL Program LED Status

KMX IEC Objects K@ Program Button Q¥0.0 BOOL Program Button

+ M 1 - ReceiveOnOff - From the switch %IB1 DPT 1.*
Status + T Contral 1 - ReceiveOnOff - From the switch %QB1 BYTE

E ] 2 - ReceiveQffOnly - From the Switch %:I63 DFT 1.
Information E ] Contral 2 - ReceiveOffOnly - From the Switch %:QB2 BYTE

+- Ty 3 - SendOnOff - To switch channel B %083 DPT 1.%

5.5.1.5 Integrating the CODESYS device in the ETS

+ The controller can be added to the ETS project by means of the catalog.

Assign a physical address to the device:

+ Properties >
Deices [+ X Delete W Download | = @ Info Unload » = Print o 3 o
2 Buidings v Addesss Room Description Application Program AdePrg Par Grp Cfg Order N Product setings || Comprants| inoeaton
15 Dynamic Folders o Room0106 T - = Nome
B yuiing e Room0106 P Router’20 © ) 01
- E e s Room0106 Power Supply,Disgnosis S4OmA/LT ©o---0 288 206 T101.SV/530.6405.1 Power Sup —_—
=M o Room0106 Such #6320 0000 e8 2006101 SA/S4621 Sich Acustor 564 ,
4 L] Room01.06 s Room0106 Suitching, dim, venet. blind value, scene 107.. @ @ @ © @ GIRA Giersiepen 16130 2-g water-prot surf-mat push-bu 0. i
1] 10 copesYs knx Descrption

4] LLOIPR/S3.L1 P Router MORC
1] 116 5V/S306405.1 Power Supply.Diagnosis MORC
11107 S8/546.21 Swith Actustor 4764 M MORC

+ Onthe DCA tab, the configuration previously exported in CODESYS can be read into the ETS.

Buildings ¥ ~ OfX
d Device: X Delete ¥ Download | * @ Info v ¥ Reset Unload ¥
Buildings v
[5 Dynamic Folders
4 (@9 MyBuilding
4 8 Floor1
4 4] Reom01.06 e
4] 11.0IPR/S3.1.1 IP Router, MDRC
4] 1.1.6 5V/530.640.5.1 Power Supply,Diagnosis, MDRC
4] 1.1.7 SA/S4.6.2.1 Switch Actuator,4f,64MMDRC

4[] 1.1.8 2-g water-prot surf-mnt push-butn bus coup 1-ptop

R Trades v Group Objects Parar

+ After the import, the inputs and outputs created in CODESYS can be connected with group addresses.

Buildings ~

= ¥ Download | = @ Info ~ ¥ Reset © Unload * (=4 Print
i) Buildings * " Number * Name Object Function  Description Group Address Length C R W T U DataType Priority
&5 Dynamic Folders w2 ReceiveOROH From the switch Switch Channel A Switch  0/0/1 bt C - W T U Tbit Low
4 B MyBuilding w22 ReceiveOFONly From the Switch All Channels OFf 0710 1Bt C - W T U 1bit Low
k] To switch channel B nnel B Switch CR -
4 [ Flcor1

4 U] Reem0L.06
4] 1.0.1 CODESYS KNx.
1] 11.01PR/S3.1.1 IP Router, MDRC I}
4] 1.1.6 5V/520.640.5.1 Power Supply Diagnosis MDRC
1] 1.1.7 SA%S4.6.2.1 Switch Actuator, 47,64 MMDRC
1] 1.1.8 2-g water-prot surf-mnt push-butn bus coup 1-pt op
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5.5.1.6 Transferring the ETS configuration to the controller

+ As with any other device, the physical address must also be assigned to the CODESYS controller.

Therefore the data point must be set after the request in the ETS:

@ KNX_SupportEquipment project” - CODES

Edit View Project Buid Onine Debug
== & B @ XY LN @ s
= &8
-
Devices v # || [ vevee | [ Ethemet ' ({ KX x -
=3 s =)
(D Device fronmected] (c( | General 1\ ebus s ot runing. The shown values are prhaps not actel
- Bl iciope : —
~ O Appcationte | 9911000 g 3 IR, ¢rooeric
D Lrary v 2]| £ Find and Repk
pLC_pRG (Pr]| | KNXTEC Objects Variable  Mapping  Channel Address  Type  CurentValue P sl e e =
= (@ Task Confiur| *5 Program LED Status %xoo  soo, A Adr Prg Par Grp Cfg Manufacturer 01 [E Workspaces
= & vanmss| | 5 "> Program Button %00 BooL
BACE| | 1 romation ) 1-ReceiveOnOff - From the switch %81 ©---0 ) 21 @ Todoltems
ﬂl %vemet(ﬂheme‘ @ ; jun;m\lrr;:w‘eclufﬂ;m: ﬂ:; suitch L T ¢ g é é é g a8 2Ct @ Pending Operations
o G0 + ~ReceneOfforly - From the S . — =
L Control 2 - ReceiveOffonly - From the Switch %QB2 BYTE 0 b r. OO QOO GIRA Giersiepen 516 Active History
* "y '3 - SendOnOff - To switch channel B %QB3
© Concalal
- 1.0.1 CODESYS KNX (Room01.06)
c
Pl press programming bution

If this is done promptly, then the assignment of the physical address is documented in the ETS.

Buildings v Address * Room Description Application Program Adr Prg Par Grp Cc Manufacturer O Workspaces
= Dynamic Folders o Room0106 FLC Appicaton % - - - O 35-Smart Software Sol.. 230

@ Todo Items

4 [B9 MyBuilding o Room01.06 IP Router/2.0 [] [] ABB. rad
4 E Ficon Wuis Room01.06 Power Supply, Diagnasis, 640mA/1.1 ) © Pending Operations
= a7 Roam01.06 Switch 4 6M/3.20 [ X XXX Az al
4 (] Room01.06 s Room0106 Snitching, dim. venet. blind, value, scene 10F._ & & & & & GIRA Giersicpen 516 Active

] 1.0.1 CODESYS KN
0 1.LOPR/S311 TP Router MDRC
1 1.16 5V/530.640.5.1 Power Supply, Diagnosis MDRC

H111 7 SARAR 21 itk Artumons AERA MARNRE

@ Clear History

Because the controller does not have a valid program yet, it must still be downloaded from the ETS.

[EE Room01.06 PLC Application 35-Smart Software Sol.. 2
f11o Room01.06 IP Router/2.0 - - - ABB 2
Room01.06 Power Supply, Diagnosis, 640mA/1.1 e ---8
a7 Room01.06 Switch 4f 6M/3.2b 0000 ABB 2
s Room01.06 Switching, dim., venet. blind, value, scene 10F.. & & & & & GIRA Giersiepen 5
= SUR] | e (@ et @ o =
= ) KN_SupportEquipment !
3 Device [connected] (CODESYS Contral WinV3) | | General Find Filter Show all - b Add FB for IO channel.. " Goto instance
- Bl rcioge Variable Mapping  Channel Address  Type Current Value  Prepared Value Unit Description
1 ncsms om0 o v ot e e e
Status =% Statusbyte %IB1 BYTE 56 Status will be dleared in the next cyde
» UpdateFlag %x13 800l
Information » ValueChanged %IXL4 BOOL
k3 Valueald %XLs 800l . .
5 Valve %20  BOG Received from the switch
* " Control 1 - ReceiveOnOff - From the switch %QB1 BYTE
L 2-ReceiveOffonly - From the Switch %IB3 DPT L™
* "y Control 2 - ReceiveOffOnly - From the Switch %QB2 BYTE o
%9 3 - 5endOnOff - To switch channel B %QB3 DPT 1.*

Resetmapping | Always updatevariables(E
% = Create new variable "% = Mapto existing variable

Bus cyde options

Buscydetask  [Use parent bus cycke seting

Likewise, the actuator (channel B) can be switched by means of I/0 mapping.
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| Deviess < # %[ @ evemet ([ pevee PlcrRG [ KX x
=) K_Supportequipment ~
=3 i) Device [connected] (CODESYS Control WinV3) ||| General Find Filter Show all -k Add FB forI0 channel.. G
1 @}J P:lc ::::mﬁ,,,, Tl KNX1/0 Mapping by \appinog\Channsl Address  Type alue Unit Description
E i Liorary Manager :’ Program LED Status %000 B00L Al Program LED Status
PLC_PRG (PRG) SHAEeEE =S k4 %QX0.0  BOOL Al Program Button
= ask configuration h e P74
= @ MainTask (IEC-Tasks) Status e %QB1 BYTE 0
) plc_pre fomat e %iE3 P71
=% ] Ethernet [Ethernet) rformaton # K‘ %QB2 BYTE [}
(@ o0 g0 = %QB3 OPT 1.
#-"o %QB3 BYTE o false -> true send oncejtrue disable object
" %quo  pool | —

5.6 CODESYS Modbus - FAQ (EN)
5.6.1 Connecting to a WAGO Controller via Modbus (TCP)

5.6.1.1 Hardware

+ Tx WAGO fieldbus coupler 750-352/000-001
1x digital input terminal 750-401

+ 1x digital output terminal 750-504

+ 1x end terminal 750-600

5.6.1.2 Requirements for the WAGO controller

+ Assign the IP address (for example with the tool WAGO Ethernet Settings).
+ Activate Modbus protocol (TCP) (for example with the tool WAGO Ethernet Settings — Protocol).

+ Get the manual for the fieldbus coupler.

5.6.1.3 Requirements for CODESYS

Create a standard project and define your device (for example CODESYS Control Win V3).
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Scan the network and select the device.

® Modbus.project® - CODESYS
File Edit View Project Buld Onine Debug Tools Window Help
Bed S =N R x| | = |BE|=
Devices > 3 x 7] Device x|
=5 Modbus - e
=i Device (CODESYS Control Win 3) Communication Settings Gﬁﬂ NEMOka Gateway - | Device -
= B0 PLC Logic
= Application Applications
i) Library Manager . N
PLC_PRG (FRE) Backup and Restore :
={#8 Task Configuration = CL L L
* Files —
= 8 MairTask e ® s @
? Gateway
& pLC_PRG Log
- [0301.A000.0356] {active) -
PLC settings IP-Address: Device Name:
Iocalhost KERNTPC
PLC Shell
Port: Device Address:
1217 0301.A000.0358
Users and Groups
Terget ID:
Task Deployment 000 2002
Target Type:
Status 4096
Target Vendor:
Information 35- Smart Software Solutions GmbH
Target Version:
35110

+ Inthe device tree, add an Ethernet adapter, a Modbus_TCP_Master, and a Modbus_TCP_Slave.

Devices > 0 X
=) ModbusiWagoPLC (=]
= m Device (CODESYS Control Win V3)
;..@1] PLC Logic

- u Application
m Library Manager
PLC_PRG (FRG)
—@ Task Configuration
= ﬁ MairTask
-8 pLC_PRG
=l - ﬂj Ethernet (Ethernet)
- ﬂj |Mudbus_TCP_Master (Modbus TCP Master)

----- m Modbus_TCP_Slave (Modbus TCP Slave)

5.6.1.4 Settings on the Ethernet adapter

+ 5.6.1.4.1 Tab General

Define the network interface to be used.

If a target system is not defined yet, then the error message "Gateway not configured” is displayed.
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=3 ModbusiVagoFLC
= m Device {CODESYS Control Win ¥3)
=-E PLC Lagic
=i} Application
m Library Manager
PLC_PRG {PRG)
= @ Task Configuration
= @ MainTask
& pLc_PRG
= m Ethernet (Ethernet)

= ﬂi Modbus_TCP_Master (Modbus TCP Master)
ﬂj Modbus_TCP_Slave (Modbus TCP Slave)

[{] Device

General

PLC_PRG

Ethernet Device Parameters

5.6.1.5 Settings on Modbus_TCP_Master

+ 5.6.1.5.1 Tab General
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ﬁ Ethernet

Interface:

(@ Use Operating System Settings

Activate the automatic establishment of a connection after interruption.

Devices ~ o X

=3 ModbuslivagorLC
= ﬂ Device (CODESYS Control Win V3)
=-Hl PLC Logic
=L} Application
m Library Manager
PLC_PRG (FRG)
= @ Task Configuration
=8 MainTask
& PLC_PRG
= ﬂi Ethernet (Ethernet)
= ﬂj Modbus_TCP_Master (Modbus TCP Master)
m Modbus_TCP_Slave (Modbus TCP Slave)

Status Change Operating System Settings
Ethernet Device I/O Mapping IP Address 192 . 188 . 0 . 1
. Subnet Mask 255 . 255 . 255 . O
Information
Default Gateway o .0 .0 .0
[f] Device PLC_PRG [ Ethernet (7] Modbus_TCP_Master x 5
General Modbus-TCP

Response Timeout {ms) 1000

ModbusTCPMaster [JO Mapping
Socket Timeout {ms) 10

ModbusTCPMaster Parameters
Auto-reconnect

Status

Information

5.6.1.6 Settings on Modbus_TCP_Slave

+ 5.6.1.6.1 Tab General

Specify the IP address of the WAGO controller and leave the Unit ID blank.
For Modbus via TCP/IP, the slave is identified by means of the IP address.

Devices - o X
=il ModbusWagoPl C =
= m Device (CODESYS Control Win V3)
= EU PLC Logic
=-{C} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=% MainTask
&) pLC_PRG
= ﬂi Ethernet (Ethernet)
=: ﬂj Modbus_TCP_Master (Modbus TCP Master)
m Modbus_TCP_Slave (Modbus TCP Slave)

[T Device PLC_PRG

General

[f) Ethernet

Modbus-TCP

Modbus Slave Channel slave IP Address:

Modbus Slave Init UnitI0 [1.247]
Response Timeout (ms)

ModbusTCPSlave Parameters

Port

ModbusTCPSlave If0 Mapping
Status

Information

ﬂj Modbus_TCP_Master

ﬂi Modbus_TCP_Slave X

192 . 168 . 99 .

1000

502
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+ 5.6.1.6.2 Tab Modbus Slave Channel

Create a channel for reading the input adapter:

ModbusCharnel & | =
Cranne]
MNamz Chann o
Aczess Type | Aead Cols (Funchon Code 1) -
Trigger e «  Cyde Time (ms) 10
Comment
READ Register
Offset -
Lemgth 1
ErorMandling | Keep last Valus -
WRITE Begesier
Offeet
Leagth
e

Create a channel for switching the contacts of the output adapter:
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-

ModbusChannel

Channel L}

Mame Channel 1

Access Type [Write Multiple Registers (Function Code 16)

Trigger [sting edge v] Cycle Time (ms) 100
Comment
READ Reqister
Offset 0x0000
Length 0
Error Handling Keep last Value
WRITE Register
Offset O0x0000 -
Lenath 1
[ oK ] [ Cancel
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Devices > 3% [ Device PLC_PRG [ Ethemet [{§ Modbus TCP_Master [{] Modbus_TCP_Slave x
=5 Modbust¥agorLC >
= pevice (CODESYS Control Win v3) General Name Access Type Trigger READ Offset  Length  Error Handling ~ WRITE Offset  Length  Comment
=84 pLc Logic 0 Channel 0 Read Coils (Function Code 01) Cydic, t*100ms 160000 1 Keep last Value

=3 Application Modbus Slave Channel

) Library Manager

PLC_PRG {PRG)
= (Z8 Task Configuration

=& MairTask
] pLe_PrG
= [ Ethernet Ethernet)

= [ Modbus_TCP_Master (Modbus TCP Master) Status
[ Modbus_TCP_Slave (Modbus TCP Slave)

1 Channel 1 Vrite Multiple Registers (Function Code 16)  Rising edge 1670000 1

Modbus Slave Init

ModbusTCPS|ave Parameters

ModbusTCRS|ave /O Mapping

- 5.6.1.6.3 Tab Modbus TCP Slave I/0 Mapping

So that the Modbus addresses are updated even without variable mapping, you have to activate this
explicitly:

Devices =B X[ vevee PLCPRG | [ Etrernet | (] Modbus TCP Master ' 3] Modbus_TCP_Slave x <
=20 MocbusiagorLC =]
= Device (CODESYS Control win v3) General Find Fitter Show all
=8l ctose Varisble Mapping Channel  Address  Type  Unit Description
=€) Application Modbus Slave Channel
” 5 vy » Chemel0  wDoo BT 00000
ioary Menager
o1c. 7RG PRE) Modbus Save it v Chemel1 Qo BT Trigger Varisbe
& 8 reskcompran Chamel1l QWi WORD ox0000
° ModbusTCPSlave Parameters
= & vanTask
ModbusTCPSlave /0 Mapping
=) Modous TCP_Master (Modbus TeP Master) ||| status
() Modbus TCP_Siave (Modbus TCP Siave)
Information
Reset mapping IA\v.aysupdattvanab\es: Enabied 2 aays i bus cyce tas) -
IEC Objects
Varisble Mapping  Type
@ Modbus TCP_Sve ®  ModusTCPSave

s = Create new varisble U =Mapto existing varizble

5.6.1.7 Download the project to the controller and start it

5.6.2 Modbus master slave communication over Ethernet

5.6.2.1 Hardware

+ Raspberry Pi B xy as the Modbus master
+ CODESYS Control Win V3 as the Modbus slave

5.6.2.2 Requirements for the Modbus master

+ Create a "standard project" and select "CODESYS Control for Raspberry Pi SL" as the device.
+ Define the target system via Network search.
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@ ModbusMaster.project” - CODESYS

I
Fle Edit Vew Project Buld Qnine Debug Tools Window Help ol
ial=2 == [ =N R s Y- R X |= |BE|=
Devices > % X | [{ Ethemet [ Device x
=) ModbesMaster -
= (i)l Device (CODESYS Control for Raspberry Pi 51) Communication Settings ‘ Sean Network. ,iabeway ~ Device v
=5l pLE Logic I
= application Applications
) Library Manzger 0 .
PLC_PRG (PRG) Backup and Restore :
= {8 Task Configuration . -
Files S —
=8 MainTask —_— [ ] O
"8 PLC_PRG Log Gatewiay
= [ Ethernet [Ethernet) - [0301.A000.03C6] {active) -
=-(i Modbus_TEP _Master (Modbus TCP Master) PLC Settings Paddress: Device Name:
[ Modbus_TCP_Slave (Modbus TCP Slave) localhost Thi_raspbeny
"% SoftMotion General Axis Pool PLC Shell
Fort: Device Address:
arc 1217 0301.4000.03C6
- Users and Groups
B®) GPICs_A_B (GPI0s AJB) E{]gues é?n
% Onewire Task Deployment
=-"& Camera device JargetType:
- Status 4102
K <Empty> (<Empty>)
Target Vendor:
Information 35 - smart Software Solutions GmbH
Target Version:
3.5.10.20
-

Insert an Ethernet adapter, a Modbus_TCP_Master and a Modbus_TCP_Slave in the device tree.

Dt - x
= L] Mot [=]
= |5 pevics (OODESTS Control for Respberry A1 5D
= [ FLC Loge
= £ Apphcation
. Library Manager
[B] e _pac Fas)
= {3 Task Condgration
= g ManTask
& rc_pac
= (3 etemet Ethemet)
= [ Modbus TP Master fodius TOP Master)
 Modtus_TEP_Save Modkuus TEP Save)
"M softMonon Gereral Aus Po
b B
=
E@ 57100 _4 B [GFI00 A8)
A Orewire
=" Carnera davioe

£ <Emptys (<Ematys]
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+ Adapt the "PLC_PRG" as follows:

el =]

o

ggggggg

ic_PRG Devices LC Loge: opicatin] e 1, oo 1 Gng)

Lastbuld: @0 1 preconle: o/ Curren user: (nobocy) ™S 7 Col24 Cha Q)

5.6.2.3 Requirements for the Modbus slave

+ Create a "standard project" and select "CODESYS Control Win V3" as the device.
+ Define the target system via Network search (see Modbus master).
+ Insert an Ethernet adapter and a Modbus_TCP_Slave_Device in the device tree.

» ModbusSlave. project - CODESYS

Ele Edt Vew Project Buid Onine Debug lm[}'f_ﬂr-f-ow Hel
W & e = A}

Devices - 0 X
= 1] Moctussiave [=]
= H Devica (CODESYS Control Win V3)
=-E0 pLC Logic
= 0 Application
m Library Manager
[E) PLc_pPaa PRS)
= E Task Configuration
= %} MainTask
&) rC_PRG
= _'J Ethernet (Ethernet)
1] ModbusTCP_Slave_Device (ModbusTCP Slave Device)

5.6.2.4 Setting on the Ethernet adapter (master and slave)

« Determine which interface is to be used.

If no target system is determined, an error message appears, "Gateway not configured"
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@ ModbusMaster.project - CODESYS

File Edit View Project Buid Online Debug Tools Window Help

-~ =] =1 # 4 O i | o8 L
Deyces > B %X | [f) ethernet x| [T Device
=15 ModbusMaster (=]
=+ Device (cODESYS Control for Raspberry PisL) General
=Bl PLC Logic

=€} Application Ethernet Device Parameters

i) Library Manager
PLC_PRG (PRG)
= {8 Task Configuration
=& MairTask
&) PLC_PRG
=[@ Ethernet (Ethernet)
= Modbus_TCP_Master (Modbus TCP Master)
[ Modbus_TCP_Slave (Modbus TCP Slave)
3 SoftMotion General Axis Pool
®
2 51
E¥® GP10s_A B (GPIOS A/B)
‘3 Onewire
= ‘& Camera device
K <Empty> (<Empty=)

Status
Ethernet Device I/O Mapping

Information

i,

Interface: |

@ Use Operating System Settings
Change Operating System Settings

TP Address 192 . 183 . 0 .
Subnet Mask 255 . 255 . 255
Default Gateway o .0 .0 .

5.6.2.5 Setting on the Modbus_TCP_Slave (master)

5.6.2.5.1 Tab 'General'

+ Issue a unique ID for the Modbus configuration
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Enter the IP address of the slave device (in this case the CODESYS Control Win V3)

=Bl ®]

3 Hodbus 16 _stave x (] Loraryanacer

5.6.2.5.2 Tab 'Channel'

ms.

Create an input register (counter that is sent by the Modbus slave device) - cyclic update every 100
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Channsl 0
T T ]

ceTmete)

+ Create an output register for writing your own counter.

Length 1
Error Mandling .M:eplast‘-'dm -

WRITE Biegister
Offget -

Leagth O We have just 1 word counter

E*

He B Vew Poiect Did Onine Dowg ook Wewon b
BE @IS0 o b BB XIMGIE T8I ), aXI(5=25 0 |Elw

Tranet | Doiee | ACHRG Vo TG Jister ) Modbus_TP_Slove. x| f bty enoaer g
Generl Nome  AccesrType Trisger READOfict Length rorHonding  WRITEOffset Lengin Comment
0 Chamelo  ResdimptRegetsrs FectonCote9) Ot 0 1 Kesplatiake
Hodbus SoveChomel 1 Chamel 1 Wik it Regtas (uncionCode ) Rengedge ) B
Modbus sivermt
NodsusTCPsave parameters
ModbusTCPSove 10Msoping
= @ epemet Eere)
12 8 Mocbus TCP_oster s TP ) s
ModbusTCP_Slave (Mocbus TCP Save)
% Softition Genrl Axe ok r
3
> 1
B CPios A5 (10 AB)
3 Onevie
= Coneroderee
€ <oty (<eroiy>)
(Creachomer. ] [ oses, ] [z,
Hessages Total O (), warnge), O messoe) vax
Buid - [ 0eroa [ 1 waming [@ D messaget | X
Desrpton Project Oject Postion
bl sard: splcatan e platen ——
omycde...
® cous: Thecode heso et s th it [rm— e,
Corete conlee -0 e 1 e
P ———— )
omies @r0s |
=> Lstbud: 00 ® 1 Precompiei o/ Curren user: (robody) ]
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5.6.2.5.3 1/0 mapping

+ Assign input and output variables.

The setting of the option "Enabled 1" is necessary, since the variable "xExec" is not used in any
task and writing would therefore not work.

e =

Ot Posion

et I ths ety Vedstastr PLC_PRG [evie: PLC Lo Aplcan] e 1, Comn 1 (np)

o 297815 bt

0s576b,
B ighestused adeess: 210576 s
Buidcompete ~ O

osthid: 00 © 1 rreconpie: o/ Curent s robod) [

5.6.2.6
Settings on the Modbus_TCP_Slave_Device (slave)

5.6.2.6.1 Tab 'General'

+ Activate monitoring of the communication.
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=

Lethuk: 00 ® 0

Precompie: ©

Currt user: (nobody) Q

The unit ID must not be used for Modbus TCP!
This is only used for TCP/RTU gateways.

The unit ID is only used for forwarding (gateway) to a Modbus Serial Bus.

For TCP/IP, the MODBUS-Server is addressed by means of the IP address. In this case, the MODBUS

unit ID is not used (the value OxFF has to be used).

For a serial connection, the Modbus devices are addressed with unit IDs from 1 to 247 (0 is used for

broadcast addresses).

5.6.2.6.2 Tab 'l/O mapping'

+ Assign input and output variables.

® ModbusSlave.project” - CODESYS L BEIEIR)
Se Bt Yew B B e Dok Dok Window Heb

DSBS ook BBX MR -5 % * "

Dz o
= 0 Metussine

= (I Device (CODESYS Contro Win¥3)
Looe

= @ etemet Ehenet)
3 ModbuaTCP Slve Device (odbueTCP Sve Device)

Vs Tt Regetrs

Lethuk: 00 © 0

Precompie: ©

Currnt user: (nobody) []

CODESYS Fieldbus - FAQ (EN) - 314



Support — Public FAQ

5.6.2.7 Downloading and starting the projects

5.6.2.7.1 Master

+ Load the application to the controller.

e =]

5.6.2.7.2 Slave

+ Load the application to the controller

The value changes only after transmission has been triggered manually in the master.
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Bd Oriee Dibvg Todk wndon teb

G- B 188 %5 1ab | % % P |8 | 5 i

Lo
- ) ronsne

- DdbusTCo Save evice)

Expression Applcston Tyve Value Preparedalue Executon pornt

Lastbuid: © 0 © 1 Preconple: & RuN Progamioaded program unchanged. Current user: (nobady) ms a3 Col1 n1 []

5.6.3 Modbus RTU: Dynamic Configuration

When a Modbus COM port device is inserted in the tree, only static assignment of the
parameters is possible.

If it is necessary for the assignment to be dynamic, then the complete handling must be
implemented in the IEC code

Please note that the I/0 Manager does not synchronize the different processes in the dynamic
configuration.

This can cause the update behavior of the variables to differ from the static configuration,
especially if it is accessed from several tasks.

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

CODESYS Fieldbus - FAQ (EN) — 316



Support — Public FAQ

o MadbusHihouContiaion et - c0ESrS T

fie Edt Vew Project Buld Onine Debug Tooks Window Help

jsr== =2 [0 Y R =R R A x| | ® || =
S = %[ G vevee x|
=9 ModbusiithoutConfiguration = ———
= [ Device (CODESYS Control Win v3) Communication Settings ( Scan network.... }wav + | Device +
= [l PLC Logic
=} Application Applications L L
i) Uibrary Manager 2 :
PLC_PRG (PRE) Backup and Restore H
=@ Task Configuration ) | e o = e ala
Files —
= g mainTask [ ] o
[ Gateway
4 ric_rre - . .
fateway-] - [0301.A000.0344) (active)] -
FLE Settings Ip-Address: Device Name:
localhost KERNTPC
PLC Shell .
Port: Device Address:
1217 030140000344
Users and Groups
Terget ID:
Access Rights 0000 0001
Target Type:
Task Deployment 4096
Target Vendor:
Status 35 - Smart Software Solutions GmbH
Information ;aggfztalersmn:

Open the Library Manager and add the Netzwork library.
+ loDrvModbus
+ SysCom
+ SysTypes?2 Interfaces

[l Device _/Vm Library Manager x]
%5 Add library < Delete library | 25 Properties 73 Details | 5] Placeholders mLibraryrepository

Marme MNamespace Effective version
+ 35License = 35License, 3.5.12.0 (35 - Smart Software Solutions GmbH) _35 LICEMSE 3.5.12.0

+ B BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BFLog 3.5.5.0

+ IoDrvModbus = IoDrvModbus, 3.5.12.0 (35 - Smart Software Solutions GmbH) IoDrvModbus 3.5.12.0 i
+ -+ [oStandard = IoStandard, 3.5.10.0 (System) IoStandard 3.5.10.0

= Standard = Standard, 3.5.12.0 (System) Standard 3.5.12.0

+ - SysCom = SysCom, 3.5.5.0 (System) Sy=Com 3.5.5.0

SysTypes2 Interfaces, * (System) SysTypes 3.5.4.0

Adapt the POU PLC_PRG as follows:

Declaration
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VAR
xComPortOpen : BOOL;
xComPortError : BOOL;
rtsResult : RTS_IEC_RESULT;
stComPortSettings : SysCom.ComSettings;
hComPort : RTS_TIEC_HANDLE;
awReadBuffer : ARRAY[0..31] OF WORD; //note: adjsut to your
requirements, max. is 128 Modbus Registers
awWriteBuffer : ARRAY[0..31] OF WORD;
xExec . BOOL;
fbModbusRequest : IoDrvModbus.ModbusRequest2;
eComError : IoDrvModbus.MB_ErrorCodes;
END_VAR

Implementierung
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IF(NOT xComPortOpen AND NOT xComPortError) THE
stComPortSettings.sPort := 3;
stComPortSettings.byStopBits := 1;
stComPortSettings.byParity := 0;
stComPortSettings.ulBaudRate := 19200;

bps
stComPortSettings.ulTimeout := 0;
stComPortSettings.ulBufferSize := 256;
hComPort := SysCom.SysComOpen2( pSettings

pSettingsEx := 0, pResult := ADR(rtsResult));
xComPortError := (hComPort =
xComPortOpen := NOT xComPortError;

END_IF

IF(xComPortOpen) THEN
//apply new command
fbModbusRequest.modbusCommand.
Multiple Register
fbModbusRequest.
fbModbusRequest.
fbModbusRequest.

modbusCommand.
modbusCommand.
modbusCommand.
modbusCommand.

uiReadlLen

uiWritelLen

RTS_INVALID_HANDLE OR rtsResult <> 0);

uiFunctionCode :
uiReadOffset :

uiWriteOffset

N

//EVEN:=2, ODD:=1 or NONE:=0%
//1200, 2400, 4800, 115000

*)

//Equals max size of Modbus packet

ADR(stComPortSettings),

23; //Reda/Wr-ite

0;
23

05

fbModbusRequest.

fbModbusRequest.
fbModbusRequest.

pRecvData
pSendData

1= 25

ADR (awReadBuffer);
ADR (awWriteBuffer);

fbModbusRequest.tResponseTimeout :
//note:
buffers
!/
FB
fbModbusRequest(
hComPort
xExecute := xExec,
usiSlaveAddr := 2,
byModbusError => eComError);

hComPort,

IF (fbModbusRequest.xDone) THEN
//here you get valid data

IF(awWriteBuffer[0] = awReadBuffer[0]) THEN
5
END_IF
ELSIF(fbModbusRequest.xError) THEN
IF(eComError = MB_ErrorCodes.RESPONSE_TIMEOUT)

plugged, wrong Com-Port settings ?
5
END_IF
END_IF
END_IF

T#500MS;
if different tasks access the IO-Buffers then use some 1intermediate

that are thread safe (use e.g mutex or semaphore) before calling the

THEN //no cable
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Start the project and test the functionality.

5.6.4 Modbus TCP Slave: Dynamic Setting of the IP Address

The Modbus slave from the FAQ Modbus Communikation Master/Slave via Ethernet is used here.

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

# Modbus_UpdateGeneralSetting.project” - CODESYS

Ble Edt Vew Project Buld Onine Debug Tools Window Help

Az RIS |64 25 8 05 |6 B - (5 8 | OF x| | = BE|= |
Devices v 3 x [ Device x PLCPRG |
=) Mochus tpdsteGeneralSetting ~
=/-[ Device (CODESYS Control Win v3) Communication Settings < Scan network. .. >Gatewav ~ | Device -
=-E PLC Logic
=¥ Application Applications
(il Library Manager .
PLC_PRG (PRG) Backup and Restore
=-(#8 Task Configuration ; -
Files S —
= £ ManTask A— o . ©
Gateway
8] ric_rre -
- 0301.A000.0344] (active’ -
Loz IP-Address: Device Name:
Iocalhost KERNTPC
PLC Shell
Port: Device Address:
1217 0301.4000.0344
Users and Groups
Target ID:
Access Rights 000 0001
Target Type:
Task Deployment 4096
TargetVendor:
Status 35- Smart Software Solutions GmbH

Target Version:

Information 3.5.12.0

Insert an Ethernet adapter in the device tree and specify the interface to be used.

If a target system is not defined yet, then the error message "Gateway not configured" is
displayed.
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» MDdhus_UpdateGeneralSEtl.ing.prtjed‘ - CODESYS

File Edit View Project Buld Online Debug Tools Window Help
B R & B o< I dhthdh S B - O I |08 X | = |9 |=|
Devices > ® %|| [f] Device [[5] PLCPRG '[f] Ethernet x|
= m Device (CODESYS Control Win V3) General
‘@1] PLC Logic Interface: |
o Application Ethernet Device Parameters IP Address 192 . 168 . 0 1
D Liorary Marager R Subnet Mask 255 . 255 . 255 . 0
PLC_PRG (PRG)
Default Gateway o .0 .0 .0

—@ Task Configuration
= @ MainTask
& PLC_PRG
m Ethernet {Ethernet)

Ethernet Device If/0 Mapping

Information

|:| Adjust Operating System Settings

Insert a Modbus TCP Master below the Ethernet adapter in the device tree.
Insert a Modbus TCP Slave below the Modbus TCP Master in the device tree.

= @ Task Configuration
-@ MairTask
& pLc_PRG
= m Ethernet (Ethernet)
-m Modbus_TCP_Master (Modbus TCP Master)
m Modbus_TCP_Slave (Modbus TCP Slave)

ModbusTCPSlave Parameters

ModbusTCPSlave I/0 Mapping

Status

Information

File Edit ¥ew Project Buld Onlne Debug Tools Window Help l}
e= =1 Idh 2508 05 1B | - 7 1 | OF X o |9 = |
Devices - 3 x 5] PICPRG  [[f] Device ] Modbus_TCP_Slave x|
= m Device (CODESYS Control Win V3) General Modbus-TCP
=B PLC Logic
H a.ﬁpplicaﬁnn Modbus Slave Channel Slave IP Address: 192 . 168 . 99 . 2
>m Library Manager —— Response Timeout {ms): 1000
5] PLC_PRG (PRG) oehus stave it
. Port: 502

Pay attention that the address is the same as for the Modbus Slave Device.

+ Adapt the POU PLC_PRG as follows:

Declaration
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VAR

xUpdate : BOOL ;

sIp : STRING;

udiResult : UDINT;

abyNewIp : ARRAY [0..3] OF BYTE := [192,168,99,198]; // Insert here
the correct IP-Address of the Modbus_Slave_Device
END_VAR

Implementation

sIp :=
IoDrvEthernet.IPARRAY_TO_IPSTRING(Modbus_TCP_Slave.ComSettings.ipAddress);
Modbus_TCP_Slave.xConfirmError := FALSE;

IF xUpdate THEN

xUpdate := FALSE;

udiResult := Modbus_TCP_Slave.UpdateCommunicationSettings(ipAddress :=
abyNewIp, uiPort := 502);

Modbus_TCP_Slave.xConfirmError := TRUE;
END_IF

+ After starting the project, a connection cannot be established.

® Modbus | ject” - CODESYS
fle Edt View Project Buld Onine Debug Toos Window Help
jEl— == B |88 b5 dh S lab | A% % % Bt - (7 1805 O (! l= |BI=|
B [y -8 x PLC_PRG X [ Device [ (] Modbus TCP Sve |
=) Modbus tpdsteceneralsetting ~ | | ———
|7 Device [connected] (CODESYS Control Win V3)
= @l picioge Expression Type Value Prepared value
- &) Application [run] # rUpdate 001 FALSE
(i Library Manager # slp STRING 192.168.89.2°
PLC_PRG (PRG) @ udiResult UDINT ]
= {Z Task Configuration = & sbyNewlp ARRAY [0..3] OF BYTE
= & MainTask @ abyNewlp[t] BYTE 192
) pLc_PRG  abyNewlp[1] BYTE 168
(@ Ethernet (Ethernet) @ abyNewlp[2] BYTE 99
=22 P_Master (Modbus TCP Master)  abyNewlp[3] BYTE 198
A ModbusYcp_siave (Modbus TCP Slave)
1|~ sIp[is218s5 ¥ | := IoDrvEthernet.IFARRAY_TO_IPSTRING (Modbus_ICF_Slave.ComSettings.ipAddress);
2| Modbus TCE_Slave.xConfirnErrorfEERY := FALSE;
3
4
5| FALSE
| := Modbus_TCP_Slave.UpdateCommunicationSettings (ipAddreas := abylewIp, uiPort := 502);
7 Modbus_TCP_Slave.xConfirmErrorfgEEl :- TRUE;
E END_IF

+ Set the variable xUpdate to TRUE so that the new IP address is passed.
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® Modbus | ject* - CODESYS
Fle Edt Vew Project Buld Onine Debug Tools Window Help N
bed &l =] 168 B A% K B 8 S, a X I'e M=

L=t v & x [5] PLC_PRG % Device Modbus_TCP_Siave
=D Mabus Lpatesereraletivg sa|  veviceapplication.pLC_PRG
| Device [connected] (CODESYS Control Win v3)
= B9 PLC Logic Expression Type Value Prepared value
ey # xUpdate o FALSE]
5 ) uibrary Manager # sl STRING 192.166.99.198
PLC_PRG (PRG) # udiResult uDINT o
= Task configuration = @ abyNewlp ARRAY [0..3] OF BYTE
= & MainTask # abyNewlp[0] BYTE 192
- pic_PrG @ abyNewip[1] BITE 168
Ethernet (Ethernet) @ abyNewlp[2] BYTE 9
= £ 1 emmEeaR, Master (Modbus TCP Master) # abyNewlp[3] BYTE 188
(i Modbus_TC)_Slave (Modbus TCP Slave)
1 eIp[ wawess » ] := IoDrvEthernet.IFARRAY TC_IFSTRING (Modbus_TCE_Slave.ComSettings.ipAddress);
2 Modbus_TCE_Slave.xConfirmErrorfENER := FALSE:
3
4 0 IF xUpdatcNER THEN
s aUpdeteER := FALSE:
udiResult] 6| := Modbus_TCP_Slave.UpdateCommunicationSettings (iphddress := sbylewlp, uiPort := 502);
Modbus_TCP_Slave .xConfirmErrorEg := TRUE:
s EW_IF

Resetting to an invalid IP address is not possible.

The Modbus component has to be deactivated first.

This is done by means of the "Enable" property, which is available only after activating the device
diagnostics.

5.6.5 Modbus TCP Slave: Using the "Application" Channel Trigger

The Modbus slave from the FAQ Modbus Communikation Master/Slave via Ethernet is used here.

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

vt CrameCaipaiaror et cones: T

Fie Edt Vew Project Buld Onine Debug Tooks Window Help

&= =1 N AN k] Y lo 8=
s i (7 pevice x|
=B Modbus_ChannelConfipnicati > e
= [t Device (CODESYS Control Win v3) Communication Settings ‘ Scan network... 'ah&wav ~ | Deviee ~
=20 PLC Logic
= £} Application Applications
i) Library Manager 2 .
" ] pLc_PRG (PRG) Backup and Restore :
= Task Configuration . - .
Files —
= g8 MainTask [ ] . @
f Gateway
8 picpre - &
- [0301.A000.0344] (active)] -
PLE Settings 1P-Address: Device Name:
localhost KERNTPC
PLC Shell
Fort: Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
Access Rights 0000 0001
Target Type:
Task Deployment 4096
Target Vendor:
Status 35- Smart Software Solutions GmbH
Information ;asrglzt;lersmn:
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Insert an Ethernet adapter in the device tree and specify the interface to be used.

If a target system is not defined yet, then the error message "Gateway not configured" is
displayed.

> MDdhus_ChanneICoanpp.limﬁnn.prqed‘ - CODESYS
Elle Edit View Project Build Online Debug Tools Window Help

ia=a == B X keSO | 8 =4 | |HE|= |
Laiiiss - 3 x [ Device /'V'm Ethernet x]
'-@ Modbus_ChannelCoanfiaplication E]
-m Device (CODESYS Control Win V3) General
_@g PLC Logic Interface: | E]
- =-} Application Ethernet Device Parameters IP Address |192 188 . 0 . 1

PLC_PRG (PRG) SEES

—@ Task Configuration . i
S Ethernet Device If0 Mapping
T MainTask [] Adjust Operating System Settings
@] PLC_PRG Information
ﬂi Ethernet (Ethernet)

|
i) Liorary Manager Subnet Mask |255 . 255 . 255 . 0 |
|

DefaultGateway | 0 . 0 . 0 . 0

Insert a Modbus TCP Master below the Ethernet adapter in the device tree.
Insert a Modbus TCP Slave below the Modbus TCP Master in the device tree.

& Modhus ComeCarifppipee—core I

File Edit WView Project Build Online Debug Tools Window Help

bezadsl B |05 A AL B - T | 08 X | | o |9 |= |
Lz >y ® X [f] Device  [[f] Ethernet /Vm Modbus_TCP_Slave X |
’-@ Modbus_ChannelConfipplication
=- m éel]vioe (CODESYS Control Win V3) General ModbusTCP
: PLC Logic e
- £} Application Modbus Slave Channel Slave IP Address: 192 . 168 . 99 . 198 | 3
m Library Manager Response Timeout (ms): 1000
PLC_PRG (PRG) Modbus Slave Init
-@ Task Configuration Port: b0z
; ModbusTCPSlave Parameters
=28 MainTask
@ PLC_PRG ModbusTCPSlave IfO Mapping
—m Ethernet (Ethernet)
= m Modbus_TCP_Master (Modbus TCP Master) Status
m Modbus_TCP_Slave (Modbus TCP Slave)
Information

Insert it in the Modbus Slave Channel tab and set the properties as follows:
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" ModbusChannal P =)
Charnel
Mame Charrasl (1
Arress Type ‘Wit Ml ik Regeter s (Funcion Code 15) =
SR [ —
Comment
READ Riegister
Offst OO0

Length a

Error Handling | Keep last Ve =

| R Reste |
J OFFaat OO0 -

Lengts 1

(ox J[ comed ]

+ Adapt the POU PLC_PRG as follows:

Declaration
VAR
XExec : BOOL;
wMasterSend : WORD := 100;
mbChannel : ModbusChannel;
END_VAR

Implementation

mbChannel(slave := Modbus_TCP_Slave, xExecute := xExec);

+ Assign the variable wMasterSend to the output Channel 0[0] in the tab ModbusTCPSlave I/0 Mapping.
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@ Modbus_ChannelConfApplication.project’ - CODESYS.

fle Edit Vew Project Buid Onine Debug Tools Window Help

BEEI&@ oot bBBX ALARLIR T8 % % | o M= |
Devices ~ B X | [ Devee | [ Ethemet i Modbus_TCP_Slave x (5] PLCPRG |
=) Modbus_ChanmelConfappication -
= [ Device (CODESYS Control Win V3) General Find Filter Show all M
b %g_gc:f;mﬁm Modbus Save Chamel Varfnle Mapping ~ Channel Address Type Unit  Description
i B Lrary =9 Channel 0 HQWO ARRAY [0..0] OF WORD Write Multiple Registers
- ibrary Manager e
2] Plc.rro FRO) Modbus Slave Init + " [Application PLC_PRG.wMasterSend % Channelo[)) %Qws  WORD 0x0000
=i Task Configuration
ModbusTCPSlave Parameters
=22 MairTask
H &) pe PRs ModbusTCPSlave /0 Mapping
=[] Ethernet (Ethernet)
=-[ Modbus_TCP_Master (Modbus TCP Master) Status

[ Modbus_TcP_Slave (Modbus TCP Slave)
Information

Please note, that under the ModbusTCPSlave I/0 Mapping tab, the 'Always update variables' is set
to ‘Enabled 1':

Modbus_TCP_Slave n

General Find Filter Show all ~ ok Add FB for 10 Channel... *= Go to Instance J
Modbus Slave Channel Variable Mapping  Channel Address Type Unit  Description
Modbus Slave Init ="¢ Channel 0 %QWO ARRAY [0..0] OF WORD Write Multiple Registers
+ " [Appication PLC PRG.wMastersend | "9 ChannelO[0] %Qwe  WORD 0x0000

ModbusTCPSlave Parameters
ModbusTCPSlave If0 Mapping
ModbusTCPS|ave IEC Objects
Status
Information

£ >

I [ || ResetMapping | Alwaysupdatevarizbles [[Enabled 1 (use bus cycle task ot used in any task) ~|

See also our OLH for Basic settings with Fieldbus Devices and 1/0 Drivers2%,

+ Start the project and set the variable xExecute to TRUE so that the new value is passed to the slave.

208 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_device_fieldbus_devices_io_driver.html
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5.7 CODESYS PROFINET - FAQ (EN)

5.7.1 How to enable MRP (media redundancy protocol)

The MRP (media redundancy protocol) is a data network protocol that allows rings of Ethernet
switches to overcome any single failure with recovery time much faster than achievable with
Spanning Tree Protocol.

Bus operation is okay

Redundancy
manager

= = = =J MRP client
nnormsl operation the ring ncase of failure the ring topology
topelogy is reduced to & line s reduced to & line again

Logical opening of bus Closing of bus to a logical ring
toaline Logical ring

Source: profinet.com?% - PROFINET SystemDescription

The MRP is more related to the slaves (and used switches).
— make sure that the Profinet Slave does support this option!
5.7.1.1 How to:

+ Add all the slaves to the PN-Controller

+ Open the PN-Controller and open the Tab 'Topology'.

+ Configure the connected ports, so that a ring topology is set.

+ Open the TAB Media Redundancy, and set the MRP configuration for the slaves / controller

5.7.1.2 Hint:

A dual-port device (e.g. for MRP or a so-called 'daisy chain') can be implemented with special dual-port
(bridge) Ethernet chipsets, but this requires adjustments to the runtime system by the OEM.

https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_media_redundancy.html

209 http://profinet.com
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See also....

+ Our Codesys Online Help (OLH)?'° on Media Redundancy?'" in general, and Controller, Media
Redundancy?'? in particular.

5.8 EtherCAT / Ethernet IP / Profinet connection guide

5.8.1 Example steps for EtherCAT / Ethernet IP / Profinet connection via a
Codesys Control WinV3:

The following example addresses the EtherCAT
The step for the fieldbuses Ethernet/IP or Profinet are quite similar to this.

1. Install WinPcap (see under https://www.winpcap.org/install?'?).
+ Here, the 4.1.3 version is mandatory at the moment (2022/23, until the use/release of
Codesys version 3.5.19.02'4),

+ Npcap could be use too (see https://npcap.com?'®).

Use the Codesys Device Repository?'® to Install any needed Slave Device
Description?'” Files

(from an .XML or .EDS files) in advance to enable the "Scan for device" for this the
slaves in a later step.

2. Create a default Codesys Project?'®, with f.e. a Codesys Control WinV3 PLC?°.

3. Add the needed fieldbus master in the device tree within the project.
DeviceTree - PLC - 'Add Device...'

210 https://www.helpme-codesys.com/

211 https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_media_redundancy.html

212 https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_edt_mrp.html

213 https://www.winpcap.org/install/

214 https://store.codesys.com/de/codesys.html

215 https://npcap.com/

216 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_device_repository.html

217 https://content.helpme-codesys.com/en/CODESYS%20Package%20Designer/pd_devicedescription.html

218 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_tutorial_refrigerator_control.html
219 https://content.helpme-codesys.com/en/CODESYS%20Control/_rts|_start_runtime.html

CODESYS Fieldbus - FAQ (EN) — 328


https://www.helpme-codesys.com/
https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_media_redundancy.html
https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_edt_mrp.html
https://www.winpcap.org/install/
https://store.codesys.com/de/codesys.html
https://npcap.com/
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_device_repository.html
https://content.helpme-codesys.com/en/CODESYS%20Package%20Designer/pd_devicedescription.html
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_tutorial_refrigerator_control.html
https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_start_runtime.html
https://www.helpme-codesys.com/
https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_media_redundancy.html
https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_edt_mrp.html
https://www.winpcap.org/install/
https://store.codesys.com/de/codesys.html
https://npcap.com/
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_tutorial_refrigerator_control.html
https://content.helpme-codesys.com/en/CODESYS%20Control/_rtsl_start_runtime.html
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_device_repository.html
https://content.helpme-codesys.com/en/CODESYS%20Package%20Designer/pd_devicedescription.html
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Use the mouse context menu on the PLC Device, select "Add Device..."

Select and add the "Master" device
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4. Browse on the "Master" for the MAC 1D%20.
Download the application onto the PLC, and log in.

6. Performed a "Scan for device?®'" to find the connected slaves.
DeviceTree - "Master" - 'Scan for Device...'

Use the mouse context menu on the "Master" in the DeviceTree

220 https://content.helpme-codesys.com/en/CODESYS%20EtherCAT/_ecat_edt_master_master.html
221 https://content.helpme-codesys.com/en/CODESYS%20PROFIBUS/_pbdp_cmd_scan_devices.html
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If the scan is not successful, make sure that you have installed the slave in the Device

Repository?22,
Otherwise, perform the installation of the needed Slave Device Description?? Files (from

an XML or .EDS files) within the Codesys Device Repository??*,

222 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_device_repository.html
223 https://content.helpme-codesys.com/en/CODESYS%20Package%20Designer/pd_devicedescription.html
224 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_device_repository.html
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7. Go offline with the PLC.
8. Execute a new download to the PLC, including the newly found slaves.

9. Restart/Login to the PLC again.
Expected result

The setup should now work as expected, and process data are exchanged.

5.8.2 Profinet and Ethernet/IP Example

Here, the same steps as previously described are necessary.

Difference from the previous procedure
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The exception here is to start with adding an Ethernet Adapter as a first step:

See also our OnlineHelp??>for:

+ EtherCAT Master?2®
+ Ethernet/IP%%7
«  PROFINET Controller??8

If a realtime capable PLC is need, the switch to a Control RTE must be made, see CODESYS
Store, Control RTE?%°,
We also offer Linux based IPC plc's too, see CODESYS Store, Linux SL2%0.

225 https://www.helpme-codesys.com/

226 https://content.helpme-codesys.com/en/CODESYS%20EtherCAT/_ecat_edt_master_master.html
227 https://content.helpme-codesys.com/en/CODESYS%20EtherNetIP/_enic_edt_target_settings.html
228 https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_f_master.html

229 https://store.codesys.com/de/catalogsearch/result/?q=Control+RTE

230 https://store.codesys.com/de/codesys-control-for-linux-sl-bundle.html
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For Realtime capabilities on Linux, you need to pay attention to this FAQ article
here.?%!

Fore more Information, there is also a good CODESYS community on CODESYS Forge?®2,

5.9 /0 variables not updating

5.9.1 Problem

I/0 Variables mapped from an I/0 device do not change value.
Before SP17

values are greyed

General [ | ! The bus is not running. The shown values are perhaps not actual
Modbus Slave Channel Find Filter Show all ~ ok Add FE for |0 Channel... = Go to Instance
Modbus Slave Init Variable Mapping  Channel Address Type Cur... Prepar.. Unit Description
= Ty Charnel 0 QB0 ARRAY [0..0] OF BYTE Write Single Col
ModbusTCPSlave Parameters 2. "y Channel 0[0] %QB0 ErE Write Sngle Coi
" -
Application, GVL... EitD Bpee BOOL 0x003E

ModbusTCPSlave If0 Mapping * " k4 *
ModbusTCPSlave [EC Objects
Status h
Information L

[ Reset Mapping Always updatevariables | Use parent device setting

"‘ = Create new variable % = Mapto existing variable

[
From SP17

Since SP17, some clearer hints are given:

+ the value is shown as "not updated"
+ atooltip explains why

231 https://fag.codesys.com/pages/viewpage.action?pageld=122748972
232 https://forge.codesys.com/forge/talk/
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[ Devie 'w® GPIOS_A B X M
o'
GPIOs Parameters Find Filter Show all ~ =k Add FE for IO Channel... | o
@
o
GPI0s 1/0 Mapping Variable Mapping  Channel Address Type Current Value  Prepared Value Unit  Description A==
- digital inputs (... %ID0 DWORD
GPIOs IEC Objects R ] Bit4 BLIND. 4 BOOL =
o Bit5 SIXD. 5 BOOL E
Status » Bit6 %IX0.6 BOOL @
b Bit12 D14 BOOL ]
Information “*» Bit13 SLINL5 BOOL
B Bit1s %RIX2.0 BOOL
k] Bit17 —nemeaa ;oo — - — -
1y Bitis Value is not being updated, because it is not used in code, nor the setting "Always update variables" is enabled.
i TOTET oo
k] Bit13 %eIX2.3 BOOL
k] Eit20 YeI¥2.4 BOOL
B Bit21 %lX2.5 BOOL W
| Reset Mapping Always updatevariables | Use parent device setting ~
@ = Create new variable "% =Mapto existing variable
Bus Cyde Options
Bus cydle task Use parent bus cydle setting Recreate required tasks

5.9.2 Solution

By default, a variable is shown with the actual value only if the variable is used in a task.

Your options are either:

+ use in your code, those 10 variables you are interested in

+ Set the "Always update variables" setting for this |0 to "Enabled 1 (use bus cycle if not used in any
task)"

+ Set the "Always update variables" setting for this |0 to Use parent device setting, and set "Enabled 1
(use bus cycle if not used in any task)" in a parent device.

Note

The "Always update variables" setting is on the "<Name> I/0 Mapping" tab for most devices.
For the PLC Controller devices, it is on the "PLC Settings" tab.
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Communication Settings

Applications

Backup and Restare

Application for If0 handling

PLC Settings
[] Update 10 whilein stop

Behaviorfor outputs in stop

Application

Keep current values =

Files Always updatevariables Enabled 1 {use bus cyde task if not used in any task) ~
Log Bus Cyde Options
Bus cycle task <unspecified = i
PLC Settings
A Adib =] O -
5.9.3 Result
8% GPIOs X -
GPIOs Parameters Find Filter Show all + ok Add FB for 10 Channel... B
1 i ~
GPIOS /O Mapping Variable Mapping  Channel Address Type Current Value  Prepared Value
=- digital inputs (GPI00..GPIO31) %ID0 DWORD 268468719
GPIOs IEC Objects L Bit4 %IND.4 BOOL 3
b Bit5 YIN0.5 BOOL
Status b ] it6 %IN0.6 BOOL
b ] Rit12 %lX1.4 BOOL
i * Bit13 %IXL5 BOOL
H Bit15 %IN2.0 BOOL
" Biti7 %IN2.1 BOOL
B Bit13 %IN2.2 BOOL
b Bit19 %IN2.3 BOOL v
£ >

Related articles

| Reset Mapping

.

Always updatevariables

Y = Create new variable

Bus Cyde Options
Bus cycle task

Use parent bus cyde setting

% = Mapto existing variable

Recreate required tasks

Enabled 1 {use bus cyde task if not used in any task)

Report problems and error messages to CODESYS?33

Some new things to look out for in CODESYS SP18%34

233 https://faq.codesys.com/display/CDSFAQ/Report+problems+and+error+messages+to+CODESYS
234 https://faq.codesys.com/display/CDSFAQ/Some+new+things+to+look+out+for+in+CODESYS+SP18
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Linux realtime / performance / network - draft?3°

Installation 4.1.0.0 fails for Control for Linux SL236

CODESYS Control for Linux SL: Retains2%’

5.10 Multicore Systems and Fieldbuses

All fieldbuses work with single as well as multicore systems.
Each fieldbus itself only runs on one core, i.e. nothing is parallelized and divided among several cores.

5.10.1 Single Core:

In each fieldbus, the bus cycle task should handle the bus.

All other tasks, if they also need data from the fieldbus, should not reach the bus, because this either
produces chaos or requires synchronization/exclusive accesses, which can completely disrupts the real-time
and the synchronization between bus and bus cycle task.

In some cases, the user can optionally do more (enable a second frame in EtherCAT for other tasks), but
these are exceptions, and the programmer have to know what you are doing.

5.10.2 Multicore (MC)*8:
The use of one fieldbus on multiple cores would only disrupt the whole System here more.

Because now the second bus cycle task can run simultaneously to the first bus cycle task, just on another
core.
So this will result in even more chaos and/or even more braking/restraining synchronization on the system.

Implementation of a MC use of field busses

In case of several EtherCAT, Modbus etc. masters, each master could be assigned to a specific
task. Masters, to put each master specifically on a single core.

But this is a lot of effort in implementation in relation to the hardly existing demand from
manufacturers or customers.

235 https://fag.codesys.com/pages/viewpage.action?pageld=122748972

236 https://fag.codesys.com/display/CDSFAQ/Installation+4.1.0.0+fails+for+Control+for+Linux+SL
237 https://fag.codesys.com/display/CDSFAQ/CODESYS+Control+for+Linux+SL%3A+Retains

238 https://www.codesys.com/products/codesys-runtime/multicore.html
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Therefore, this implementation is not being pursued at this time.

5.10.3 Possible remedies that can be made in projects
It is possible to distribute several fieldbuses on several cores by the programmer.

Or the user can place an existing visualization in the project on an additional core and thus distribute the load
in the system or on the core.
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6 CODESYS Libraries - FAQ (EN)

6.1 AWS IoT Core Client - FAQ (EN)

6.1.1 AWS loT Core Client - getting started

See our CODESYS Store product: AWS loT Core Client?**

6.1.1.1 How to get started

1. Install the “Security Agent?*%” Addon form our CODESYS Store?#!

2. Choose from this list, an openssl binary to install:

https://wiki.openssl.org/index.php/Binaries - The first entry has worked well in tests

3. Goto aws.amazon.com?*? and sign up

Read all the do_c_s___v_v_ith Amazon!

—— =

¥ Register a Device in the
Registry

Create and Activate a Device
Certificate

Create an AWS loT Core
Policy

Attach an AWS loT Core
Policy to a Device Certificate

Attach a Certificate to a
Thing

We follow slightly different steps.

239 https://store.codesys.com/en/aws-iot-core-client-configurable.html
240 https://store.codesys.com/en/codesys-security-agent.html

241 http://store.codesys.com/

242 http://aws.amazon.com/
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Click “All Services” and 10T Core

Click “Manage”

Click “Register a Thing”

Click “Create a single Thing” and name it e.g. “jackicpi3lcd”

Create a type “CODESYS" / “Things connected with CODESYS”

Don’t bother with group, skip all the optional things and hit “next”
Create the "Thing" without Certificate, and hit “Done”

Open your "Thing" and go to “Interact”

Copy the rest APl endpoint under HTTPS,

€.g. “XXXXXXXXXXXXX-ats.iot.us-east-2.amazonaws.com?*®”

Go back to the main menu of AWS IoT,
Under Menu “Secure > Policies”, press "Create new policy".

Your account ID is different from the URL in the Rest APl mentioned above!
It is given as the default Resource when you create a policy.

Name it LetJackPubAndSub

You want to be able to connect with a client ID,
publish the topic and the last will, Subscribe to the topic, and then, once subscribed, you also want to
receive messages from the topic.

Action = iot:Connect

Resource ARN = arn:aws:iot:<AWS Region>:<AccountID, not same as Rest API URL>:client/
jackicpi3lcd

Effect = Allow

Click Add Statement
Action = iot:Publish

Resource ARN = arn:aws:iot:<AWS Region>:<AccountID, not same as Rest APl URL>:topic/hello/aws,
arn:aws:iot:<AWS Region>:<AccountID, not same as Rest API URL>:topic/jackicpi3lcd/lastwill

Effect = Allow

243 http://xxxxxxxxxxxxx-ats.iot.us-east-2.amazonaws.com
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24.

25.

26.
27.
28.
29.

30.

31.

Click Add Statement

Action = iot:Subscribe
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Resource ARN = arn:aws:iot:<AWS Region>:<AccountlD, not same as Rest APl URL>:topicfilter/hello/

aws

Effect = Allow

Click Add Statement

Action = iot.Receive

Resource ARN = arn:aws:iot:<AWS Region>:<AccountID, not same as Rest API URL>:topic/hello/aws

Effect = Allow

Click Create

Example:

Version 19 updated Feb 24, 2020 2:56:02 PM +0100

{
"Version": "2@812-18-17",
"Statement™: [
{
"Effect”: "Allow",
"Action"”: "iot:Connect”,
"Resource”: "arn:aws:iot:
s
{
"Effect”: "Allow",
"Action": "iot:Publish",
"Resource”: [
"arn:aws:iot:us-east-2:
"arn:aws:iot:us-east-2:
1
s
{
"Effect”: "Allow",
"Action”: "iot:Subscribe”
"Resource”: "arn:aws:iot:
}s
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource”: "arn:aws:iot
b
1
b

Edit policy document

us-east-2:111111111111:client/jackicpi3lcd”

111111111111 :topic/hello/aws™,
111111111111 :topic/jackicpi3lcd/lastwill™

2

us-east-2:111111111111:topicfilter/hello/aus"

tus-east-2:111111111111:topic/hello/aus”

32. CODESYS IDE: Run the installed example from
e.g. C:\Users\<USERNAME>\AWS |oT Core
Client\<VERSION>\AWS_loT_Core_Client_Example.project
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33. Right click the Device in Device Tree, select "Update Device...", then select your target PLC, before
hitting OK

Important step for every example project!

34. Under the Application called AWSPubSub, Open the PLC_PRG and change these settings in the
screenshot below to match the previously created "Thing"

a. Change the two instances of ‘Device2’ to ‘jackicpi3lcd’
b. Change the Hostname to the one you copied from the interact tab

Example before:
[ Device PLC_PRG X
1 o A

l in1s5 SeXample SNOWS DOW Lo connect OO Ade 1ol LOXe 4nd nOow

2 FROGEAM FLC FRG.
g -

AWSIoTClient _0O: AWS TOT.RAWSIoTClient; // Function block fo connsct |
BHSToTPuklish O: AWS TOT.AWSTaTPublish: /F Fnncotion blaock o onbhlis

AwSloTClient_0

Connact fo AWS foT Core Broker | AWS 10T AWSloTClhient
—{xEnahle
—uikeepllive
‘Device?' =Clientld
oooooooood.iot.eu-central- 1. amazonaws .com’ z=Hostname xConnecte:
—{uiPaort
| “deviced/lastwill™ wsWillTopic
| ADR(ws|astwillMessage) pbiliMessage
| SIZEOF(wsLast\willMessage) uiillMessageSize

C.

35. Download and run
36. Open the visualization and select "xEnable" for the AWSIoTClient.

It will NOT show that it is xConnectedToBroker, because we haven't configured the permissions yet.
37. Openthe PLC shell:

Device -> PLC-Shell (OLH)?*4

38. Specify cert-getapplist
-> A component with the specified device name and a number is displayed.
You want the one that says “jackicpi3lcd”

39. Specify cert-createcsr <number> and use the number from the previous step.

244 https://help.codesys.com/webapp/_cds_edt_redundancy_plc_shell;product=codesys;version=3.5.17.0
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The creation of the CSR file can take several seconds.
A corresponding message is displayed in the device log (Device -> Log (OLH)?%%) after it has been
created.

40. Open (Device -> Files (OLH)?%%) and copy the CSR file from the cert/export directory to the local file

Name Size Modified Name Size Modified
Applications
ca €\ t.
Backup and Restore ca 0\ r o 801bytes ]
ca P\

Log
PLC Settings

pLC Shell

Users and Groups
Access Rights

Symbol Rights

42. Open a command prompt and type something like:

openssl.exe req -in "D:/prj/WIP/AWS IOT CORE/6_jackicpi3lcd.csr" -inform der -out "D:/prj/WIP/AWS
IOT CORE/jackicpi3lcd.csr"

43. Go back to the AWS management console

44. Open your "Thing" and go to the security console

45. Hit “View other options”
46. Hit “create with csr”
47. Use the output from the above openssl command (“jackicpi3icd.csr”)

48. Hit “Upload File".
If it doesn’t say successful after 10 seconds, you've grabbed the wrong file.

49. Download the certificate it gives you
Depending on your browser, will actually save as .txt for some reason.

50. Hit the link to download a root certificate.
Grab Amazon root cal, Root CA3, and startfield Root CA Certificates.

245 https://help.codesys.com/webapp/_cds_edt_device_log;product=codesys;version=3.5.17.0
246 https://help.codesys.com/webapp/_cds_edt_device_files;product=codesys;version=3.5.17.0

CODESYS Libraries - FAQ (EN) — 344


https://help.codesys.com/webapp/_cds_edt_device_log;product=codesys;version=3.5.17.0
https://help.codesys.com/webapp/_cds_edt_device_files;product=codesys;version=3.5.17.0
https://help.codesys.com/webapp/_cds_edt_device_log;product=codesys;version=3.5.17.0
https://help.codesys.com/webapp/_cds_edt_device_files;product=codesys;version=3.5.17.0

51.
52.
53.

54.
55.
56.
57.

58.

59.

60.
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62.

63.
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Press Activate.
Press Attach a policy

Select the policy you created earlier

Now it won't have added the certificate to the thing for some reason..
Go back to the main menu and select Secure > Certificates, select the new one you made.
Actions > Activate

Actions > Attach Thing > jackicpi3lcd > Attach

So now if you go to Manage > Thing > jackicpi3lcd, it should have a certificate under security.
If you click that it should have a policy under Policies, and the certificate should have the word
“ACTIVE".

Example:

5 > [ackicpizled Certificates > e524f4b75d4312c19e36...

jackicpi3lcd

CODESYS

e524f4b75d4312c19e36706e64

ACTIVE
tailg Certificates
Security
Details Policies
Policies
e524f4b75d4312c19e. ..
Things LetjackPubAndSub

Go back to the CODESYS IDE now.

Security screen > Devices?*” > Hit Refresh > Click on “Own Certificates”

Press the button just to the left of Owned certificates that looks like a PLC with a green downwards
arrow.

Example:
#i: Download: Transfer the selected certificate to the PLC

247 https://help.codesys.com/webapp/_csa_dlg_security_screen_devices;product=codesys_security_agent;version=1.2.0.0
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Change the file filter to all files.
Change the extension of the file you downloaded from .txt to .crt, then select it and hit open.

Go to trusted certificates folder now, and install all three root certificates (same button) from
Amazon.
Again, changing the filter if needed.

Cold reset the controller to take the new certificates.

Open the visualization, turn on xEnable again for AWSloTClient.
You should get a green “connected to broker” lamp.

Turn on xEnable the AWSIoTSubscribe
Enable the AWSIoTPublish

Now you should get the values, everything is good!
The topic and payload you send via Publish should be seen in the PLC_PRG.AWSIoTSubscribe_0

Example:
PubSub Example

(O}

Subscribe Topic

O
hello/aws
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6.2 lloT Libraries SL (EN)

6.2.1 lloT-Cloud FAQ's:

Q1: Is it possible to transfer files to the cloud via the functions provided by the CODESYS IlloT Library?
A1: The content of files can be transfer via MQTT or HTTPS.
Our libraries transport byte arrays or WSTRRINGs.

Q2: How exactly is there to proceed?
A2: You have to load the file and send it as a byte array via MQTT.

On the remote station you can store the received bytes as a file again.

In case of HTTPS (transports WSTGRINGSs) you have to encode the binary data Base64 before and
decode it again when receiving.

Q3: Is there a SFTP module to transfer files from an external server into the Edge-Controller?
A3: At the moment there is no SFTP module.

See also....

« Our Codesys Online Help (OLH)%*® Website
« Our Store Products for [10T?4°

6.2.1.1 Other related articles

+ See our CODESYS Store product: lloT Libraries SL2°

+  Our CODESYS Online Help?®'

+ Our Codesys Store 2%2

+ Basic information to the Codesys Development System (Codesys Homepage

+ Codesys Engineering?®®, for professional IEC 61131-3 applications for technicians and software
engineers

+ OLH: The Online-help introduction for the Codesys Development System (IDE

)253

)255

248 https://help.codesys.com/

249 https://store.codesys.com/de/catalogsearch/result/?q=1loT

250 https://store.codesys.com/de/iiot-libraries-sl.html

251 https://www.helpme-codesys.com/

252 https://store.codesys.com/en/

253 https://www.codesys.com/products/codesys-engineering/development-system.html

254 https://www.codesys.com/products/codesys-engineering.html

255 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_development_system.html
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+ The Codesys Online Help (OLH)?°® Website (pre SP18 link)

6.3 lloT Libraries SL - FAQ (EN)

6.3.1 Google Cloud loT Core Client SL - getting started

The software package “lloT Libraries SL” contains libraries for IloT communication, and libraries for reading
and writing of data structures.

MQTT Client App

TElEElE l—————— Publisher 2

6.3.1.1 How to get started

The CODESYS documentation does not serve as a tutorial for setting up and administering a Google Cloud
loT service.
For details about that, you must read the Google Cloud IoT documentation.

1. Install the lloT package from CODESYS Installer or the CODESYS Store: lloT Libraries SL (DE)?%/
(EN)258/(U8)259

2. After the Install, please read the datasheet from the installation folder:
f.e. C:\Users\<USERNAME>\IIoT Libraries SL\<version>\DataSheets\en\Google Cloud IoT Core Client
SL_en.pdf

This datasheet gives an overview of the steps required to get started.
For more detail on how to use Google's Google Cloud loT Core tools, you need to follow Step 3.

256 https://help.codesys.com/

257 https://store.codesys.com/iiot-libraries-sl.html
258 https://us.store.codesys.com/iiot-libraries-sl.html
259 https://us.store.codesys.com/iiot-libraries-sl.html
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Read the Google Cloud loT Core documentation [link]?6°.

4. Run the example from
e.g. C:\Users\<USERNAME>\Google Cloud IoT Core Client SL\<version>\Google Cloud loT Core
Client SL Example.project

5. With the MQTT sample application, you must enter all the info (see picture, green boxes) from your
Google Cloud account:

Execute the "Execute"” button (see image, red box - button).

Now you can use the four functions above.

The correct JSON you should enter, you have to get from the Google Cloud loT documentation.
JSON Utilities SL, which is also included in the lloT Libraries SL bundle, may help you in handling
JSON. See its example at C:\Users\<USERNAME>\JSON Utilities SL\<version>\JSON Utilities SL
Example.project

260 https://cloud.google.com/iot/docs/
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7 CODESYS Scripting - FAQ (EN)

7.1 Script example: Set I/0 variable names
7.1.1 Preparatory work:

7.1.1.1 In Codesys

+ Use a preferably current Codesys IDE version

From Codesys version SP18 on forward, install the Codesys Scripting add-on and the

Codesys Modbus add-on via the Codesys installer?®

« Create a standard project with a Codesys WinV3 PLC?52
+ use'Add Device?®® to add an Ethernet Adapter?%* append underneath a Modbus TCP Master?®S,
append underneath a Modbus TCP Slave?%®

7.1.1.2 in Python

+ Create a Python Script with the name, for example: device_change_io_mapping.py.
+ Include the following code into the script:

#
# Methods
#

def printDevParams(parmSet):
for param in parmSet:
print("param id={} name={}".format(param.id, param.name))

261 https://content.helpme-codesys.com/en/CODESYS%20Installer/index.html

262 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_creating_standard_project.html
263 https://content.helpme-codesys.com/en/CODESYS%20Test%20Manager/_tm_test_action_devices_adddevice.html
264 https://content.helpme-codesys.com/en/CODESYS%20Ethernet%20Adapter/_enad_start_page.html

265 https://content.helpme-codesys.com/en/CODESYS%20Modbus/_mod_edt_master_tcp.html

266 https://content.helpme-codesys.com/en/CODESYS%20Modbus/_mod_edt_slave_tcp.html
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printData(param, "")

def printData(data, indent):
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print("{}data identifier={} bit_size={}".format(indent, data.identifier,

data.bit_size))
if data.is_mappable_do:
io = data.io_mapping
print("{}variable={}".format(indent, io.variable))
if do.default_variable != None:

print("{}default_variable={}".format(indent, io.default_variable))

if data.has_sub_elements:
for subData in data:

printData(subData, indent + "--")
#
# Main program
#

#note: the variables to be assigned to the io mapping must be declared in the codesys

program and correspond to the variables used in the script
# in this example: "Application.PLC_PRG.wValue"
# the variable "byPins" can be used as global variable

proj = projects.primary

found = proj.find('Modbus_TCP_Slave', True)
assert(found, 'No Modbus slave found')

slave = found[0]

params = slave.device_parameters

# Show device parameters

if len(params) > 0O:
printDevParams (params)

# Show host parameters of the connectors
for conn in slave.connectors:

print("connector={} id={}".format(conn.interface, conn.connector_id))

parms = conn.host_parameters
if len(parms) > 0:
printDevParams (parms)

connector = slave.connectors.by_id(1)
assert(connector, 'No connector with specified id found')
params = connector.host_parameters

channel_list=[]
for test in params:
if test.io_mapping:
print(test)
channel_l1ist.append(test)
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io = channel_list[0].io_mapping

io.variable = "byPins"

if jo.mapping_creates_variable:
print("variable will be created")

io = channel_list[1].io_mapping

io.variable = "Application.PLC_PRG.wValue"

if jo.maps_to_existing_variable:
print("variable is mapped to existing one'")

7.1.2 Use / execute

+ Open the preliminarily created Codesys Project.

+ Execute the script device_change_io_mapping via the Command: Scripting — Execute Script File?®”,

>>> The Channel 0 and Channel 1 are mapped.
-
- |
The variables to be assigned to the I0-mapping must be declared in the Codesys program and
correspond to the variables used in the script.
In this example: "Application.PLC_PRG.wValue"
the variable "byPins" can be used as global variable

Otherwise, the assignment does not apply and the Codesys project cannot be translated or even
downloaded without errors

Please note that the given code examples are only intended to illustrate possible structures.
The examples do not claim to be complete or error-free.

267 https://content.helpme-codesys.com/en/CODESYS%20Scripting/_cds_cmd_execute_script_file.html

CODESYS Scripting - FAQ (EN) - 352


https://content.helpme-codesys.com/en/CODESYS%20Scripting/_cds_cmd_execute_script_file.html
https://content.helpme-codesys.com/en/CODESYS%20Scripting/_cds_cmd_execute_script_file.html

Support — Public FAQ

7.2 Script example: Set online path
7.2.1 Preparatory work:

7.2.1.1 In Codesys

+ Use a preferably current Codesys IDE version

From Codesys version SP18 on forward, install the Codesys Scripting add-on via the

Codesys installer?¢®

+ Create a standard project with a Codesys WinV3 PLC?%°

7.2.1.2 in Python

+ Create a Python Script with the name, for example: scan_and_download.py.
+ Include the following code into the script:

GatewayName = '<Name Gateway>'
TargetName = '<Name in Scan>'
DeviceName = '<Name in Device Tree>'

#find DeviceName in the Device Tree; has to be unique
found = projects.primary.find(DeviceName, False)
print('found "{}" in device tree'.format (DeviceName))

assert(found and len(found) == 1, 'No or more than one device found')
dev = found[0]

# set the selected Gateway for scan
gw = online.gateways[GatewayName]

# execute scan
print ('start scan for devices')

targets = gw.perform_network_scan()

# check if TargetName is in Scan result, only 1 1is expected

268 https://content.helpme-codesys.com/en/CODESYS%20Installer/index.html
269 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_creating_standard_project.html
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matchingTarget = None
for target in targets:
if target.device_name == TargetName:
print("Name: {} Addr: {}".format(target.device_name, target.address))
matchingTarget = target;
break

# set the commuication path with scanned device

if matchingTarget:
print('Set communication path of device ')
dev.set_gateway_and_device_name(gw, target.device_name)
# or
# dev.set_gateway_and_address(gw, target.address)

else:
assert('No matching target found')

# or set the communication path with IP
#IPAddress = '<IP Address PLC XXX.XXX.XXX.XXX<'

#dev.set_gateway_and_ip_address(gw, IPAddress)

# create online application
onlineApp = online.create_online_application()

print ('login with download application')
onlineApp.login(OnlineChangeOption.Never, True)

print ('create boot application ')
onlineApp.create_boot_application()

print ('logout')
onlineApp.logout()

7.2.2 Use / execute

+ Open the preliminarily created Codesys Project.

+ Execute the script scan_and_download.py via the Command: Scripting — Execute Script File?”°.

The execution will be reported in the Script Messages.
For communication path and login, no user / password is set.

Please note that the given code examples are only intended to illustrate possible structures.
The examples do not claim to be complete or error-free.

270 https://content.helpme-codesys.com/en/CODESYS%20Scripting/_cds_cmd_execute_script_file.html
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7.3 Script example: Status information and Ethernet statistics in an
PN controller

7.3.1 How to:

Read out status information and the Ethernet statistics in the PN controller via scripting engine?

7.3.1.1 Forge example on login and monitoring a variable

See our Forge example using 'read_value(): Login and monitor variable?’!

7.3.1.2 Read Status

You can access the statistics with this snippet:

IEC-Code

VAR

a: POINTER TO loDrvProfinet.DriverDiagV4;

param_a: POINTER TO loStandard.loConfigParameter;
END_VAR

IEC-Code

param_a := loStandard.ConfigGetParameter(PN_Controller.Connector,300);

IF param_a <> 0 THEN
a = param_a*.dwValue;
END_IF

7.3.1.3 PNIO Status

The SlaveStatus for the PNIO can be read out with:

SlaveName.xRunning

271 https://forge.codesys.com/tol/scripting/snippets/14/
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+ or SlaveName.PNIOStatus
See our Onlinehelp: PROFINET Diagnosis - PNIO Status (Error Code)?’2

272 https://content.helpme-codesys.com/en/CODESYS%20PROFINET/_pnio_diagnosis_pnio_state.html
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8 CODESYS SoftMotion - FAQ (EN)

8.1 Difference of fEditor and fTable in SMC_CAMTable* (SM3_Basic
Library)

If the Cam table is stored as a point array (byType = 1 or 2), then these values could be used to define a
scaling of the range of values of the table to values used by MC_Camin.

The master values are only scaled for non-equidistant tables, byType = 2.
The CODESYS Cam-Editor will set the fTable* values equal to the fEditor* values, so no scaling is
done.

Example:

See the Example >>273

See also....

« Our Codesys Online Help (OLH)?"* Website

+  OLH: SoftMotion SM3_Basic Library?’®

+ OLH: The Codesys Components of CODESYS SoftMotion?’8

+ OLH: CAMs?’7, defining Switch Points in CAMs?8 via Tappets and definition of a SoftMotion Cam?’°
«  Our Softmotion Store Elements?&

+ User requests under Forge - SoftMotion?®

273 https://fag.codesys.com/pages/viewpage.action?pageld=112525393

274 https://help.codesys.com/

275 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html

276 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html

277 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html

278 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html

279 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_definition_softmotion_cam.html
280 https://store.codesys.com/catalogsearch/result/?q=SoftMotion

281 https://forge.codesys.com/search/?q=SoftMotion

CODESYS SoftMotion - FAQ (EN) — 357


https://faq.codesys.com/pages/viewpage.action?pageId=112525393
https://help.codesys.com/
https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_definition_softmotion_cam.html
https://store.codesys.com/catalogsearch/result/?q=SoftMotion
https://forge.codesys.com/search/?q=SoftMotion
https://help.codesys.com/
https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html
https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_definition_softmotion_cam.html
https://store.codesys.com/catalogsearch/result/?q=SoftMotion
https://forge.codesys.com/search/?q=SoftMotion
https://faq.codesys.com/pages/viewpage.action?pageId=112525393

Support — Public FAQ

8.2 DXF: File Import, 'Maximum gap size'

AutoCAD DXF (Drawing Interchange Format, or Drawing Exchange Format) is a CAD data file format
developed by Autodesk for enabling data interoperability between AutoCAD and other programs.
Codesys can import DXF files.

The current DXF standard (u19.1.01) by AutoCad is supported with the restrictions, see the

OnlineHelp on Command: Import from DXF File?82,

8.2.1 Maximum gap size

This specifies the distance up to which the endpoints of elements in the DXF file are considered as
"contiguous".
The default is 0.007 units.

8.2.1.1 A technical exposition:

+ If two points of different geometry elements are separated by no more than this set 'Maximum gap
size' threshold,
the two geometry elements are considered as one contiguous element.

+ If these geometry elements are selected as consecutive elements during the sorting phase,
then, the end position of the first element is shifted so, that this position exactly matches the start
position of the second geometry element.

Only for ellipses this is not supported yet, here a gap remains which is filled by a GO element.

The largest value for 'Maximum gap size' can be setto 1.

With large values for 'Maximum gap size', it can come to inaccuracies with the import procedure!
In the process, nonadjacent endpoints can then be shifted onto each other and lead to an
incorrect representation.

The user will be asked in advance via a dialog if the current object is not empty.

After confirmation, the selected layers are imported and overwrite the existing program.

282 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cmd_cnc_dxf_import.html
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8.3 Error diagnostics: Meaning of an value for
wCommunicationState > 1000

With the use of the loConfig_Globals.drivename.wCommunicationState errors that have a values > 1000 can
occur.
These are often not immediately obvious, which errors are hidden behind it.

These numbers (>1000) come from the fact that in our state-machine, in a certain state an error has occurs.

Then the "known state +1000" is copied into wCommunicationState.
Thus it can be determined in which step/state the error has occurred.

See also....

Our Codesys Online Help (OLH)?8 Website

OLH: "wCommunicationState"284

OLH: CODESYS SoftMotionLight - Drive Configuration?8>
OLH: The Codesys Components of CODESYS SoftMotion?8®

8.4 Error diagnostics: SMC_AXIS_GROUP_FOLLOW_SETVALUE

Internally, SoftMotion is using the function block SMC_FollowSetValues to preset the set values for each
axis.

If one of the blocks returns an error, the axis group returns the error
SMC_AXIS_GROUP_FOLLOW_SETVALUE.

Possible causes (error of SMC_FollowSetValues):

SMC_AXIS_NOT_READY_FOR_MOTION
SMC_WRONG_CONTROLLER_MODE
SMC_REGULATOR_OR_START_NOT_SET
SMC_MSI_INVALID_EXECUTION_ORDER
SMC_AXIS_ERROR_DURING_MOTION

In many cases, the cause of SMC_AXIS_GROUP_FOLLOW_SETVALUES is an axle error.
In this case, more information about the error should be in the log.

Also, the error is most likely preceded by another error.

283 https://www.helpme-codesys.com/

284 https://www.helpme-codesys.com/search.html?id=&tx_solr%5Bq%5D=wCommunicationState

285 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion%20Light/_sm_light_driveconfiguration.html
286 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html
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8.5 Generic CiA 402 drive: MC_Power.Status output stays FALSE

8.5.1 Example:

bRegulatorRealState?®’=TRUE
bDriveStartRealState?®®=TRUE
The status- and control-word are correct

The drive can be moved via MC_MoveVelocity?®°

8.5.2 Question:

With all the existing Example outputs of the system setup, why does the MC_Power.Status?*® output stay
FALSE?

8.5.3 Answer:

The generic CiA 402 axis requires the following bits in the status word in order to be ready for motion:

- Bit 0 (ready to switch on)
+ Bit 1 (switched on)
+ Bit 2 (operation enabled)
- Bit 5 (quick stop)
+ Bit 12 (first bit of operation mode specific)
Bit 12 is not always set by every drive and therefore can prevent the axis to report

Axis.SMC3_AxisReadyForMotion()=TRUE.
This, in the end, will cause MC_Power.Status?®' to stay FALSE.

8.5.4 Workaround

The generic Axis can be tweaked, so that Bit 12 is not needed in position mode:
« Set_bCheckBit12InPositionMode?®?of the generic drive to FALSE.

- With this setting, the axis will report Axis.SMC3_AxisReadyForMotion?*3()=TRUE and therefore also
MC_Power?** will work.

287 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cmd_add_softmotion_cia402_axis.html

288 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cmd_add_softmotion_cia402_axis.html

289 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/Movement/MC_MoveVelocity.html

290 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
291 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
292 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cmd_add_softmotion_cia402_axis.html

293 https://www.helpme-codesys.com/search.html|?L=1&id=888&tx_solr%5Bq%5D=SMC3_AxisReadyForMotion

294 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
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8.6 Import a CAM from csv file

There is no CODESYS example how to specifically read cam tables from CSV files.

Codesys allows the use of the CSV utility to read CSV files. This is available in the CODESYS Store under CSV
Utility2°®,

Our Online Help shows documents on how to create CAM tables programmatically, to find under Softmotion
- CAM Data Structure (OLH)?%

See also....

« Our Codesys Online Help (OLH)?*” Website
+ OLH: Softmotion CAMs2%®

+ Store: CSV Utility?%°

+ Our Codesys Store Examples®®°

+ User requests under Forge - SoftMotion3"!

8.7 Remark on the 'table' units under SMC_CAMTable* (SM3_Basic
Library)

The values in the table array are represented in table units.

SMC_CAMTable LREAL_128 1 (STRUCT)

TYPE SMC_CAMTable_LREAL_128_1: STRUCT

This sTRUCT represents an equidistant curve table.
The table can handle 128 elements of type LREAL
« Thereis a array of slave positions. The slave positions related to the start and end position of the master must be enclosed.
« Storing of the master values in Table is scaled to the range [ fEditorMasterMin, fEditorMasteriax ]in Softhotion units.
» Storing of the slave values in Table is scaled to the range [ fEditorSlaveMin, fEditorSLaverMax ]in SoftMotion units.
« Storing of the master values in Table is scaled fo the range [ fTableMasterMin, fTableMasterMax ] in
« Storing of the slave values in Table is scaled to the range [ fTableSlaveMin , fTableslaveMax ]in table units.

295 https://store.codesys.com/en/csv-utility-configurable.html

296 https://help.codesys.com/webapp/_sm_cam_data_structure;product=codesys_softmotion;version=4.10.0.0
297 https://help.codesys.com/

298 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html

299 https://store.codesys.com/en/csv-utility-configurable.html

300 https://store.codesys.com/en/examples.html?product_list_mode=grid

301 https://forge.codesys.com/search/?q=SoftMotion
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The application requires 'SoftMotion units' and therefore the values from the Table array get converted
to 'SoftMotion units'.

If the Cam table is stored as a point array (byType = 1 or 2), then the values
fEditor*Min, fEditor*Max, fTable*Min and fTable*Max could be used, to define a scaling of the range of
values of the table to values used by MC_CamIn®? (OLH).

Note:

The master values are only scaled for non-equidistant tables, byType = 2.
The CODESYS Cam-Editor will set the fTable* values equal to the fEditor* values, so no scaling is
done.

Example:

See the Example >>303

See also....

« Our Codesys Online Help (OLH)3%* Website

+  OLH: SoftMotion SM3_Basic Library3®®

+ OLH: The Codesys Components of CODESYS SoftMotion3%

«  OLH: CAMs®Y, defining Switch Points in CAMs®3® via Tappets and definition of a SoftMotion Cam?3®°
«  Our Softmotion Store Elements®'®

« User requests under Forge - SoftMotion®'

302 https://help.codesys.com/webapp/srbYuZZix5-pgJJQ2Y8rgvkSFLs%2FMC_Camln;product=SM3_Basic;version=4.9.0.0
303 https://faq.codesys.com/pages/viewpage.action?pageld=112525393

304 https://help.codesys.com/

305 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html

306 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html

307 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html

308 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html

309 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_definition_softmotion_cam.html

310 https://store.codesys.com/catalogsearch/result/?q=SoftMotion

311 https://forge.codesys.com/search/?q=SoftMotion
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8.8 Scale and Shift Example for fTable and fEditor under
SMC_CAMTable* (SM3_Basic Library):

Example:

fEditorMasterMin = 2, fEditorMasterMax = 4

Here the master positions in the Cam-table will be shifted by 2 units:

fEditorMasterMin - ( fTableMasterMin * scale ) = 2 units.

and scaled by a factor of two:

( fEditorMasterMax - fEditorMasterMin ) / ( fTableMasterMax - fTableMasterMin ) = 2

A master position of 0 in Table units results in a master value of 2 in SoftMotion units.
A master position of 0.5 in Table units results in a master value of 3 in SoftMotion units.

See also....

« Our Codesys Online Help (OLH)%'? Website

+ OLH: SoftMotion SM3_Basic Library®'3

+ OLH: The Codesys Components of CODESYS SoftMotion3*

+  OLH: CAMs®'3, defining Switch Points in CAMs®'® via Tappets and definition of a SoftMotion Cam®'?
+  Our Softmotion Store Elements®'8

+ User requests under Forge - SoftMotion3"®

8.9 SoftMotion CNC with strange, jumpy, abrupt movements

To approach an analysis, check here the following points in your project:

312 https://help.codesys.com/

313 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html

314 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html

315 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html

316 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html

317 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_definition_softmotion_cam.html
318 https://store.codesys.com/catalogsearch/result/?q=SoftMotion

319 https://forge.codesys.com/search/?q=SoftMotion
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« Has the project connected the bStoplpo3?output of the SMC_ControlAxisByPos*?! blocks with
the bEmergency_Stop®?2 input of SMC_Interpolator?® (that as recommended by us)?

+ |s the bAvoidGaps®?*input of SMC_ControlAxisByPos®?° set to TRUE?

- During the jerky motion, does the bStoplpo3Zinput keep switching to TRUE and FALSE, and back?

If all this is answered with Yes, then the given maximum speed (Velocity [u/s]) of the axes does not fit!

8.9.1 Reason:

-+ SMC_ControlAxisByPos®’is using this speed to check, if there is a jump in the axis position.

+ When there is a jump, the SMC_Interpolator®?® is stopped via the bEmergency_Stop®?° input, and the
jump will be closed.

+ After that, the System starts again to process the movement.

+ So if this shutdown follows directly one after the other, it produces a jerky, jumpy motion pattern.

8.9.2 Solution

The maximum axis speed must then be configured right.
- This may have to be adjusted for each axis depending on the structure used in the project.

See also Codesys Online Help for the Drive general Tab - ‘Common’33°,

-

See also....

« Our Codesys Online Help (OLH)*" Website

+ Basic information to the Codesys Development System (Codesys Homepage
+  OLH: Interrupt of a single axis movement33?

+ OLH: The Codesys Components of CODESYS SoftMotion33*

)332

320 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
321 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
322 https://help.codesys.com/webapp/bPMATdcpjQHpU-Tjf9fo0w80GU0%2FSMC_Interpolator;product=SM3_CNC;version=4.11.0.0

323 https://help.codesys.com/webapp/bPMATdcpjQHpU-Tjf9fo0w80GU0%2FSMC_Interpolator;product=SM3_CNC;version=4.11.0.0

324 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
325 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
326 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
327 https://help.codesys.com/webapp/to3Mr10rJKOCizH70KxbQaLuxnU%2FSMC_ControlAxisByPos;product=SM3_CNC;version=4.11.0.0
328 https://help.codesys.com/webapp/bPMATdcpjQHpU-Tjf9fo0w80GU0%2FSMC_Interpolator;product=SM3_CNC;version=4.11.0.0

329 https://help.codesys.com/webapp/bPMATdcpjQHpU-Tjf9fo0w80GU0%2FSMC_Interpolator;product=SM3_CNC;version=4.11.0.0

330 https://help.codesys.com/webapp/_sm_edt_drive_general;product=codesys_softmotion;version=4.11.0.0

331 https://www.helpme-codesys.com/

332 https://www.codesys.com/products/codesys-engineering/development-system.html

333 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_interrupt_single_axis_movement.html

334 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html
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« OLH: Our Diagnosis in case of Performance Problems under SoftMotion33°

8.10 SoftMotion limitations for CAM, Tappets and CNC Programmes

There are sometimes questions about limiting, maximum number of certain SM elements.
Here is a brief summary:

CAMs

How many CAMs can | program/create in CODESYS?
Are there any other limitations? Total or single number of lines/polynomials?

8.10.1 Tappets

How many tappets are possible per cam?

8.10.2 CNC-PRGs:

How many CNC programs can | manage/create max. in the project?
Are there other limits in the individual CNCs?

8.10.3 Assessment

There are no hard limits in all of the elements. They are only indirectly limited by the available memory on the
uses system.

There are, however, restrictions on the use of tappets in certain function blocks (FB):

+ For SMC_CamRegister>®® the total number is capped at 512 tappets.

+ For SMC_ReadCam?3 there is a limit of max. 128 tappets and max. 128 segments.

+ With MC_Camin®®only 3 tappets can switch simultaneously per PLC cycle (see output
MC_Camin.Tappets. ).

See also....

+ Our Codesys Online Help (OLH)%3° Website

+ Basic information to the Codesys Development System (Codesys Homepage)3#°

335 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_diagnosis_performance.html

336 https://help.codesys.com/webapp/gjjw9jXoHTNOJkKn8vz-aOVhExI%2FSMC_CamRegister;product=SM3_Basic;version=4.10.0.0
337 https://help.codesys.com/webapp/gjjw9jXoHTNOJkKn8vz-aOVhExI%2FSMC_ReadCAM;product=SM3_Basic;version=4.10.0.0
338 https://help.codesys.com/webapp/srbYuZZix5-pgJJQ2Y8rgvkSFLs%2FMC_CamIn;product=SM3_Basic;version=4.10.0.0

339 https://www.helpme-codesys.com/

340 https://www.codesys.com/products/codesys-engineering/development-system.html
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+ OLH: for CNC3**!, CAMs3#2, and Defining Switch Points in CAMs3* via Tappets
+  OLH: Diagnosis in case of Performance Problems under SoftMotion344

8.11 SoftMotion Task error:
"SMC_FB_CALLED_FROM_WRONG_TASK"

8.11.1 Example:

In a project (created with SoftMotion version 4.12.0.0 Add-on) the SoftMotion Function Block f.e.g:
SMC_ChangeGearingRatio®#is called from any arbitrary Task.
This was working without problems.

When updating to SoftMotion version 4.13.0.0%4¢ the error "SMC_FB_CALLED_FROM_WRONG_TASK" will be
shown.

8.11.2 Questions:

+ Why is there now an error displayed, when old projects could be compiled and downloaded without
errors?
Does the FB have to be called from a specific Task with the new SoftMotion version?

+ Is the call from any arbitrary Task (under older SoftMotion versions like 4.12.0.0) an error in the
project/process flow, and should this be corrected retroactively?

8.11.3 Assessment and Explanation

Function Blocks that use an axis or axis groups, may only be called from the respective Bus-Task!
Up to SoftMotion version 4.13.0.0, this was not controlled, so that errors could occur in applications that
were difficult to track and understand.

Therefore, with the new version, we have included an error to directly point out this problem.

8.11.3.1
The problem explained with the above given example:

Let's assume a project has a SingleCore CPU with 2 Tasks.
- The first task is the bus task with a high priority (in this Task, the AXIS_REF_SM3 is called implicitly).
+ The second Task has a lower priority than the first and calls the block SMC_ChangeGearingRatio.

341 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cnc.html

342 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_f_cam.html

343 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_cam_defining_tappets.html

344 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_diagnosis_performance.html

345 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/
SMC_ChangeGearingRatio.html

346 https://store.codesys.com/de/codesys-softmotion-sl-bundle.html
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+ The Task with the higher priority can interrupt the Task with the lower priority.
+ SMC_ChangeGearingRatio accesses several values of the AXIS_REF_SM3 axis.
+ If the input variables SMC_ChangeGearingRatio®*’.dwRatioTechUnitsDenom or

SMC_ChangeGearingRatio3#.iRatioTechUnitsNum are changed, the following axis values are written,

for example:

+  AXIS_REF_SM33# fScalefactor

+  AXIS_REF_SM3%% fFactorVel

+  AXIS_REF_SM3°%%" fFactorAcc

+  AXIS_REF_SM3%%2 fFactorJerk

«  AXIS_REF_SM3%%3 dwRatioTechUnitsDenom
«  AXIS_REF_SM3%% jRatioTechUnitsNum

+ Assuming now that SMC_ChangeGearingRatio3%%

is executed, and writes the axis values listed above.

+ Then the second Task can be interrupted in the middle of processing SMC_ChangeGearingRatio®® by

the bus Task.

+ For example, the variables AXIS_REF_SM3%%’ fScalefactor and AXIS_REF_SM32%8 fFactorVel

have already been updated, but the others still have the old value!

+ Then, AXIS_REF_SM33%°, which is now called in the bus task, works with both new and old values!

+ This is therefore an inconsistent state, which can lead to undefined errors!

Recommendation

To prevent these inconsistent states, all blocks that work with axes or axis groups must be called

from the respective bus task.
We therefore recommend that you adapt your application accordingly.

347 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/
SMC_ChangeGearingRatio.html

348 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/
SMC_ChangeGearingRatio.html

349 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

350 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

351 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

352 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

353 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

354 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

355 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/
SMC_ChangeGearingRatio.html

356 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/
SMC_ChangeGearingRatio.html

357 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

358 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html

359 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/Drivelnterface/AXIS_REF/AXIS_REF_SM3.html
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This also means, with knowledge of the possible problems/misbehavior, it is recommended to
upgrade applications of existing projects under the old SoftMotion versions appropriately!

See also....

+ Our Codesys Online Help (OLH)3%° Website
+ Basic information to the Codesys Development System (Codesys Homepage
+  OLH: Diagnosis in case of Performance Problems under SoftMotion36?

)361

8.12 Version difference in the operation of Axis.nAxisState

8.12.1 Question

In the real axis states of EtherCAT between f.e. SM4.10 and SM4.6.3, there is a difference in the operation of
Axis.nAxisState when MC_Power3®? is turned from OFF to ON.

8.12.1.1 Setup Examples:

+ 0ld behavior: SoftMotion v4.6.3.0 : Axis.nAxisState=power_off — stopping — standstill
+  New Behavior: SoftMotion v4.10.0.0 : Axis.nAxisState=power_off — standstill - stopping — standstill

8.12.2 Change Description

The "new behavior" (power off --> standstill --> stopping --> standstill) was introduced with a bug fix in
SoftMotion version >=4.7.0.0.
Before this version, MC_Power directly set the axis state from 'power off' to 'stopping'.

Now MC_Power3% sets the axis state to 'standstill' and the transition to 'stopping'.
This is only executed if the drive is also switched on (Bit 2 in the status word).

The bits of the status and control word should be described in the documentation of the used
drive, as they might differ from the CiA 402 standard.

360 https://www.helpme-codesys.com/
361 https://www.codesys.com/products/codesys-engineering/development-system.html
362 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_diagnosis_performance.html

363 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
364 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
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8.12.3 Axis States Description

Please see the following axis states (also, OLH: Axis Group States®®®):

power_off
+ errorstop
+ stopping
standstill
+ discrete_motion
+ continuous_motion
synchronized_motion
+ homing

8.12.4 Behavior in question

When starting the MC_Power by the settings:

Enable = TRUE
bRegulatorOn = TRUE
bDriveStart = TRUE,

then the axis is not disabled anymore (it is not in the 'power_off' state).

The previous behavior (before the bug fix in SM v4.7.0.0) was, that the axis directly made a transition to
stopping.

But this was not correct, because " Why should the drive be stopping when the regulator is not on (i.e. the
drive is not switched on)? "

In this more or less undefined state, SoftMotion will use 'standstill' first until sure that we are in state
stopping.

+ When known, that the regulator of the drive is on (drive is switched on) but the drive has not enabled
the operation yet (NOT (bDriveStart®®AND bDriveStartRealState)), then the drive switches into state
'stopping'.

+  When then the drive is actually started (switched on and operation enabled), the state 'standstill' is
entered again.

+ So there is a difference between the first and the second standstill during MC_Power3®7.

To judge whether an axis is ready to move, the MC_Power.Status3®® output can be used.

365 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_robotics_state_machine.html

366 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_special_use_cases.html

367 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
368 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/POUs/AdministrativeConfiguration/MC_Power.html
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See also....

« Our Codesys Online Help (OLH)%° Website

+  OLH: SoftMotion SM3_Basic Library®7®

+ OLH: The Codesys Components of CODESYS SoftMotion®”’
* OLH: Drive Control, Standard Use Cases®’?

369 https://help.codesys.com/

370 https://content.helpme-codesys.com/en/libs/SM3_Basic/Current/SM3_Basic/fld-SM3_Basic.html
371 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_components.html

372 https://content.helpme-codesys.com/en/CODESYS%20SoftMotion/_sm_special_use_cases.html
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9 CODESYS Visualization - FAQ (EN)

9.1 Access to Text Lists from the IEC Code

The requirement for programmatic access to text lists is that a visualization is present in the project.

Example of a text list:

Devices * B X MyTextList X
=g %"’&M’” D Default de - ch
= Device (CODESYS Control Win V3 x64]
N PLC[L ) ) 0 My first entry Mein erster Eintrag ~ Mos nepeas 3anuck ZEIE—E&E
- ogIc
? 1 My second one Mein zweiter MoR BTOpas 3anuck EEE—EFE

=-IC} Application
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= @ MairTask
| & pLc_PrG
=gk vIsU_TASK
@ VVisuElems. Visu_Prg
MyTextList
= Visualization Manager
#8 webvisu
@ Visualization

Open the Library Manager and add the TextListUtils library.

Devices >~ B % MyTextList fif) Library Manager x
=gl Textliten x 45 Add library 3¢ Delete library | “ Properties 73 Details | 5] Placeholders m\_lhrary repository
= m Device (CODESYS Control Win V3 x64)
=0 PLC Logic Name MNamespace Effective version
= £} Application + Sy tem) 0
Library Manager e
PLC_PRG (PREG) +
= @ Task Configuration £
=3 MainTask s
| 8] pLC_PRG :
s

TextlistUtils = Textlistitls, 3.5.8. 10 (System)

=g VISU_TASK
@ WisuElems. Visu_Prg

MyTextList =) Texdistutis, 3.5.8. 10 (System) Inputs/Outputs | Graphical | Documentation |
= Visualization Manager =10 TextlistUtis GetTextw (FU N)
ag‘ WebVisu ﬁg Returnvalues
&) visualization EE?"EW FUNCTION GetTextW : ReturnValues
__E ex

This function returns the language specific
manager.
InCut:

Both of the functions GetText and GetTextW are differentiated only by the data type that is
processed.

If Unicode characters, such as Russian or Chinese, are used in the project, then you have to work with
the WSTRING type.

Please note that the use of Unicode characters has to be activated explicitly in the visualization
manager
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m Library Manager
PLC_PRG {PRG)
= @ Task Configuration
H @ MainTask
& PLC_PRG
=g VISU_TASK
@ WisuElems. Visu_Prg
MyTextlist
= Visualization Manager
&8 webvisu
@ Visualization

MyTextlist

] Visualization Manager X

Devices -+ 0 X
= Textlistan =]
= m Device (CODESYS Contral Win V3 x64)
=Bl pLC Logic
= a Application

@ Settings | ] Dialog settings | [ Default Hotkeys | ] visualizations | 81 User management | * Font setting

General settings

Useunicodestrings

[] Use CurrentVisu variable

Style settings

Selected style: [Flat style, 3.5.9.0 (35-5mart Software Solutions GmbH) ']
Display all versions {for experts only)

Preview:

_ ’—. || Headiine

b

_/Z- Radiobutton
) Radiobutton - . I

f v

« The language first has to be determined in the code before the text is read.
This is done here by means of the variable udiLanguage which can be changed from the visu, for
example by means of a combo box.

Devices > & x] PLCPRG x (] MyTextst | &) veuslzaton | Viuaizaton Manager i) LoaryMenager | Devee |
=0 weteds Devie Applcation PLC_PRG
=) Device [connected] (CODESYS Control Win V3x64)
= B0 pcLogc Expression Type Value Prepared value Address Comment
€ Application [run] # udiLanguage e 2
) Lirary Manag: # sD STRING T
PLC_PRG (RS # sTextist SRING mytectist
@ ‘Task Configuration & wsResult WSTRING "Mos ETopas 3anues”
= & ManTask  rerval RELRWALES  ERR_OK
&) pic pro o =
= VSUTAC
8 Visuelems Visu_Pra -
i= 'Default’);
~aes
=ty
3 -
9) CmpDynamicText . DynamicTextChangelanguage (stlanguage = 'ch');
10 ED case
11 resvall ERROK ] := TLU.GetTexcW(pweText := ADR(wsResult[ isswsss 7)), diSize := SIZEOF (weResulc[ Tiozewsss »), sTexclist := sTextlist| mymmer ], sTexcIndex := ] = ] - EETEN

9.2 Debugging Visu Exception

How to debugging a Visu Exception if there is an Visu exception shown in the Visualization:

An exception happened while executing the visualization!

If you want to debug the reason of this crash, activate the online-command
'Stop execution on handled exceptions' within your programming system.

Please press a key or touch/mouse to try to restart the visualization.

9.2.1 Step-by-step guide

Use the following Option:
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1. Execute Tools -> Customize - 'Add command..' - Category ,Online” - Stop execution on handled
exception

(R B Bt =

If then the exception occurs, the IEC code where this happens can be analyzed (see also OLH: PLC Log®"3).

When the error occurs from one of the CODESYS visualization elements, this then must be investigated.
In this case, please contact us and send us a full project archive

(with an Callstack and a Coredump, which was created together with the associated project)

and please set/add the compiler-define VISU_NO_EXCEPTION_HANDLING under the 'Application’ -
'Properties' - 'Build’ Tab:

L Lol =

Targat marcry ssttrgs | Accam conied | 2

= Cavesl Ageiy

For more forms of contact us, please see our Codesys Support and Product Information®’4.
If you need technical support, please purchase a Support Ticket®’® in the CODESYS Store.
+ Please note that certain products in the CODESYS Store already include a Support Ticket.

373 https://help.codesys.com/webapp/_cds_edt_device_log;product=codesys;version=3.5.17.0
374 https://www.codesys.com/support-training/codesys-support.html
375 https://store.codesys.com/en/codesys-support-ticket.html
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To report software bugs, or if you have a question concerning the products in the CODESYS Store, click on
the "My Question37®" button next to the shopping cart symbol in the CODESYS Store3”’.

See also....

9.3

Our Codesys Online Help (OLH)*’® Website

OLH3"°: How to 'Analyzing Errors with Core Dump'®® and how to 'Create a Core Dump'®®" in the first
place

OLH: the PLC Log®? and how to Reading the PLC Log3®

How to Report problems and error messages to CODESYS384

How to: Disable the Microsoft Windows Edge gestures when
using a Visualisation

9.3.1 Application example

With a TargetVisu and a touch panel (with a Visu application online) is running, the user can switch the
Window screen on/off by sliding it to the right or left screen side.

This should be avoided sometimes, so an option is needed to prevent access to the Windows 0S/Tabs from
the Visu application.

This issue is about the task view and the Windows notification center that pops up when the user
swipes in from the right or left screen side.

It is not a Codesys related feature, and currently, this can only be disabled via the registry, and is
not a Codesys related feature.

See for more Information on this topic here: Superuser.com?38®

376 https://store.codesys.com/en/contact

377 https://store.codesys.com/en/

378 https://help.codesys.com/

379 https://help.codesys.com/

380 https://help.codesys.com/webapp/_cds_using_core_dump;product=codesys;version=3.5.17.0

381 https://help.codesys.com/webapp/_cds_cmd_create_core_dump;product=codesys;version=3.5.17.0
382 https://help.codesys.com/webapp/_cds_edt_device_log;product=codesys;version=3.5.17.0

383 https://help.codesys.com/webapp/_cds_reading_plc_log;product=codesys;version=3.5.17.0

384 https://faq.codesys.com/display/CDSFAQ/Report+problems+and+error+messages+to+CODESYS
385 https://superuser.com/questions/1036762/how-to-disable-windows-10-touchscreen-gestures):
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https://help.codesys.com/webapp/_cds_reading_plc_log;product=codesys;version=3.5.17.0
https://faq.codesys.com/display/CDSFAQ/Report+problems+and+error+messages+to+CODESYS
https://superuser.com/questions/1036762/how-to-disable-windows-10-touchscreen-gestures):
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9.3.2 Exception from the web

There are two ways to deactivate this Microsoft Windows Edge feature.

9.3.2.1 1. Windows 'Group Policy Editor'

The official way to disable touchscreen gestures is via the 'Group Policy Editor' within the Windows System.

Windows Home Edition users cannot change this setting, out of the box!
The 'Group Policy Editor' is included with Windows 10 Home - it is just not unpacked and
installed.

If needed, please consult your IT department, or refer to trusted websites that
describe how to reinstall the editor without damage - only via installation packages
located on your system!

The 'Group Policy Editor' is called via the program file Gpedit.msc .
This can be done with the keys Windows + "R " (command prompt) and using "Gpedit.msc" there.

Group Policy Editor (Gpedit.msc)

gpedit.msc
Local Computer Policy
Computer Configuration
Administrative templates
Windows Components
EdgeUI
Allow edge swipe = Disabled

9.3.2.2
2. Windows Registry changes

To "Completely Disable Action Center in Windows 10" use:
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Registry

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Explorer

create new DWORD DisableNotificationCenter=1

To "Disable New Action Center Sidebar and Restore Previous Ul" use:

Registry

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ImmersiveShell
UseActionCenterExperience DWORD= 0 ( default = 1)

Deactivating all touch screen hand gestures, also works in kiosk mode".

9.4 Including an Interface (Example "IKeyEventHandler")

9.4.1 Requirement

+ Create a "Standard project" and select "CODESYS ControlWin V3" as the device.
« Add a "Visualization" to the application.

A "Visualization Manger" is added to the project automatically.
Add the library "VisuElemBase" as a top-level library in the "Library Manager".

Devices

> 0 x

=5 KeyEventHander
= ﬂi Device (CODESYS Control Win ¥3)
=l PLC Logic
= £} application
m Library Manager
PLC_PRG (PRG)
= Task Configuration
= @ MairTask
#] PLC_PRG
= g8 VISU_TASK
5 VisuElems.Visu_Prg
. Visualization Manager
Targetvisu
8 webvisu
@ Visualization

(@ Device |8 Visualization PLC_PRG

¥ i Library Manager x

% Add library < Delete library 3 Properties 73 Details 5] Placeholders | (fif] Library repository

MName

* 3SLicense = 35license, 3.5.10.0 (35 - Smart Software Solutions GmbH)
+ BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (3
+ IoStandard = IoStandard, 3.5. ) (System)

Standard = Standard, 3.5.9.0 (System)
System_VisuElem3DPath = VisuElem3DPath, 3.5.10.0 (System)

+

35 - Smart Software Solutions GmbH) BPLog

Namespace Effective version

_35_LICENSE 3.5.10.0

IoStandard

&

‘Systﬁm)ﬁsuElEmEasE = VisuElemBase, 3.5.11.0 (System)

+ System_VisuElemCamDisplayer = VisuElemCamDisplayer, 3,5.10.0 (System)

Standard

VisuElem3DPath

VisuElemBase 3.5.11.0
VisuElemCamDisplayer 3.5.10.0

=5l VeuSlemBase, 3.5 11.0 (System)
+ I Private Implementation
#-{2 Project Information
2 Public Parts

Define the target system by means of the Network scan.
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# KeyEventHandler.project* - CODESYS

r\
Fle Edit View Project Buld Onliine Debug Tools Window Help W
el & [ = O | #8 | & x| > || =
Devices > 1 x Eventrander | [ Eventdandler HandlekeyEvent PLICPRG  [[g] visulit | @) VsuslizatonManager [ Device x
=5 KeyEventHiander - o
= [ Device (CODESYS Control Win V3) Communication Settings ‘ Sean Network. Fa"EWEV ML
= B0 PLC Logic s
= € Application Applications
) tbrary Manager O :
< EuertHandier (FB) Backup and Restare :
[T Handeke t S  —
[ HandiekeyEven - 'Y .
PLC_PRG (PRG) ———
B visumit (pRG) . catauay
= (B8 Task Configuration - KERNTPC (active) -
T
& MainTask PLC Settings IP-Address: Device Name:
&) pLe_PRG localhost KERNTFC
=g VISU_TASK PLC Shell
= < Port: Device Address:
@ VisuElems. Visu_Prg 1217 0301.A000.0358
= ) Visualization Manager Users and Groups
Target ID:
TargetVisu 000, 0001
g webvisu Task Deployment
Target Type:
Visualization
a Status 4086
TargetVendor:
Information 35 - Smart Software Solutions GmbH
TargetVersion:
3.5.110

9.4.2 Creating the EventHandler

+ Create a new FB named "EventHandler" and implement the interface "IKeyEventHandler".

id PO ;

@ Craste a naw POU (Program Orgasication Unit)

B
EventHiender]
Tioe
Program
@ Fanction Bheck
Exends: Roartyme 1
o rphemenis: W ventHisncer |s

fexess specifien

Method implementation linguage:
Structured Tewt {5T) -

Funcition

Hebum type

Impsmastatzzn [angusge:

[Stuctured Tnt f51) =]

] [
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The method "HandleKeyEvent" is created automatically with the FB:

Devices r X EventHandler X
=g KeyEvenitander FUNCTION BLOCK EventHandler IMPLEMENTS IKeyEventHandler

1
= m Device (CODESYS Control Win v3) z VAR INFUT
=B pLC Logic 3| END_VRR
=} application 4| VAR _OUTFUT
m Library Manager 5 END_VAR
= EventHandler (FB) f VAR
END_VAR

PLC_PRG (PRG)
= @ Task Configuration
B @ MainTask 1
& pLC_PRG
=585 VISL_TASK
@ VisuElems. Visu_Prg
= Visualization Manager
TargetVisu
& webvisu
@ Visualization

+ Add an output variable of type "UDINT" to the EventHandler:

Declaration

FUNCTION_BLOCK EventHandler IMPLEMENTS IKeyEventHandler
VAR_INPUT
END_VAR
VAR_OUTPUT
udiKeyDownCount : UDINT;
END_VAR
VAR
END_VAR

+ Edit the method "HandleKeyEvent" so that the counter is incremented only when a key is pressed:

Declaration

{warning 'add method implementation '}

(* This method will be called after a key event is released.

RETURN:

TRUE - When the handler has handled this event and it should not be handled by
someone else

FALSE - When the event 1is not handled by this handlerx)
METHOD HandleKeyEvent : BOOL
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VAR_INPUT
(* The event type. The value 1is true 1if a key up event was released.x)
bKeyUpEvent : BOOL;
(* The key codex)
dwKey : DWORD;
(* The modifiers. Possible values are:
VISU_KEYMOD_SHIFT : DWORD := 1;
VISU_KEYMOD_ALT : DWORD := 2;
VISU_KEYMOD_CTRL : DWORD := 4;%)
dwModifiers : DWORD;
(* A pointer to the client structure were tje event was releasedx)
pClient : POINTER TO VisuStructClientData;
END_VAR

Implementation

IF bKeyUpEvent THEN

THISA.udiKeyDownCount := THIS”.udiKeyDownCount + 1;
END_IF

9.4.3 Instantiating the Eventhandler

+ Create an FB instance in PLC_PRG, as well as a variable for reading the current value:

Declaration

PROGRAM PLC_PRG

VAR
instEvHandler : EventHandler;
udiCurValue : UDINT;
END_VAR

Implementation

udiCurValue := dinstEvHandler.udiKeyDownCount;
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9.4.4 Assigning the EventHandler to the visualization

Versions < V3.5.SP10

In old versions, the following approach is not possible, because the assignment of a program
from the visualization manager was not possible:

For these versions, an initialization must take place in the program code.
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+ Create a new POU of type "Program" and name it "Visulnit" for example.
+ Write the following program code:
Declaration

PROGRAM VisuInit

VAR

END_VAR

Implementation

VisuElems.VisuElemBase.g_VisuEventManager.SetKeyEventHandler (PLC_PRG.instEvHandler);

Assign the program in the "Visualization Manager".

Devices v &% ion Manager X
= Keyevent = |/ @ Settings | @] o
=i Device (CODESYS Control Win v3)
= B PLC Logic

| 2 pefauit Hotkeys | & visuaiizations | 82 User management | % Font settings |

General settings

= € application
(@ Library Manager
=[5 Eventriandler (F5)
s tardekeysvent Style settings
PLC_PRG (PRG)

7] Use unicode strings

7] Use Currentvisuvariable

Selectad style:

Additional settings

[C] Activate multitouch handling
Activate semi-transparent draving
] Activate standard keyboard handling

Visulnit (PRG)

(Flat style, 3.5.2.0 (25-Smart Software Solutions Gmbt)

) paint disabled elements grayed out

Display all versions (for experts only)
= [ Task Configuration

,—. |:| Headline

Preview:
=& MainTask

&) pLcPRG () Radiobutton
= visu A
) Visublems.Visu_Prg

= 8] Visualization Manager

Targetyisu

() Radiobutton

Call after visuinitialization:
Visulnit

Extended settings
] visible

@& webvisu E ‘
&) visualization

@
®

(©)
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9.4.5 Downloading and starting the project

+ Download the project to the controller and start the application.
+ The visualization starts automatically.
Click the visualization window to make sure that it is the active window.
+ The variable "udiCurValue" is incremented by one each time a key is pressed on the keyboard.

Devices >+ 3 x PLC_PRG X | [] Device

=2 KeyEventriander B Device.Application.PLC_PRG
= m Device [connected] (CODESYS Control Win V3)
= @1] PLC Logic Expression Type Value Prepared value Address C

= [} Application [run] + @ instEvHandler EventHandler
i Library Manager @ udiCurValue UDINT ©
= EventHandler (FB)
PLC_PRG {PRG)
Visulnit (PRG)
H @ Task Configuration

= @ MainTask
] PLC_FRG
=58 VISU_TASK 1 udiCurValue[ & | := instEvHandler.udiKeyDownCount[ &  |:[RETURN]

@ VisuElems. Visu_Prg
= Visualization Manager
TargetVisu
& webvisu
@ Visualization

9.5 Knowhow: Images with SVG file format

9.5.1 Basics

The Scalable Vector Graphics (SVG)*®support in Codesys is platform dependent.
Typically, SVGs are

+ partially supported on Linux - only the TinySVG vector image format is correctly usable,
+ fully supported on Windows,
+ and not supported at all on Windows CE.

Also, if the device does not support SVG, we implicitly convert SVG images to a supported format when
downloading them to the controller.

Default File path for Images within a project, on the PLC/controller: $PlcLogic$/Svisu$/

9.5.2 Scaling Issues

There are some cases where e.g. in the target at least SVG images are displayed, but behave strangely (e.g.
when scaling).

Then SVGs are used that do not comply with the TinySVG format, but are required by the platform to work
correctly.

386 https://en.wikipedia.org/wiki/SVG
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This can result in subsequent restrictions:

« The images are rendered and saved as .png (this would be seen in the controller file system).

+ The size of the rendered image results from the largest static usage created in the project.

+ Therefore, the created .png images might have received an unwanted scaling.

+ These images may be displayed blurred in the Target Visu - depending on the relative size in contrast
to the projected usage (largest static usage).

9.5.3 Known handling problems, using SVG Images

If you encounter a rendering problem with SVGs, you have a few ways to work around it, or check why they
can't be rendered:

9.5.3.1 Use the latest versions

Please check if you are using the latest version of the Codesys Visualization Profile®®’ or CODESYS
Visualization (Add-on, package)®®, corresponding supported by your runtime version.

Depending on the version of your Codesys installation, you can check this via the Package Manager®® or the

Codesys Installer®®.

9.5.3.2 PLC Error message: SVG Imageformat disabled by build option

The error message may look like this:

**xx* ERROR: SVG Imageformat disabled by build option
1111 Warning: Image=<image>S$PlclLogic$/$visusS/xxxxxx.svg</image> not loaded

This log message in the PLC/controller usually occurs when the SVG feature is not active in the build of the
RTV (Remote Target Visu) element of the Runtime, and therefore cannot no rendering SVGs at all.
With other words, the PLC/controller basically does not support the feature - it was not built in.

In this case, you can:

Redesign your project and do not use SVGs
+ contact the PLC/controller manufacturer and ask for a possible update,
+ Try to work around with the 'Transfer both svg images and converted images' Option

9.5.3.3 Visualization Manager, Tab: Advanced Settings

Use of the 'Transfer both svg images and converted image®®’

Advanced Settings:

s' Option in the Visualization Manager -

+ The option is visible only if both a WebVisu and a TargetVisu exist.

387 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_dlg_project_settings_visualzation_profile.html
388 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_start_page.html

389 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_package_manager.html

390 https://content.helpme-codesys.com/en/CODESYS%20Installer/index.html

391 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_manager_advanced_settings.html
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The option handles only images in SVG format.

The option is also available if the device description of the TargetVisu controller does not support the
SVG (full) format.

If the device supports SVG (full), the option is grayed out. No need for conversion.

The main use case for this option is using a PLC with both,

TargetVisualization, with no SVG or only TinySVG support
WebVisualization
A PLC, that does have enough memory to hold both types of images.

For such PLCs, the optimal and best display/look when using SVK images would not be possible in the
Webvisu so. The option makes this possible.

9.5.3.4 Windows RTE

In the Codesys RTE, it can happen that SVG are not displayed there in the TargetVisy, if the folder
"SVGRenderer32" with the SVGRenderer.dll are not in the RTE folder on the target system.
9.5.3.5 RemoteTargetvisu

In this case, the following error is usually displayed:

"Loading the DLL SVGRenderer failed. SVG Graphics cannot be displayed"
This behavior occurs when f.e.g. only the RemoteTargetvisu.exe is copied out of the GatewayPLC folder and
then used.

The corresponding SVGRenderer.dll is not found. This DLL is expected, parallel to the EXE file, in the same
folder.

9.6 RemoteTargetVisu: Reading the Client Name

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.
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i) Lbrary Manager
PLC_PRG (PRG)
=-(#8 Task Configuration

Backup and Restore

Files
=g MainTask
&) pLC_PRG Log
PLC Settings
PLC Shell

Users and Groups

Access Rights

Task Deployment

Status

Information

Fle Edt View Project Buld Onine Debug Tools Window Help
bMeaa o 8805 88251 e - T | 1 08 Lo 198w |
Devices = & X | | vevice x
=[5 RTV. StatenName -
=/ [ Device (CODESYS Contral Win V3) Communication Settings CSBH netwmk-)iatewav ~ | Device ~
=B PLC Logic
= £ Application Applications

¢ e
Gateway

- [0344] factive) -
IP-Address: Device Name:
localhost KERNTPC
Portz Device Address:
1217 0344

Target ID:

0000 0001

Target Type:

TargetVendor:

Open the Library Manager and add the following library:

VisuUtils

CODESYS GmbH

Target Version:
351220

[f Device @ Visualization rﬂ

RemoteTargetvisualization

I'se visu_Task ' Library Manager x

5 Add library 3¢ Delete library | 25 Properties 72 Details | 5] Placeholders m Library repository

Name

+ System_VisuElemTrace = VisuElemTrace, 3.5.12.0 (System)

+ System_VisuElemXYChart = VisuElemXYChart, 3.5.12.0 (System)
+ system_visuinputs = visuinputs, 3.5.12.0 (system)

+ System_VisuNativeControl = VisuNativeControl, 3.5, 12.0 (System)
+ VisuUtils = Visu Utils, 3.5.12.0 (System)

Insert a visualization in the device tree.

Mamespace Effective version
VisuElemTrace 3.5.12.0
VisuElemXYChart 3.5.12.0

visuinputs 3.5.12.0
VisuMativeControl 3.5.12.0

vu 3.5.12.0 L1

Then the Visualization Manager is inserted with the visu types TargetVisu and WebVisu.
Delete both of these are add a RemoteTargetvisualization. Then assign the Visualization to it as the

start page.

In addition, a VISU_TASK is also created automatically.

-
@ RTV_StationMame.project - CODESYS

m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
= @ MainTask
] PLC_PRG
=g visu_Task
@ VisuElems. Visu_Prg
= Visualisierungsmanager
a RemoteTargetvisualization
@ Visualization

File Edit Wew Project Build Online Debug Tools Window Help
S~ =1 B AR -0 % | | = |
Devices > B X a 0 ion X (] Device ]
=5 RTV_Statiorame (=]
= m Device (CODESYS Control Win v3) Start Visualization: Visualization E]
=B PLC Logic
= a Application
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Create a new FB named FB_Iteration and implement the VU.IVisualizationClientlteration interface.

Aad FOU

—

—_—

Kame
Fil_Dnariaan

Topst

& Function Bock
Exierds:

Arzess wpachier:

@ Create 2 new POU (Program Organization Unit}

7V Ingemerts:  GuskaiseChen et |,

Mithod imglemestatoniagusge:
| Struchared Test (573

Functon

Fstum type;

Irig lam entati on bl gaige:
| Structrnd Tasa (5T)

[ad ]I

Carced

The following methods are created automatically with the FB:

Endlteration
HandleClient
Startlteration

@ RTV StationName.project* - CODESYS

BEd &l

Eile Edit View Project Build Online Debug Tools Window Help

$BREX AL AY b AR IR 8% I I

Devices

-2 x

[fj Device

@ Visualization l@ RemoteTargetvisualization r@ VISU_TASK

rm Library Manager

FB_Iteration X |

=5 RTV_StationName
= ﬂj Device (CODESYS Control Win V3)
= Bﬂ PLC Logic
= D Application

>"m Library Manager

- FB_Iteration (FB)

I_:ﬁ HandleClient

5] rLc_PRG (PRE)

D o e W R

IFUNCTIONﬁBLDCK FB_Iteration IMPLEMENTS VU.IVisualizationClientIteration
VAR INPUT

END VAR

VAR OUTPUT

END VAR

VAR

END_VAR

Adapt the FB_Iteration function block as follows:

Declaration
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FUNCTION_BLOCK FB_Iteration IMPLEMENTS VU.IVisualizationClientIteration
VAR_INPUT
END_VAR
VAR_OUTPUT
END_VAR
VAR
sRtvNamel : STRING;
END_VAR

+ Adapt the HandleClient method as follows:

Declaration

(* This method will be called for each client that 1is currently within the list
of active visualization clients.

note:: Please remark that this method will be called from VISU_TASKx)
METHOD HandleClient

VAR_INPUT
(x The object representing the according client. Will not be 0.x)
itfClient : VU.IVisualizationClient;

END_VAR

Implementation

IF itfClient.ClientType = VU.VisuClientType.RemoteTargetVisualization THEN
sRtvNamel := itfClient.GetClientName();
END_IF

+ Adapt the POU PLC_PRG as follows:

Declaration
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VAR
fbIteration : FB_Iteration;
fbIterateClients : VU.FbIterateClients;
END_VAR

Implementation

fbIterateClients(xExecute:=TRUE, itfClientFilter:=VU.Globals.AllClients,
itfIterationCallback:=fbIteration);
IF fbIterateClients.xDone THEN

fbIterateClients(xExecute:=FALSE, itfClientFilter:=VU.Globals.AllClients,
itfIterationCallback:=fbIteration);
END_IF

Load the project to the controller and start it.

Be Edt Vew Project Buld Onine Debug ook Window Hep A¢
hed & L:) ALMLI A% %R BT 8 % . |9 | W

Devices <8 X[ vevie |@) Veuslaton |3 RemotcTargetvsusizaton |5 VISUTASK | ff) Lbraryansger | [5] Fotteaton | [y 70 lteraton tandeClent ) 5] PLC_PRG X | [ _Fo_fteration Endite v
= 5 Ar_Statooame.

= 3 Devke lcomected] (CODESYS Contral Win V3)
= 80 puctogec

¥ sRoNamet STRING 2

+ @ folterateclients VU FolterateClents

= & Task Configuration

2 IF fblveraveClients.xDoneEER THEN
s EAL

< mo_tEEE

Open the targetvisuremote.cfg file and add the following entries to the CmpVisuHandlerRemote
section:

[CmpVisuHandlerRemote]
VisuClient.Name=CodesysRemoteClient1

After the remote target visu is started, the specified name is shown in the project:
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o Frastrentnee-cozzss R —

Ele Edit Vew Project Buld Onine Debug Toos Window Help

Besd & By 198 25 A5 | 6% % e I~ 718156 » u X o M=
Devies S AX|[ [ vevee ] veusiaton  [{p RemotTargetvmuaimton | B VISUTASC |ff) Ubrary Mansger Fo steraton | [y Fo_iteraton.Handl
=13 An_sisontame 221 Device application.pLC_pr
= 7+ [1) Device [connected] (CODESYS Contral Win V3)
& PLCLogic Expression

Type Value

Prepared value Address
=€ Application [run] = & fblteration

FB_Iteration
() Library Manager ® SRtvNameL STRING & [ codesysremoteCiient >
= [E r8_tteration (75) # @ folterateclients VU FblterateCients
[ HandeClient
i startimaten.

PLC_PRG (PRG)

= [ Task Configuration
= & MairTask Nl i
& pLcPrG 1 fplterateClients (xExecut=fGNE:=TEUF, itfClientilter:=VU.Globals.AliClients, itflterationCallback:=fbIteration);
= & visu_Tas<
& visu

= 2 IF relterateClients.xDone[ENER] TEEN
&) visublems. visu_Prg
=] Visualization Manager
4 RemoteTargetvisualization
@] vieusization

foIterateClients (xExecureQENA:=7A15E, icfClientFilter:=VU.Globals.AllClisnts, itflterationCallback:=fblteration);
4 END_IrREvGE]

9.7 Script Error Warning in Codesys

|=| Script Error =

Line:
Char: 5
Error:  "_elg' is undefined
Code: 0
URL:

& An error has occurred in the script on this page.

277

hitp:/,

Do you want to continue running scripts on this page?

o [ e

AOUTR I3 b4

o A

£ b

-
URL:

/ﬁ IOR-IOATVTFTIS AR ELELE.

149

46
EBxI>-Td.
0

httpe/f

IOR-IOATVT M ERTLEETA?

Such scripting errors can be shown when:

Operator is using a separate, customized start page in Codesys,
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+ as a WebBowser Scripting Error (when f.e. using a Visual "web Browser" element to show a web-
server of another device)

9.7.1 Background information

The WebBrowser-Control for Windows Forms392 used within Codesys, offers only extremely few
configuration possibilities.

The embedded browser behaves normally like an Internet Explorer 6 or IE 7, for "compatibility reasons”, and
there is no reasonable possibility for the application to influence this.

The HTML page itself, can inform the browser (with suitable Meta tag’s) that the browser should be
rendering the side like in a newer IE version.

So, the Website must be changed so that it supports the Codesys browser.

Some tips from the internet:

See: https://stackoverflow.com/questions/4655662/how-to-ignore-script-errors-in-webbrowser/
27705241

First you need to know that the webbrowser control is using IE7 as its base (i.e. the older version
of Internet Explorer) so the scripts which you are running now are compatible with the modern age
browsers and thus the error. First of all, if you'll put:

<meta http-equiv="X-UA-Compatible" content="IE=edge"/>

inside your section of the page, it will render with the IE version installed on the machine instead of
the default IE 7
Hope this Helps!

n

9.7.1.1 FAQ:

Is it possible to switch this scripting of?

Is it possible to switch off this scripting debugging in Codesys like in an Internet Explorer instance?

9.7.1.1.1
Please see here:

https://devblogs.microsoft.com/premier-developer/controlling-webbrowser-control-compatibility/

392 https://msdn.microsoft.com/en-us/library/system.windows.forms.webbrowser%28v=vs.100%29.aspx
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https://msdn.microsoft.com/en-us/library/jj676915%28v=vs.85%29.aspx

http://stackoverflow.com/questions/4097593/how-to-put-the-webbrowser-control-into-ie9-into-standards

9.8 Setting the update time of the Visu 'Update rate' and the
'VISU_TASK'

9.8.1 Basic questions:

What is the fastest possible update time of values in e.g. WebVisu?

Is there a general empirical value for the update time of 'VISU_TASK'?
How does the system behave if the update time is set to 'only' 50 ms?
Are higher refresh time over 200ms useful to reduce system load?

9.8.2 Answers:
Basically, the limiting values for the CODESYS visualization are always depends on the used system itself.

The standard update times of 150-200ms in the target settings (WebVisu, TargetVisu) under the 'Update
rate', and 100ms in the task processing of the 'VISU_TASK':
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&8 WebVisu x ({8 TargetVisu x

Update rate (ms)
Use as default page
pr—
Scaling Options
S e
(®) Fixed () Isatrapic
ShowUsed Visualizations
Scaling Options
(O Fixed (O Isotropic (@) Anisotropic
Use scaling options for dizlogs
Client width 1280 Client width
Client height 1024 Client height
Presentation Options Presentation Options
[ Antialiased draving [] Antialiased drawing
Input Handling Options Default Text Input
Default text input with Touchscreen il -
Input with
Handle touch as mouse events
@ VISU_TASK X
Configuration
Priority { 0.31 ): |31 Task group |IEC-Tasks
Type
& Cydlic ~ Interval (e.g. t#200ms) |100 ms
Watchdog
[1Enable
Time (e.g. t#200ms) ms
Sensitivity
ok Add Call Remove Call [#f Change Call Move Up Move Down Open POU
POU Comment

@ VisuElems. Visu_Prg

9.8.3 Explanation of the 'Visu-Update Task' rates:

The interaction of the values is as follows:
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L 1

ShowUsed Visualizations

() Anisatropic

2000

2000

Keyboard v

The visible update rate (without inputs) = MAX (cycle time of the VISU-TASK + update rate of the

target).

If the VISU-TASK runs fast enough and inputs are pending (e.g. mouse movements), there may be faster

updates here.

The default settings (update rate of 200ms, VISU_TASK of 100ms) are a compromise resulting from the

following considerations:

+ In the Codesys visualization it is so that the VISU_TASK can run theoretically arbitrarily fast.

+ Infactitis only calculated if there is a "request” of a client.

+ Corresponding requests arise on the one hand for cyclic updating of the visualization (redrawing of
the visualization), or when inputs are executed in the visualization.
+ The rate at which cyclic updates occur is configured with this property for Target and WebVisu.
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+ For cyclic updates an update rate of 200ms is normally sufficient.With the double rate of the
VISU_TASK a sufficiently fast reaction to inputs is usually also possible.
« With the double rate of the VISU_TASK, a sufficiently fast reaction to inputs is usually also possible.

9.8.4 To the combination of 'Update rate' and 'VISU_TASK':

A (numerically) smaller update rate leads to a higher load of the controller because the visualization
must be calculated more often.

+ A (numerically) smaller cycle time of the VISU_TASK allows a faster reaction to inputs.
As long as no inputs are pending, the load on the system does not increase (if the update rate
remains constant).

See also....

« Our Codesys Online Help (OLH)% Website
+ How to Debugging a Visu Exception®*

+ How to Report problems and error messages to CODESYS39°

9.9 Trace and memory requirements

Error message

When downloading the trace, the Runtime may generate the error message:
Communication error : NoMemory (#0x000011)

9.9.1 Questions
+ How and where is the memory requirement calculated?

+ Can the maximum available memory size be configured?

9.9.2 Answers:

The memory size required for the trace in the runtime is calculated when configuring the trace in the
CODESYS IDE and then sent to the controller with a service when downloading the trace.

393 https://help.codesys.com/
394 https://faq.codesys.com/display/CDSFAQ/Debugging+a+Visu+Exception
395 https://fag.codesys.com/display/CDSFAQ/Report+problems+and+error+tmessages+to+CODESYS
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Trace Record

Trace

Presentation (diagrams)
Time axis
= Diagram 1
Y axis

Shown variables

Record Settings
Enable Trigger |

Trigger variable - I

Trigger edge

p| Advanced Trace Settings

Tl Measurein every n-th oycle
T Recommended runtime buffer size (samples)

R[] override runtime huffer size

Trace editor buffer size per variable (samples)

>

1 | 20ms

101| s >
10001 3m20s

Resolution ms v
Automatic restart |

Add Variable

Reset Display s

oK Cancel

The runtime then allocates the necessary memory dynamically on the heap.

This is done in the TraceMgrRecordAdd function with the following code:

TraceMgrRecordAdd

pRecord->ulBufferSize
pRecord->pBuffer

pPacket->ulBufferEntries * pRecord->ulEntrySize;

>ulBufferSize, &Result);

(TraceRecordEntry*)CAL_SysMemAllocData (COMPONENT_NAME, pRecord-

The value for ulBufferentries is communicated to the runtime by the CODESYS IDE in the

TAG_TRACE_PACKET_BUFFERENTRIES tag of the online service SRV_TRACE_PACKET_CREATE.

A direct configuration of the size of the memory available for the trace is therefore not possible.
Only the size of the heap can be changed.
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9.10 Unresolved references after update visualization
9.10.1 Unresolved reference: ' USERMGRUSERGETPROPERTY"

9.10.1.1 Question

Why | get unresolved references on download after update the visu profile in the application.

9.10.1.2 Solution

Set the placeholder for the CmpUserMgr Implementation to Empty.

9.10.1.3 Reference

Since Visu Addon verison 4.2.0.0 the User Management for Runtime and Visualization are
interconnected

9.11 Visu, Alarm Management: Formatting the Time Stamp

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

File Edit View Project Build Online Debug Tools Window Help

Task Deployment

Status

Information

* Insert an Alarm configuration in the device tree.

- A7 B8R AT - = £ g | —
e & [ R Bt O 4% X > || =
Devices - rx 7 Device x
= 5] Abmigme_Tmestampromat ~
= [ Device (cODESYS Contral Win v3) Communication Settings Scan network... teway > Device -
= [0 PLC Logic
=1} Application Applications
i) Library Manager
PLC_PRG (PRE) Backup and Restore
= {#8 Task Configuration 2
Files ® .
=58 MainTask (IEC-Tasks) )
Gateway
8 rLc_rre - o
- 054A] (active -
PLC Settings [P-address: Device Name:
Iocalhost KERNTPC
PLC Shell
Port: Device Address:
1217 0B4A
Users and Groups
Target ID:
Symbol Rights 0000 0001
Target Type:
4096

TargetVendor:
35- Smart Software Solutions GmbH

Target Version:
3.5.14.10
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Here, the Error, Info and Warning alarm classes are created automatically, as well as the AlarmStorage
object. In addition, another AlarmManagerTask is created.

= [fJl Device (CODESYS Control Win V3)
= &l PLC Logic
= &) Application
= {ﬁ Alarm Configuration
a Error
& nfo
N warning
@ AlarmStorage
ﬂ Library Manager
[£) PLC_PRG (PRG)
= {8 Task Configuration
= & AlarmManagerTask (IEC-Tasks)
E AlarmManager, Alarm_Prg
= & MainTask ([EC-Tasks)
& PLC_PRG

Moreover, the AlarmManager library is added to the Library Manager:

[f] Device /V'm Library Manager X |
%5 Add library < Delete library | Properties =) Details | 5] Placeholders | (il Library repository

MName MNamespace Effective version
#--+8 35license = 35License, 3.5.14.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3.5.14.0

+ AlarmManager = AlarmManager, 3.5.14.0 (Intern) AlarmManager 3.5.14.0

+ BreakpointLogging = Breakpoint Logging Functions, 3.5.5.0 (35 - Smart Software Solutions GmbH) BPLog 3.5.5.0

+ IoStandard = IoStandard, 3.5.13.0 (System) IoStandard 3.5.13.0

3 Standard = Standard, 3.5.14.0 (System) Standard 3.5.14.0

Edit the PLC_PRG POU as follows:

Declaration

VAR
xDemoAlarm : BOOL;
sDateFormat : STRING
sTimeFormat : STRING
END_VAR

'dd.MM.yyyy';
'"HH:mm:ss"';

Implementation
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AlarmManager.g_sDateFormat
AlarmManager.g_sTimeFormat

sDateFormat;
sTimeFormat;

Deviges

= i Akt FimestampFomat
= (3] Device (CODESYS Contral Win ¥3)

= (5 Task Confguranon

=g MarmManage Task (IEC Tasks)
) alarmanager. Alarm_prg
= & ManTask (IEC-Tasks)

& rc_pac

= g VISU_TASK (EC-Tasks)

=]

Insert a visualization in the device tree.
Then the Visualization Manager is inserted automatically with the TargetVisu and
WebVisu visualization types.

In addition, another VISU_TASK is created.

[ Device r.ﬂ Library Manager

[[g] ricPreé VB visualization x|

Timestamp

Message

W oo |~ || m| o

In the Visualization, set an element of type Alarm Table and configure the element as follows:
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[Froperties
¥ Filter = | ¥ Sortby = $)Sortorder - [ Advanced
Preperty Value
Elemeni name GasrEerileo_T
Type of element. Alarm table:
Datesource 10 <localapplication>
+ Mam configuration
= Cobumny 37§ Craats naw
= Colurn
= [ )f Delebel
o,
‘Widih 150

Tvpe 6., Tme itamg
Tet ol Crrvienad
+ Calors
Tl W Debete
Position
Taet propartiss
Fueit Dafauht
+ For ool I Foricolo
Sehction

-

-

[

Movamant
Eotwton
Interior ratation
Irrwisible

* Insert an alarm group in the Alarm configuration and configure an alarm as follows:

Devices v B x ([ Device i) Ubrary Manager PLCPRG  [] Vieusization /A AlarmGroup x =
=) Abmiigmt_TmestampFormat -
= [ Device (CODESYS Control Win ¥3) Textlist: (=] AlarmGroup ~  Archiving:  f@y(none} ~  Deactivation: B
= B0 PLC Loge
= €} Application D Observation type Details Deactivation Class Message Min. pend. time Latc,
= ‘Alarm Configuration 0 94 Digital PLC_PRG xDemoAlarm = TRUE yinfo demo message
Error
I mio
A warning

A AlarmGroup
AlarmStorage
] MarmGroup
i) Library Manager
PLC_PRG (PRG)
Task Configuration
=58 AlarmManagerTask (IEC-Tasks)
) AlarmManager. Alarm_Prg
=+ MainTask (IEC Tasks) Digital

Expression PLC_PRG.xDemoAlarm B E TRUE B

] i

+ Start the project and set the variablexDemoAlarm to TRUE.

| | Timestamp - Message
] 08.03.201909:11:37 demo message

Now, if you change the formatting of the constants, the default will be accepted when the alarm is
triggered again.

The 'yyyy/MM/dd' and 'HH:mm tt' specifications result in a rotated date and a time display without
seconds in English style.
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DE‘_‘fCES * 4 x [l Device ﬁiﬂ Library Manager ) PLC_PRG X @ Visualize
=5 AbmMomt_TimestampFormat +] Device Application.PLC_PRG
=[] Device [connected] (CODESYS Contral Win V3) .
=B PLC Logic Expression Type Value p
= u. Application [run] @ xDemoAlarm BOOL [
= Alarm Configuration #§ sDateFormat STRING yyyy(MM/dd'
ﬁ Errar @ sTimeFormat STRING 'HH:mm tt'
A . -
I
| | Timestamp by | Message
] 2019/03/08 09:03 AM demomessage

Milliseconds can be specified with "'ms":

| | Timestamp - Message
] 12.03.201909:14:25:436 demomessage

9.12 Visu, Alarm Management: Get 'Group' and 'Class' names from
Alarm Storage Data

When you read the AlarmStorage3®, you can get Static Informed about the alarms through this method call:

Declaration

METHOD AlarmRead

VAR_INPUT

/// A O-based index of the row read from TbhlAlarm

diWhichRow : DINT;

/// An AlarmStorageStaticData variable, containing data of the alarm
staticData : AlarmStorageStaticData;

END_VAR

The staticData here contains:

+ udiAlarmGroupld
+ udiAlarmClassld

Use the following code to get the group name or class name:

396 https://help.codesys.com/webapp/_cds_obj_alarm_storage;product=codesys;version=3.5.13.0
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Declaration

_itfAlarmClass : IAlarmClass;
_itfAlarmGroup : IAlarmGroup;
_sClass : STRING;
_sGroup : STRING;

Implementation

_itfAlarmClass := g_AlarmHandler.g_inst.FindAlarmClass(staticData.udiAlarmClassId);
IF (_itfAlarmClass <> 0) THEN

_sClass := _itfAlarmClass.GetName();
END_IF

_itfAlarmGroup := g_AlarmHandler.g_inst.FindAlarmGroup(staticData.udiAlarmGroupId);
IF (_itfAlarmGroup <> 0) THEN

_sGroup := _itfAlarmGroup.GetName();
END_TIF

See also....

« Our Codesys Online Help (OLH)%” Website

+ Basic information to the Codesys Development System (Codesys Homepage
+ OLH3%: The Online-help introduction for the Codesys Development System (IDE)
+  OLH: Alarm Configuration*, 'Alarm class' Objects*%? and ‘Alarm group’ Objects*%®

)398
400

9.13 Visu, Linux: Multitouch problems on Targets

9.13.1 Problem

The MultiTouch no longer works on a Linux Taget.
On newer Linux PLCs with a Target Visualization, it can happen that the MultiTouch functions are no longer
completely or incorrectly executed as expected.

397 https://help.codesys.com/

398 https://www.codesys.com/products/codesys-engineering/development-system.html

399 https://help.codesys.com/

400 https://help.codesys.com/webapp/_cds_f_development_system_introduction;product=codesys;version=3.5.17.0
401 https://help.codesys.com/webapp/_cds_obj_alarm_configuration;product=codesys;version=3.5.13.0

402 https://help.codesys.com/webapp/_cds_obj_alarm_class;product=codesys;version=3.5.13.0

403 https://help.codesys.com/webapp/_cds_obj_alarm_group;product=codesys;version=3.5.13.0
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For a Codesys code and application example, go to our Codesys Store: MultiTouch Example*%*

9.13.2 Solution

In the PLC ".cfg" configuration file, the MultiTouch option must be activated and configured as follows:
[CmpTargetVisu]
Touchsupport=6

On Windows Runtime based platforms, the option is not needed because here the detection is automatic, but
on Linux platforms it can be a problem.

9.13.3 Related Information:

9.13.3.1 #define CMPTARGETVISU_KEY_TOUCHSUPPORT “Touchsupport”
Setting affecting the way the support of touch/multi-touch features is detected. The following values are
possible at the moment:

o 0: No touch support at all

o 1: Derive touch support from the according operating system window

o 2: Explicitly activate single touch support

o 6: Explicitly activate multi touch support (includes single touch in fact)

Visu: Dialogs with and without directly passing variables ({attribute 'VAR_IN_OUT_AS_POINTER})40°

Visu: Using Events of the User Management (Login/Logout)40®

Setting the update time of the Visu 'Update rate' and the 'VISU_TASK"%7

404 https://store.codesys.com/en/catalogsearch/result/?q=multitouch
405 https://faq.codesys.com/pages/viewpage.action?pageld=26247186
406 https://faq.codesys.com/pages/viewpage.action?pageld=22118438
407 https://fag.codesys.com/pages/viewpage.action?pageld=112525371
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Debugging a Visu Exception?0®

Working with color variables*??

Visu: Using a Table as an Input Element#1°

9.14 Visu: Dialogs with and without directly passing variables
({attribute 'VAR_IN_OUT_AS_POINTER?})

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

s Ottt ey~ CODESYS TN

Fle Edt View Project Buid Onine Debug Tools Window Help

S~ =] 05 0L B e Y 08 % =
Devices - 2 x 4 Device x
= j DislogInOutdsPointer -
=/ [ pevice (cODESYS Control win v3) Communication Settings ( Scan network.. | Bateway - | Device -
=2l PLC Logic
=} Application Applications

Library Manager
Backup and Restore

PLC_PRG (FRG)
=& Task Configuration

Files ———
= & MainTask .9 ® O @
&) pLC_PRG - Gateway
- -
PLC Settings 1P-Address: Device Name:
|ocalhost KERNTPC
PLC Shell
Port: Device Address:
1217 0001.A000.034A
Users and Groups
Terget ID:
Actess Rights 0000 0001
Target Type:
Task Deployment 4096
TargetVendor:
Status CODESYS GmbH
Information e

+ Create and edit an FB named FB_Sample as follows:

Declaration

408 https://fag.codesys.com/display/CDSFAQ/Debugging+a+Visu+Exception
409 https://fag.codesys.com/display/CDSFAQ/Working+with+color+variables
410 https://faq.codesys.com/display/CDSFAQ/Visu%3A+Using+a+Table+as+an+Input+Element
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FUNCTION_BLOCK FB_Sample
VAR_INPUT
byInstanz BYTE;
END_VAR
VAR
udiCount UDINT;
XReset BOOL;
udiValue UDINT;
sText STRING := 'Input something';
END_VAR
VAR CONSTANT
c_udioOffset UDINT := 10000;
END_VAR
Implementation
udiCount := udiCount+1;

udivValue :=
END_IF

IF xReset THEN
udiCount :=
END_IF

udiValue := byInstanz * c_udiOffset + udiCount;

IF udiValue >= (byInstanz+l) * c_udiOffset THEN
byInstanz * c_udiOffset;

+ Edit the PLC_PRG POU as follows:

Declaration

VAR
fbSamplel
END_VAR

PROGRAM PLC_PRG

FB_Sample

:= (byInstanz :=

1);
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Implementation

fbSamplel();

+ Insert a visualization in the device tree.

Then the Visualization Manager is inserted automatically with the visu types TargetVisu and WebVisu.
In addition, a VISU_TASK is also created automatically.

8 DisioginutAointerproject - CODESYS I
Fie Edt Yiew Frowct Vmslwton Bud O
O H & Y
Hm O
Devices - Q
= [ DebgiOutdsPonter

= (i) Deviee (DODESYS Control Win V3)
=l pLC Logic
= 1 application
) Lirary Manager
(5] Pe_tamgie ey
[5] PLc_prG FRE)
= (@8 Task Corfiguration
= g5 MairTak
&] mc_pre
= ¢ vIsU_TasK
] VisuBems. Visu_Prg
= f Visusiizaton Manager
B Tergetveu
D wetiisy
&) vsuakzaton

[a]% -

Create an additional visualization named digSample.
From the context menu, open and set the properties dialog of the page as follows:
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Properties - digSample [Device: PLC Logic: Application] e |

Common | Acoess condngd | Veuskzabion | Buld

Ukse wiashraior a8:

visualization

Mufmp adfiey pedDealog for inpet canfiguration

| Dislog isopaces

Upe autoratic detacted visualization size h.
@ Usespedfied visuslizstion see
Visualzation sie
Width: 300 Height: 00

Intemal

(o ][ concs ][ som

+ From the Visualization/Interface Editor, open and edit the interface editor as follows:

Dences > ® X|| [ pevice [[5] FB_Sample 5] PLCPRG [ Visuslizaton ') digSample x|
_‘@ DialoginOutAsPointer (=] Interface Editor |D Hotkeys Configuration I £ Elemenﬂist|
= m Device (CODESYS Control Win V3) - i VAR IN OUT
= @{I PLC Logic z _in;tE'B_SamplE : FB_Sample;
=} Application 3 END VAR

m Library Manager
-[E] FB_Sample (FB)
~[E] PLc_PRG (PRE)
= @ Task Configuration
-@ MainTask
8 PR
=& VISU_TASK
@ VisuElems. Visu_Prg
_..@ Visualization Manager

----- @ Targetvisu

@ digSample
@ Visualization

Set a rectangle on the page for displaying the counter value and edit the properties as follows:
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PLCPRG | i@~ || Propertes

Interface Editor | ] Hotkeys Configuration | T Elementist |

7 Filter | ¥ Sortby * £} Sortorder - [¥] Advanced

= 1 VAR IN OUT Property Value
2 instFB_Sample FB_Sample; Element name Gengleminst_ 2
3| ENDVAR Type of element Text field
TextID 577
= Position
X 40
¥ 15
100% |@ Width 270
Height 30
- = ® *||® colors
(o] Count: %u » + Element look
= s = Shadow type From style
= Texts
Text
E Tooltp
+ Text properties
= Text variables

Text variable instFB_Sample.udivalue

Tooltip variable
Dynamic texts

[
e

+

Font variables

*

Colorvariables

+

State variables

+

Selection and caret configur

+

Inputconfiguration

Copy the element and edit the properties as follows:

[ Device FB_Sample

PLCPRG | v || Properties

¥ Fiter ~ | ¥ Sortby + &) sortorder + [¥] Advanced

Interface Editor | (] Hotkeys Configuration | 2 Elementist|

instFB Sample

H FB_Sample:
s END_VAR

el |2
Gount: %u ®
-1 a B
a %s o =
=] a 2]

m

8

wowowoxo#

1 vaR_IN OUT Property Value

Element name GenElemlnst_10
Type of element Text field
TextID 338
Position
X 40
A\ 55
Width 27
Height 30
Colors
Element look
shadow type From style
Texts
Text
Tooltin
Text properties
Text variables
Text variable

Tooltip variable:
Dynamic texts
Font variables
Colorvariables
State variables
Selection and caret configur
Inputcanfiguration

OnDialogClosed Configure. .
= OnMouseCiick Confgure...
Virte a Varizble *p Varizble :, InputType : Default, Min: , Max: , DialogTitle:, Use text output variable : True, Format :I
AMoLseBonn Tormure

Set an additional rectangle element and edit the properties as follows:
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[ Device FB_Sample

PLCPRG  [Ev

:|  vam_mi oot
2 instFB_Sample
s EDOAR

Interface Editor | () Hotkeys Configuration | T Elementist

| Properties.

 Fiter - | % sortby + | Sortorder ~ [¥] Advanced

FB_Semple:

Count %u
%s
°
& & a
i) [c :
& s :

]»

I

Property
Element name
TextD
Type of element
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Copy the rectangle and edit the properties as follows:
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In order to display the current value of the FB and call the dialog, we edit the Visualization page.
Set a rectangle and edit the properties as follows:
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The line break between the Open Dialog text and the variable formatting %u is made with the key
combination [Ctrl] + [Return].

When assigning the input configuration, you also have to set the following properties in the dialog:

"5 Input Configuration m i — -
OnMouseClick
# Close Dizlog # OpenDialog -
F Open Dilog Open Dialog

$> Change the language

# change shown Visuslization
F Execute command

F Switch Framevisualizaton
*p Write a Variable

F Execute ST-Code

“p Toggle a variable

F Fie transfer

.-

Parameter Type Value

%% instFE_Sample  FB_SAWPLE | PLC_PRG.foSamplel

Update "g and %% parameter in case of result

Use Value .
HNone E
oK
Cancel
IET Ahars A

Open dialeg medal

Position to open

@ Centered

ER 1

Set an additional rectangle on the page and edit the properties as follows:
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Load the project to the controller and start it.
Now when you open the dialog, you notice that the values in the dialog do not change, or an
adjustment of the text is not passed to the variable until the dialog is closed:

Open Dialog
10531
Inputsomething

Count 10136

Hello World

In order for changes between variables and dialog elements to be passed directly, the attribute
VAR_IN_OUT_AS_POINTER must be added to the interface of the dialog, where by uppercase/
lowercase must be taken into account:
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Count: %u
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After adding the attribute, you must execute Build/Clean all again and then download the program to

the controller again.

Now the values should be updated "Online":

Open Dialog
17463
Hello World

Count 17463

Hello World

&

Cancel

9.15 Visu: Disabling an Entry for WebVisualizations Only

Create a "Standard project" and select CODESYS Control Win V3 as the device.

Define the target system by means of the Network scan.
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8 WebVisu_Deactivelr et -

File Edit View Project Build Online Debug Toels Window Help Automation Server BACNet
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Devices > & X | [f Device x|

=) Webksy Deactvelnout -
= [ Device (CODESYS Contral Win v3) Communication Settings ( Scan network... )aheway ~  Device =
= Bl PLcLogc
=} Application Applications ‘

il Lirary Manager O

-[E] pLc_PRG (PRE)
= [& Task configuration

Backup and Restore

Files ——
= MainTask (1EC Tasks) A [ ] O @
) pLc_PRG aeg Gatenay
- [0B4A] (active] -
HESRTTE IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Port: Device Address:
1217 0844
Users and Groups
Terget D:
Access Rights ooo oont
Target Type:
Symbol Rights 4098
Target Vendor:
Task Deployment 35 - Smart Software Solutions GmbH

Target Version:
Status 2ee10

Information

Edit the PLC_PRG POU as follows:

Declaration

VAR
udiCnt : UDINT;
END_VAR

Implementation

// Nothing to implement

Create a new POU [sWebVisu (type: function).
The return value is type BOOL and the implementation language is ST.

CODESYS Visualization - FAQ (EN) - 410



Support — Public FAQ

Add POU & i

@ Craste & new 20U (Pragram Organizatian Unit)

MASEN o T EMERLAO P 1IF ide) &

chured Tewt 45T
@ Functson
Retun bype:  BOOL =]

IrephaTesTRU LA |BNguige:
i Shruchured Text (5T] -

add | [ ganod |

+ Edit the IsWebVisu POU as follows:

Declaration

VAR
pClientData : POINTER TO VisuElems.VisuStructClientData;
END_VAR

Implementation

IsWebVisu := TRUE;
pClientData := VisuElems.CurrentVisuClient;

IF pClientData <> O THEN

IsWebVisu := pClientData”.GlobalData.ClientType =
VisuElems.VisuElemBase.Visu_ClientType.WebVisualization;
END_IF
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Insert a visualization in the device tree.

Then the Visualization Manager is inserted automatically with the visu types TargetVisu and WebVisu .

In addition, a VISU_TASK is also created automatically.

Devices

-« 0 X

= weblsy Deactivelnput
= [{ Device (CODESYS Contral Win v3)
=[50 pLE Logic
= £ Application
.ﬂ Library Manager
E] PLc_PRG (PRG)
= (€8 Task Configuration
=58 MainTask (IEC-Tasks)
& pLc_pRG
= g8 VISU_TASK (IEC-Tasks)
EI VisuElems. Visu_Prg
= E] Visualization Manager
I_E TargetVisu
i webvisu
& visualization

-

In the Visualization, set a Rectangle element and configure the element as follows:
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Download the project to the controller and start it.

The counter is incremented only when you click the rectanle in the TargetVisu.
The rectangle is disabled (gray) in the WebVisu.

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

Visualization x
Counter: 4

<« c @

@ localhost:3080/webvisu.htm

£ Mesthesucht #. 35 Homepage @ Jre * CODESYS Store - Home

© CODESYS - dss ECHL.. @ hitpy/ftp3s-software,

# CODESYS Web Delivery wm hitps://Ic-admin.code... @ [Reported by Me] Issu... . COC

Counter: 4
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9.16 Visu: Fonts

See also our help on Visualization Manager - Tab: Font Settings*!!

9.16.1 Using "different" fonts, then those available in Codesys (Visu Editor)

Here basically applies, the font used must be present and installed where it is to be displayed.

CODESYS does not copy any fonts shown within the Visu Editor in Offline/Edit Mode, onto the
Controller/Device.

The fonts must therefore be present AND installed on the system - the system, which should also
display this font.

This also applies to WebVisu representations that are displayed via a browser.
Because the browser (and thus the WebVisu displaying the visu) use these installed fonts from there.

9.16.2 Fonts selected in the Visu Editor

Normally, the specified font in the Visu Editor is used.
If this specified font is not found, a “Matching Font” from the “Font Family” will be used.

This is managed by the Graphic API. The font is searched by name, style and size.
If this matches exactly, the font will be used.

9.16.3 Setting the correct Font in the Visu Editor

Use the correct font name, not the file name that may be is assigned to the data file.

411 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_obj_manager_font_settings.html
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Be aware:
Multiple metadata may be stored in the font files, which will show you different names when
using different programs.

When checking for the correct font name, go through the standard OS process to display the file.
f.e. on Windows: C:\Windows\Fonts ...

A Bodoni MT Fett Kursiv (TrueType)

Drucken  nstallieren

chriftname: Bodoni MT
ersion: Version 2.10 \
Digital signiert, TrueType Konturen
abedefghijklmnopqrstuvioxys ABCDEFGHIJKLMNOPQRSTUVWXYZ
1254567890.0; ' " (1?) +-%/=
12 Frans jagt im komplett verwahrlosten Taxi quer durch Bayern. 1234567890

18 Fransz jagt im komplett verwahrlosten Taxi quer durch Bayern. 1234567890
b. Franz jagt im komplett verwahrlosten Taxi quer durch Bayern. 123456789

. Franz jagt im komplett verwahrlosten Taxi quer

. Franz jagt im komplett verwahrloste:i

. Franz jagt im komplett verwa

9.16.4 Eastern languages (Japanese/Korean/Chinese) support in TargetVisu
application

The font must be compatible with the used Qt and must be copied to the right place.
This place varies - depending on what is set within the Qt where to search.

Otherwise, the appropriate font must still be specified in the programming system in the device description.
This is always commented out as an example in the template.

9.16.5 Font location under Linux

$ cd /usr/share/fonts/
cmap truetype typel X11
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9.16.6 Installing Fonts in Targetvisu Linux

example

sudo apt-get install --reinstall ttf-mscorefonts-installer

9.16.7 Missing fonts in Visu-Properties selection list

For example, if the font "Arial Unicode MS" is missing from the Fonts' selection box of the Visu-Properties,
this may be because this checkbox is Windows active:

—— ~—
- - e L_‘ — =1 it

/s b Control Panel » All Control Panelltems » Fonts b Font seftings <[44 ||| search Controt pane )

File Edit View Tools Help

Font settings I

Restore default font seifings |

Installation settings

To save space on your col ou can choose to install a shortcut to a font file instead of the file
itself. I the font file becor ilable, you might not be able to use the font.
[] Allow fents to be installed using a shorteut (advanced)

Help me choose font settings

9.16.8
Why does the runtime (e.g. Linux) not regulate this?

The runtime itself does not care about fonts at all.
The name and size of the font, used in the target visualization, is there passed to the Qt Font class. That's all.
Qt then takes care of finding a suitable font and chooses a default font, if the specified one is not found.

In Qt itself, there are many ways to configure where fonts are searched. You can do this at compile time, use
environment variables, etc.
This depends mainly on how Qt is configured. So there is no default way.

When Qt is running on the X server, the X server will manage the fonts.
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9.17 Visu: Performance FAQ: limiting number of Visu-Elements or
Objekts

The following is a list of questions on visualization topics in relation to the general performance viewpoints.
Especially those related to the maximum number of visualizations, visual elements, displayable elements and
objects in relation to the system performance.

+ Critical programming practices for visualization performance
Number of frame objects used in a project

* Number of all objects displayed at the same time

+  Number of objects shown on a single visualization screen (even if elements are hidden)
Number of variables used within one ore more Visu frame elements

+  Number of inputs for visualization frames

9.17.1 General problem description of the factual situation

The mere number of "only" Visu Elements (or used frames, etc.) does not allow a correct statement
concerning performance.

That is because the performance depends on many more factors than the sheer number of shown objects.
For example:

+ The performance of the PLC, and hence the remaining performance besides the IEC tasks.

+ The used kind of the Visu Elements:
e. g. using 10000 static rectangles in comparison to 150 tables in a visualization, which update
themselves constantly is a huge difference on the performance, and cannot be compared.

+ The computational effort for the system due to used 'images":
- Is scaling for images or Visu Elements need?
- Is there transparency active fore some object?

+ The available memory capacity (for visualization files, as for example bitmaps).

+ the complexity of the visualization:
for example, the number of the objects, interlocking visualizations (‘'Frame in Frame' visualizations),
complicate elements, etc.

Unfortunately, this topic does not allow a more specific statement to be generalized.

The above points can serve as a guide to what to consider when implementing a larger and more
complex visualization to prevent problems in advance.
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Our experience has shown that serious drops in performance can only be expected from a
considerable visualization size and scope in the project.

Projects in the size of a building or industrial plant visualization should in most cases not be
affected.

Inhalt nach Stichwort
Es ist kein Inhalt mit den angegebenen Stichworten vorhanden

9.18 Visu: Trace recording history

With a trace, you can follow the value progression of variables on the control, similar to a digital
scanning oscilloscope.

At runtime of an application with trace, all instructions are first executed within the task cycle.
Then the data acquisition starts and the values are saved with a time stamp.

The time stamp is relative and refers to the start time of the data acquisition.

The data results in a discrete-time signal, the course of which CODESYS displays in the trace
editor.

For more Information on the Trace Visu Element, see our OnlineHelp on Displaying Data Graphs
with Trace*'2.

Reset a trace recording

412 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_struct_display_data_progress_with_trace.html
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9.18.1 Q: Can atrace recording history be reset?

9.18.2 A: No, the trace cannot be reset.

It is designed to continues to run.
You can start and stop the trace, but there is no reset.

See also: Visu: Deleting a trend recording history*'3

9.19 Visu: Trend - FAQ (EN)
9.19.1 Visu, Trend: Behaviour of trend data during a project update

9.19.1.1 Question:

How can updates of the software be installed at the customer's site, without losing existing data, e.g. already
recorded trend data?
Example: In the use case, that only the files of the PLC program are to be exchanged on the controller.

9.19.1.2 Assessment

Updating the boot application without updating CODESYS/visualization will work, as the database
format does not change here.
Modifications to the trend can also work, but do not have to.

When updating CODESYS/Visualization, keeping the trend data will usually work. Codesys tries to
keep the database formats unchanged.

However, there have been cases in the past where we have had to extend the format for new features,
and this cannot be ruled out in the future.

When downloading with CODESYS, we then also automatically update the trend database.

This mechanism does not apply to a pure update of the boot application.

413 https://faq.codesys.com/display/CDSFAQ/Visu%3A+Deleting+a+trend+recording+history
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If there are problems with such an update, this should already be noticeable during a test
run (try out the trend, check the log for strange messages).

9.19.2 Visu: Deleting a trend recording history

The trend can be reset as described with the "Deleting the trend recording history" section under the
OnlineHelp Side: Programming a Trend Visualization*

See also Visu: Trace recording history*'®

9.20 Visu: Using a Table as an Input Element

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.

Fie Edt Vew Project Buid Onine Debug Tools Window Help
hen-— =N |88 25 d4 85 1 | - () 1igh 1O | o || =1

Devices 3 x [ Device x
=3 Tabeascontrol -
= @ Device (CODESYS Control Win V3)

Communication Settings (smn nelwork..)Gateway - | Device -
T ——

=8l PLC Logic Applications
= € Appiication
pel Backup and Restore .
“¢ st_Demo (STRUCT)
(@) Library Manager Files
PLC_PRG (PRG) -
"_PRG (PRG) o - .
= (£ Task Configuration . . @
= <& MainTask PLC Settings Gateway
8 pic_rre e s otz C EEmem
1P-Address: Device Name:
Users and Gr
S localhost ZENKERPPC
Rights Port: Device Address:
Task Deployment 1217 0BBA
Target ID:
Status 00000001
Information Target Type:
409

Target Vendor.
CODESYS GmbH

Target Version
35.12.40

« Create a structure named st_Demo. with the elements Name and Status:

414 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_trend_programming.html
415 https://fag.codesys.com/display/CDSFAQ/Visu%3A+Trace+recording+history
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File Edit View Project Build Online Debug Tools Window Help

BEeHE & $EBREX MM ab | 4% %% IR -0 8%
Devices ~ & % || [0 Device '%¢ st_Demo x
__@ TabledsControl E] 'I'YPE =t_Demo :

-E--ﬂi Device (CODESYS Control Win V3)
=Bl PLC Logic
=¥ Application

il Library Manager
B PLC_PRG (PRG)

z # Task Configuration
E--@ MainTask

----- &] PLC_PRG

Insert a visualization in the device tree.

L R T o T

STRUCT
Name
Status

EN'D_S TRUCT

END TYPE

STRING;
BOOL

Then the Visualization Manager is inserted with the visu types TargetVisu and WebVisu.
In addition, a VISU_TASK is also created automatically.

» TaviensCantolpropect? - CODESYS [N
Fe Edt View FProject Vsusisstion Bukd Ol
e & L -
HNEm O & & | =
Devices
= 5 Tabisdscomino!
= Device (CODESYS Control Win V3)
= Bl PLE Loge
= € Apphication
?¢ st_Demo (STRUCT)
il Liary Manager
[ PLC_PRG (PRE)
= |3 Task Configuration
= ¢ ManTask
& pLC_PRG
= & VISU_TASK
&) Vs Blams.Visu_Prg
= #l Visualzation Manager
B Targetviu
& webisu
] Visuakzaton

Adapt the POU PLC_PRG as follows:

Declaration
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VAR
astDemo
FALSE),

ARRAY [0..2] OF st_DEMO

FALSE),

FALSE)];
iRow
END_VAR

INT;

'Item 1', Status :=

'Item 2', Status

'Item 3', Status

Implementation

// no implementation

In the Visualization, set an element of type Table and configure the element as follows:

VP = | ety + i - [ i
gty .
R L
e L s st
b g e
- Calei
- cauns

oo e =
e =
e oo

RS-
T errs ot st ot
e et ks

Dt it

- b g
Imslu— L T D e e |
- L

Start the project and open the internal visualization. The value is negated by clicking the

corresponding cell in the Status column:
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@ Visualization X

% st_Demo (STRUCT)
ﬁ] Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=8 MainTask (IEC-Tasks)
& PLC_PRG
=gk VISU_TASK (IEC Tasks)
@ VisuElems. Visu_Prg
= Visualisierungsmanager
Targetvisu
ﬂ Webvisu
@ Visualization

Devices - 3 X
=[5 TableAscontral (=]
=[] Device [connected] {CODESYS Control Win ¥3)
=B pLC Logic
- (.} Application [run]

MName State

ltemn 1 FALSE
Item 2 TRWE
ltem 3 FALE&

9.20.1 As an extension, the texts replaced by symbols as follows:

Insert an Image pool and configure it as follows:

® TableAsControl.project” - CODESYS
File Edit WView Project Imagepool Build Ornline Debug Tools Window Help
BEHEI& v B W ARSI & - ] Y | OF | |BE|= |7
DE‘_‘_?CES - 30X /@ Visualization “{=] ImagePool X
- '@ TabieAsControl E] D File name Image Link type
= m Device {CODESYS Control Win V3)
K FALSE Red.png . Embedded
= @1] FLC Logic
. e —"
= u Application

% st_Demo (STRUCT)
ImageFool
m Library Manager

PLC_PRG (PRE)

Adapt the Table image element as follows:
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+ Download the change to the controller.

Devices - 3 X ] Visualization X ImagePool
=5 TabledsContral
= ﬂj Device [connected] (CODESYS Control Win V3)
=0 pLC Logic | |
-} Application [run]
“g st_Demo (STRUCT)
ImagePool L ltem 2
m Library Manager z ltemn 3
PLC_PRG {PRG)
= @ Task Configuration
= @ MainTask (IEC-Tasks)
& PLC_PRG
= g8 VISU_TASK (IEC-Tasks)
@ VisuElems. Visu_Prg
= Visualisierungsmanager
TargetVisu
&5 webvisu
@ Visualization

Name State
0 Iltem 1

9.21 Visu: Using Events of the User Management (Login/Logout)

+ Create a "Standard project" and select CODESYS Control Win V3 as the device.
+ Define the target system by means of the Network scan.
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fie Edt View Project Buld Onine Debug Tools Window Help BACNet

Bed &l [ R = RN

Devices - & x @ Device x
=5 vsuogniogouttvents -
=@ Device (CODESYS Control Win V3) Communication Settings Sean netwcrk‘-)bewav ~ | Device -
=B pLC Logic
= £} Application Applications
i Library Manager o
PLC_PRG (PRG) Backup and Restore
= @8 Task Configuration -
Files
= MainTask [ ] . C
B Gateway
4B PLC_PRG -
Gateway-1 - [0301.A000.0344] (active -
USRS IP-Address: Device Name:
localhost KERNTPC
PLC Shell
Port: Device Address:
1217 0301.A000.034A
Users and Groups
Target ID:
0000 0001
Access Rights
Target Type:
Task Deployment 4096
Targetvendor:
Status CODESYS GmbH
Target Version:
Information Targetye

Insert a visualization in the device tree.
Then the Visualization Manager is inserted automatically with the visu types TargetVisu and WebVisu.
In addition, a VISU_TASK is also created automatically.

s VisuloginlogoutEuentsproject: - CODESTS I
Fle Edt few Project Viusization Guid  Qnine
S = i At
Hm@m 3

| D - 1 X
=3 bdoglogoutErents -]

= [ Device (COBESYS Control Win ¥3)
= B ME Logie
= ) Application
) Livary Manager
5] e prc pre)
= (28 Task Configuration
= g ManTask
&) mc_pre
= & visu_TasK
& Vigiflems. Wiz _Prg
= f] vsualization Manager
& Targevisu
& et
&) vsualzation

Create a user management in the Visualization Manager with the default groups and users.
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File Edit View Project Build Online

Debug Tools

Window Help BACNet

BEFEIE v o By X (ML B - 08 9 |9 | = |
v ax [ peviee on | x [ Visuslization |

=5 VisulogilogoutEvents
= ﬂi Device (CODESYS Contral Win ¥3)
_@l] PLC Logic
=} Application
m Library Manager
PLC_PRG (FRG)
= @ Task Configuration
= @ MainTask
LA pLc_pRe
= ..@ VISU_TASK
@ VisuElems. Visu_Prg

Create empty user
management

1 |\"|sua|izah'on Manager

B TargetVisu
ﬁ WebVisu
@ Visualization

Then adapt the passwords of the users:

| @ Settings | @ Dialog settings | [ pefault Hotkeys | @ visualizations | 8 User management E

Flle Edit View Project Build Onlne Debug Tools Window Help BACHet
BeHE &I 68 25 a8 0S| R ie- 0 | Of v = |9 =
Devices > 1 X [ Devie= V) on ger X ] visualization ]
- '@ Veul oginl ogoutEvents E] &) settings | &) Dialog settings | O Default Hotkeys I 5] ion: | 83 User management E Font settings
=- ﬂj Device (CODESYS Control Win V3) =
= @ﬂ PLC Logic Groupsl Users ‘Sethngsl
= Application Login name Full name Password User group Deactivate Description
(#) Library Manager 8 Admin Administrator === Admin ]
PLC_PRG (PRG) 8 serviee Serviee e Service (]
{88 Task Configuration 8  Operator Operator === Operator (=]
-5 MainTask El
) PLC_PRG
£ VISU_TASK

@ WisuElems. Visu_Prg
Visualization Manager
1 TargetvVisu
5 webvisu
@ Visualization

Create a new FB named FB_UserMgmtEventHandler and implement the
VisuElems.lUserMgmtEventHandler interface.

e POUI h

@ Craba & nam POU [Pragram Orgarieation Unif)

[
FB_Usarkgmé:
Top
Frogram
@ Fusctinn Block
= B_1
[ Ly 3 RberbigretFvendandher [ _ |
Agcess spedfien:
L |
Hethesd gl ermeniationlanguage:
| Struscnsed Test (5T} =
Fusectii

Rtarm Lypa:

Ireplamerkaticn language
| Structured Tess (5T ~ M

Cancal

—
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The following methods are created automatically with the FB:

HandleLogin
HandleLoginFailed
HandleLogout
HandlePasswordChange
@ Visuloginlo
Fle Edit Miew Project Build Onlne Debug Tools Window Help BACMet
BEE & d BB MM ab | A% K BRI TIE G, | |= |HE|=|
Devices >+ 1 x (] Deviee  |'fi) Visuslization Manager [ visualization PLCPRG '[Z] FB_UserMgmtEventHandler x |
= 3 VsulogilogoutEvents = 1| FUNCTION BLOCK FB_UserMgmtEventHandler IMPLEMENTS VisuElems.IUserMgmtEventHandler
=[] Device [connected] (CODESYS Control Win v3) z| VAR INPUT
=2l PLC Logic :[  END VAR
-} Application [stop] r 4| var_oureoy
- m Library Manager L =
- IiE_Usengmi‘EvEnmandIEr (FB) ~ =D VAR
Handlelogin =
HandleLoginFailed
Handlelogout
ﬁ?‘ HandlePasswordChange 1

(2] PLc_PRG (PRG)

Adapt the FB_UserMgmtEventHandler function block as follows:

Declaration

FUNCTION_BLOCK FB_UserMgmtEventHandler IMPLEMENTS
VisuElems.IUserMgmtEventHandler
VAR_INPUT
END_VAR
VAR_OUTPUT
END_VAR
VAR
udiHandleLogin : UDINT;
udiHandlelLogout : UDINT;
END_VAR

Adapt the HandleLogin method as follows:

Declaration
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(x This method will be called when a login to the visu user management is
performed
rreturn:
TRUE - When the handler has handled thisevent and it should not be handled by
someone else
FALSE - When the event is not handled by this handlerx)
METHOD HandlelLogin : BOOL
VAR_INPUT
(x A pointer to the client structure were the event occurred.
The name of the user, that logged in, 1is stored in
pClient”.GlobalData.CurrentUserNamex)
pClient : POINTER TO VisuElems.VisuStructClientData;
END_VAR

Implementation

udiHandlelLogin := udiHandlelLogin + 1;

+ Proceed in the same way with the HandleLogout method.

+ Make sure that the VisuElems prefix is also used in the HandleLoginFailed
and HandlePasswordChange methods; and that the line "{warning 'add method implementation '}" is
deleted.

+ Adapt the POU PLC_PRG as follows:

Declaration

VAR
fbUserMgmtEventHandler : FB_UserMgmtEventHandler;

END_VAR

+ Assign the EventHandler to the visualization as follows.

Versions < V3.5.SP10
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In old versions, the following approach is not possible, because the assignment of a program from
the visualization manager was not possible.

For these versions, an initialization must take place in the program code.

Create a new POU of type "Program"”. Name it Visulnit, for example, and adapt the program code as
follows:

Declaration

PROGRAM VisuInit
VAR
END_VAR

Implementation

VisuElems.Visu_Globals.g_VisuEventManager.SetUserMgmtEventHandler (PLC_PRG. fbUser
MgmtEventHandler) ;

Assign the Visulnit program to your project as the start procedure within the Visualization Manager:

s VisuLoginlogout!

Fe Edt Vew Project Buld Onine Debug Tooks Window Help BACNet

BFdI& [ Rl =T R I | M=
Devices v % Xl {& Visuaization Manager x @] vsusizaon | [5] PLCPRS Fo_Usergmieventrander |3 P8 UserVgnieventrander.randetogn [ 5] Vet | 3y
=0 veoantogusiens )| @) setwngs [ o | 3 befat Hotkeys | & visuslizations | 82 User management | ) Font settings |
= [ Device (CODESYS Control Win v3)
= 10 PLC Logic General settings Additional settings
=) Application [F] Use unicode strings [] Activate multitouch handling
) Lirary Mansger [F] Use CurrentVisu variable Activate semi-transparent drawing
=-[£] FB_userMgmtEventHander (FE) [] Activate standard keyboard handling
[ HendeLogn ST Paint disabled elements grayed out
EY—— selected style: [Default, 3.5.12.0 (35-Smart Software Solutons GbH) -
[ HandieLogout [7] Display all versions for experts anly)
[ HondiePasswordchange

Preview:

o aTeer wisu miEaNzanon:
Visulnit =]
PLC_PRG (PRG) &I ~| O Headline —
. Advance:
Visulnit (PRG) O Radiobution
Visible
= (&8 Task Configuration 4 {m » J o
= & MoirTask O Radiobutton

8 pLc_pre | mmoeq
=- ¢ visu_Task
&) visulems. Visu_Prg
= Visualzation Manager
(B Targetvisu
& webvisu
&) visusization

| mmNDEx] | [2INDEY =
} [ |

[ =

?ia—a

®© @

Language settings

Selected language: [

)
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+ Open the Visualization, add a box, and assign the following properties to it:

+ Repeat the steps as for a button for logging out.
+ Load the project to the controller and start it.
The variables are increased at each successful "Login" and "Logout".

Login: 1

Username:

Password:

Logout: 1 ;
Login

‘Admin

e

%_

Ok

Cancel |

9.22 VISU Dialogs - FAQ (EN)

9.22.1 Creating and using your own dialog - (EN)

The standard dialogs are available in an open library and can therefore be edited.

In the following example, the color of a login dialog is to be adjusted.
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9.22.1.1 Creating and using your own dialog

Open the existing library. This can be found in the directory "<CODESYS installation directory>\3S
CODESYS\CODESYS\Projects\Visu\Dialogs\VisuUserMgmtDialogs.library". Save the project under a
different name (in this example 'DemoVisuUserMgmtDialogs.library'). During the saving procedure
you will be informed that the library is marked as release.

( CODESYS I"""""] |

[
bg’

& Thiz project cannot currently be saved because it is marked as
| - . . :
' 'Released’ in the Project Information. Do you want to remove this flag?

- Click "Yes' to remove the 'Released’ flag and save the project.
- Click ‘Mo’ to keep the 'Released’ flag. The project will not the saved.

Ja [ | Nein

+ Confirm this dialog with Yes.
+ Modify the dialog, e.g. header and color.

@ UserMgmitlLogin

Hello World: Login

ser name: 0 g

ETEEEE

Fassword:

Ok Cancel

+ Open the project information dialog (Menu Project\Project Information) and modify the title and
standard namespace.
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Summary | properties | Statitics | Licensina | Sianina

Company: System

Title: I DemoVisuUserMgmtDialogs I

Version: 3.5.10.0 [] Releasad

Library Categories: Intern|Visu E

Default namespace:

Author: 35-Smart Software Solutions GmbH

Description: This library contains example dialogs for the -
visualization user management functionality.

The fields in bold letters are used to identify a library.

[] Automatically generate 'Library Information’ POUs

[] Automatically generate 'Project Information’ POUs

+ Save and install the new library.

® DemoVisuUserMgmiDialogs.library - CODESYS

File Edit WVew Project Visualizaton Buld Online Debug Tools Window Help

ne {@)e - eI | |o 9|
o O s R =T = T 1T = | 2 =i & &t | 5 6l bod 0 | Th Gh O B | 6 G
POHS > o x ] UserMgmtlLogin X
=) DemoVsulsergmtDialogs (=] -

] GlobalTextlist Hello World: Login

@ GVL_CONST

- 1P_vum User name: |%s

m Library Manager

A Project Information

@ UserMgmtChangePassword
@ UserMgmtConfig

- UserMgmtLogin Ok I Cancel
E} Project Settings

]

Password:

9.22.1.2 Using the new dialog

+ Create a test project.

+ Insert the object "Visualization" under the application.

+ Insert a user management via the visualization manager.

+ Create a user.

+ The project must now be closed and opened again. The standard dialogs are now available.

) m Library Manager im Visualization ﬁ'] Visualization Manager X
Settings | (] Default Hotheys | 8] visusizations | 8 User | * Font settings |
General settings Settings for user management dialogs

Useunicode strings o
— Legindialog [U’s‘ VUM_Login v]

[ Use CurrentVisuvariable

Change password dialog [VisubserManagement.VUM_ChangePassword  ~ |

o )
SEELTE Change configuration dialog [mmt.mwm ']
Selected style: |Basic style, 3.5.9.0 {35-Smart Saftware Solutions GmiH) ~]
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+ Insert the new library via the library manager.

Devices = & x (i Library Manager x @ Visualzation Manager #] Visualzation
= Untited495s Z‘ % Add library % Delete library | Properties 7@ Details |51 Placeholders | (@ Library repository
= @ Device (CODESYS Control Win \/3) pr— Namespace
= 2 PLC Logic ; “
% © Applicati IMd Library
m Library Manager [ . —
5] PLC_PRG (PRG) visuusermgmid sl = |\4
= (@ Task Configuration Match Library
= & MainTask \E] WisuUserMgmtDialogManagerListener VisulserMgmt
&) PLC_PRG +U VisuserMgmtDialogs

=g VISU_TASK + 2 DemoVisuUserMgmtDialogs

+ Make your dialog available in the visualization manager (tab "Visualizations").

@ Dig.project” - CODESYS [
Fle Edit View Project Buld Online Debug Tools Window Help
BEEI& o |4 %5 |62 |t - O | 44 | ©f | e M=
Devices > X ) Library Manager @) visualization “{&) Visualization Manager X
 r ™) [ B settings | 3 Default Hotieys | @] Visuslizations | @ User managsment | ) Font ssttings
= [ pevice (coDESYS Control win v3) - :
B PLC Loge Name TargetVisu, WebVisu  Number of instances
=} Application Defauit behaviour O
i) Library Manager = Visualizatons
PLC_PRG (PRG) &) visualization
= (@ Task Configuration - Dizlogs
= & e -0
&) PLC_PRG ] UserMgmtChangePassword O 1
=g vISu_TasK [ 1
) visulems Visu_Prg UserMgmtogin 1 1
= ] Visuslization Manager = O erTanagemen
TargetVisu WUM_ChangePassword O 1
& webvisu VUM _Lagin O 1
& visuslization VUM_UserManagement m} 1
= {} visuDialogs
FieOpenSave O 1
Keypad O 1
& Logn 1
Numpad 1
| ]
NumpadExtended O 1
TextinputWithLimits O 1
+ Close and open the visualization manager.
* Your dialog is then available.
U Library Manager n{ﬂ_‘l Visualizati a‘] lization Manager X
@] Settings | (] Defauit Hotkeys | 8] visusizations | 83 User *2 Font settings|
e Settings for user management dialogs
| Use unicode strings e
| Use CurrentVisu variable
Change passworddialog
Style sett
s 5 ~——  Change configuration dialog luisuL VUM _L gement v]
Selected style: Basic style, 3.5.9.0 (35-Smart Software Sokutions GmbH) = | £

9.22.2 Use Customize keypad or numpad inputs from VisuDialogs

In Codesys it is possible to customize the keypad or numpad elements with the use of the open
"VisuDialogs.library.
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This library can also be downloaded via our forge, CODESYS Examples: VisuDialogs*'®

The lib "Library Manager" can be found (per default installation) here:
C:\Program Files (x86)\3S CODESYS\CODESYS\Projects\Visu\Dialogs\VisuDialogs.library

9.22.2.1 Steps:

+ Open the Library with Codesys
+ The dialogs in the library can be easily customized (color, font, size, etc.).
+ After the customization, the user has to save/install the library into the Codesys Library Repository

(Command: Save Project and Install in the Library Repository*'”)
-

Best practice:

Save the modified library under a new name and do not overwrite the existing default
library!

Open the Project Information#'® (Menu Project\Project Information) and modify the
entries for 'Title', as well as the 'Default namespace'/'Placeholder' name - depending on
the used Codesys Version!

416 https://forge.codesys.com/prj/codesys-example/visudialogs/home/Home/

417 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/
_cds_cmd_save_project_and_save_into_library_repository.html

418 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_obj_project_information.html
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Project Information

| Properties Stafistics Licensing

Company System |
Title [\ﬂsuDialogs_HyTest |
Version [3..5,9.1 [ []Released

Library Categories llnternhrm |

Default namespace | |

Placeholder [WSLDialogs_My‘I‘est |
Author [35-Smart Software Solutions GmbH [
Description This library contains standard dialogs.

The fields in bold |etters are used to identify alibrary.

[[] Automatically generate 'Library Information' POUs
[[] Automatically generate 'Project Information’ POUs

e

+ Add the new library to a project ( Adding a Library to the Repository*'®, then use the Command: Add
Library in the Library Manger within the project*?9)

«  Select the new Dialogs in the Visualization Manager#?' from the Tab: Dialog Settings#?? "Settings for
Default Text Input".

419 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_adding_libraries_to_repository.html
420 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_add_library.html

421 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_obj_manager.html

422 https://content.helpme-codesys.com/en/CODESYS%20Visualization/_visu_obj_manager_dialog_settings.html
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) Library Manager

Settings for Default Text Input
Numpad
Keypad
[] Use text input with limits
Global Position Settings for Numpad / Keypad
(® Centered
(O) Open centered on element
() Open next to element
(O Open atspecific position
X

Y

Settings for User Management Dialogs

Logindialog
Change passworddialog
Change configuration dialog

Settings for Opening and Closing a Dialog

Transition time (ms)

Settings for Modal Dialogs
[ Use a background color

'@ Visualisierungsmanager X
EI Settings @ Dialog Settings | (] Default Hotkeys IIE] Visualizations @3 User Management %) Font Settings IIE] Advanced Settings

' VisuDialogs_MyTest.Numpad

VisuDialogs_MyTest.Keypad

VisuDialogs.Keypad
VisuDialogs.Mumpad
VisuD?angs.N..l cEngnd_ed

umpad
VisuDialogs_MyTest.NumpadExtended
VisuDialogs_MyTest. TextinputWithLimits

VisuDialogs

|aoo
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9.23 WebVisu: Reading the IP Address of the Client

Create a "Standard project" and select CODESYS Control Win V3 as the device.
Define the target system by means of the Network scan.

® WebVisu_Read_ClientlpAddr.project” - CODESYS =

Bedl &

Ele Edt Vew Project Buld Onine Debug Took Wndow Hep [}

Idh 25 08 05 1@ - (0 168 1 O

x| = |BE|=|

Devices

= 8 x| [ pevice x|

=15 WebVisu_Read_ClentipAddr
= [ Device (CODESYS Control Win v3)
=20 pLC Logic
= £} Application
ffif) Library Manager
-[E] PLC_PRG (PRG)
=-{# Task Configuration
=g MainTask
L pLC_PRG

Communication Settings

< Scan network... }aheway -

Device ~

Applications

Backup and Restore

Files

Log

PLC Settings

PLC Shell

Users and Groups

Access Rights

Task Deployment

Status

Information

1P-Address:
localhost

Port:
1217

0 ] |
[ ] .
Gatewsy
- 033A] (active) -
Device Name:
KERNTRC

Device Address:
0344

Target ID:
0000 0001

Target Type:
4096

Target Vendor:
35 - Smart Software Solutions GmbH

Target Version:
3.512.0
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Then the Visualization Manager is inserted with the visu types TargetVisuand WebVisu.

In addition, a Visu_Task is also created automatically.

& Web\Visu_Read_C

Bl Edt Wew Project  Viualzaton Buld  Onine
O & v - % B x st
Fo= BRIE 4 5| f & D

= O Wbk Aead Clentinddd-
= [ Devics (0ODESYS Control Win V)
= [l Puc Loge
= ) Applcation
i) ubrary Manager
(5] PLC_pRG (FRE)
= (@ Task Configuraton
= & ManTask
] ac_prc
=5 visu_Task
8 visulems. vieu_Prg
= ] visuskzation Manage
(B Tergetiiu
B webvisu

) |isuskzaton

9.23.1 As of SP17:

Open the Library Manager and add the following libraries:
VisuUtils

[-_ﬁ Device @ Visualization /.j] Library Manager x]

[E3 Add Library 3 Delete Library | “5\ Properties 73 Details | 5] Placeholders

.ﬂ Library Repository Iﬁl lcon Legend... 5] Summary...

Mame

+|EI System_VisuElemTextEditor = VisuElemTextEditor, 3.5.17.0 (System)
+|EI System_VisuElemTrace = VisuElemTrace, 3.5.17.0 (System)

+|EI System_VisuElemXYChart = VisuElemXYChart, 3.5.17.0 (System)
+|EI system_visuinputs = visuinputs, 3.5.17.0 (system)

+|EI System_VisuNativeControl = VisuNativeControl, 3.5.17.0 (System)

+

@ VisuUtils = Visu Utils, 3.5.17.0 (System)

Mamespace
VisuElemTextEditor
VisuElemTrace
VisuElemXYChart
visuinputs
VisuMativeControl
wu

Effective Version

3.5.17.0
3.5.17.0
3.5.17.0
3.5.17.0
3.5.17.0
3.5.17.0

Create a new FB named FB_Iteration and implement the interface VU.IVisualizationClientlteration.
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AddFOU X
@ Create & e POU [Program Organizets pusi)

Hame
[Fe_psraten]
Tipe
CrPragram
# Fanction biack

[ Exturcs

Elimperens AL :am-rnn:u-uh:

ImL] jnrm

sy FRster

WMo inplementstionsnguage

Sireciured Test [ST) -
o Fanction

Fetum bype

Imalementation aguigt
Sinactured Test 5T} -

e

The following methods are created automatically with the FB:
Enditeration

HandleClient

Startlteration

+ Adapt the FB_lteration function block as follows:

Declaration

FUNCTION_BLOCK FB_Iteration IMPLEMENTS VU.IVisualizationClientIteration
VAR CONSTANT

c_MaxClients ¢ __XINT := 5;
END_VAR
VAR

_iIndex ¢ __XINT;

asIpAddresses : ARRAY [0..c_MaxClients-1] OF STRING;
END_VAR

« Adapt the Enditeration method as follows:
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Declaration

METHOD EndIteration
VAR

_iCounter
END_VAR

_XINT;

Implementation

FOR _iCounter := (c_MaxClients - 1) TO _iIndex BY -1DO
asIpAddresses[_iCounter] := '';
END_FOR

+ Adapt the HandleClient method as follows:

Implementation

IF _iIndex <= (c_MaxClients - 1) THEN
asIpAddresses[_iIndex] := itfClient.GetIPv4Address();
_iIndex := _iIndex + 1;

END_IF
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« Adapt the Startlteration method as follows:

Implementation

_iIndex := 0;

+ Adapt the POU PLC_PRG as follows:

Declaration
VAR
fbIteration : FB_Iteration;
fbIterateClients : VU.FbIterateClients;
xIterate : BOOL;
END_VAR

Implementation
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fbIterateClients(xExecute := xIterate, itfClientFilter :=
VU.Globals.OnlyWebVisu, +itfIterationCallback := fbIteration);

IF fbIterateClients.xDone THEN
xIterate := FALSE;
END_IF

+ Start the project and insert the variable PLC_PRG.fblteration in the watch list.
+ Open a browser and type in the following address: http://localhost:8080/webvisu.htm
+ Set the PLC_PRG.xl/terate variable to TRUE.

Devices -~ 1 x [{ Device |8 viuslzaton | fff) Lbrary Manager Fo_lteraton [S] PLC_PRG x| [q FO_lteration.Endlteraton

= B webVisy_Resd_ClentipAdsr hd Device.Application.PLC_PRG
=< o [?mmd] ooty M) Expression Type Value Prepared value Address Comment
@’g g: :lg:lcindhun [run] # @ folteration FB_Iteration
m Library Manager + @ fblterateClients VU.FblterateClients .
=[2] F8_Iteration (FB) O HET BOOL FALSE
Enditeration
HandleCient
tartiteraton [ fblverateclicnts (xEsccutc@ME i= xlveratcBM, itfCliencFilter i= VU.Globals.OnlyiebVisu, icflverationCallback i= fbIteration);
PLC_PRG (PRG) 2
= @8 Task Configuration B 3| IF fhIterateClients.xDonc[ENEE THEN
=558 MainTask (IEC-Tasks) 4 xIterateEMER := FALSE:
& pLc_PRG €| END_IF
= 3% VISU_TASK (IEC-Tasks) :
&8 VisuElems. Visu_Prg

= ] Visualization Manager

Watch 1
@& webvisu

) visuglzation Expression Application Type Value Prepared value  Execution point
= @ PLC_PRG.fblteration Device. Application FB_Iteration Cyciic Manitaring
# ¢ _MaxClients DINT [c Cydic Manitoring
@ _ilndex DINT 1 Cydiic Monitoring
= @ aslpAddresses ARRAY [0..(c_MaxClients - 1] OF STRING Cyciic Monitoring
# aslpAddresses[i] STRING 127,000 Cyclic Monitoring
# aslpAddresses(i] STRING " Cydic Monitoring
@ aslpAddresses[2] STRING " Cydlic Monitoring
@ aslpAddresses[3] STRING " Cydlic Monitoring
% aslpAddressesfd] STRING ! Cyclic Manitaring

9.23.2 Upto SP16:

« Create a new POU named Clientinfo and call it from Visu_Task.

The call of the Clientinfo POU must originate from the Visu_Task because only then is the required
client handle passed.
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BsHE &l

@ WebVisu Read_ClientlpAddr.project* - CODESYS

File Edt Vew Project Puld Online Debug Tools Window Help

R RN AR R A X |

o 9| = |

Devices

|| =13 webvsu_Read_Cientipaddr
| =@ pevice (copESYS Control win v3)
=B PLC Logic
=} Application
i Library Manager
ClientInfo (PRG)
PLC_PRG (PRG)
= (& Task Confiuration
=g MairTask
5 pLC_PRG
=83 VISU_TASK
B visuElems. Visu_Prg
8 Clientinfo
=4 Visuglization Manager
----- Targetisu
& webvisu
& visualization

> % X || [ Device (@) visuslization  [|5) PLCPRG g% VISU_TASK x

=) | Configuration |

Priority (0.31 ) 31 Task Grou
Type

Interval (e.g. t#200ms): 100

Watchdog

[F]Enable

Time (e.q. t£200ms): |

Sensitivity: [

b

‘._‘-I- Add Call JX Remove Call (£ Change Call | # MoveUp & Move Down |~ OpenPOU
POU Comment

VisuElems. Visu_Prg
Clientinfo

+ Adapt the ClientInfo POU as follows:

Support — Public FAQ

Declaration
VAR
pClient POINTER TO VisuElems.VisuElemBase.VisuStructClientData;
helper VisuElems.VisuFbClientTagDataHelper;
sl STRING;
END_VAR

Implementierung

END_IF
END_WHILE

WHILE (pClient :=

VisuElems.g_ClientManager.BeginIteration();

VisuElems.VisuElemBase.g_ClientManager.GetNextClient()) <> ©DO
IF pClient”.GlobalData.ClientType =
VisuElems.VisuElemBase.Visu_ClientType.WebVisualization THEN
helper (pClientData := pClient);
sl := helper.stIPv4;
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Start the project and set a breakpoint in line 6 of the Clientinfo POU.

Fle Edit View Project Buld Oniine Debug Tools Window Help A d
iSf—= =2 B (@8 8 dh 4 ab | A% % % 2 -0 8y | n x| | = M=
Devices - 31X Device Visualization £ VISU_TASK ClientInfo X |2] PLC_PRG -
=5 Weblisy Read CientlpAdd: = - | r——— n Il
= [1] Device [connected] (CODESYS Control Win V3)
= 81 PLC Logc Expression Type Value Prepared value Address Comment
=} Application [run] # @ pClient POINTER TO VisuEle... 1600000000
) ubrary Manager # @ helper VisuElems. VisuFbClie.
Clientinfo (PRG) @ st STRING
- [5] pLc_PrG fPrG)
1 VisuElems.g ClientManager.BeginIteration():
= (&3 Task Configuration E N -
= MairTack = = WAILE (pClienc| 7o=poioi ] := VisuElems.VisuElenBase.g Cl GetliextClient()) <> 0 DO
-8 puc_pre B 4 IF pClient*.GlobalData.ClientIypel 777 | = VisuElems.VisuElemBase.Visu ClientType.WebVisualization® £ | THEN
=58 VISU_TASK 5| helper (pClientDatal 15200000000 | := pClient| 15#00000000 ) 7
8] vsuems Vsu_Pro ‘e [ — T —
4 Clentinfo 7 EiD_IF
= @] Visualization Manager 2 END_WHILERETURN
Targetiisu
-8 WebVisu -
< i ] » 100% |
Device user: Anonymous Lastbuid: @ 0 ® 0 Precompie: o RUN Program loaded Program unchanged Project user: (nobody) NS 2 colt chi @

Open a browser and type in the following address: http://localhost:8080/webvisu.htm
After the client has connected, execution is halted at the breakpoint and the IP address can be read.

Fle Edit View Project Buld Onine Debug Tools Window Help v
ial== = ) @8 Lt b | AR B - W, RN A
E=r=2 h A ] Device Visualization s VISUTASK Clientnfo x '[5] PLC_PRG ~
=5 Weblisy_Read ClentipAdd: - e —— :
= [1) Device [connected] (CODESYS Control Win V3)
= Bl PLcLogic Expression Type Value Prepared value Address Comment
- £} Application [halt on breakpoint] # @ pClient POINTER TO VisuEle... 16205123288
) uibrary Manager # @ helper VisuElems. VisuFbClie.
Clientinfo (PRG) @ st STRING
-[E] PLc_PRG PRE)
1|+ VisuElems.g ClientManager.BeginIteration():
=8 Task configuration E N -
= & MainTask B
= WHILE (pClient[ 18s05123268 | := VisuElems.VisuElemBase.g Cl GetNextClient()) <> 0 DO
& pLc_pre =4 IF pClient*.GlobalData.ClientType Weivewl | = VisuElems.VisuElerBase.Visu_ClientType.WebVisualization@( B THEN
= visuTase s helper (pCLientData TGRS | := puebduageenss | ;
8] VisuElems.Visu_Prg Bl s i= helper.stInf{l 00T} Y
3 Clentinfo 7 END_IF
=] Visualization Manager 8| # END_WHILERETURN]
(B Targetvisu
& webvisu -
< 0 ] » 100% |[§
Device user: Ananymous Lastbuid: @0 @0 Precompie: o i [ EEEERIERN Program oaded Program unchanged Project user: (nobody) NS né colo ch3

The information is available only for web clients. A TargetVisu connected to the controller does not
contain this information.
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9.24 Workaround: Webserver and Webvisu Certificate issues with
recent Browser versions (2023)

A Nicht sicher | https://172.17.106.205/webvisu.htm

A

Dies ist keine sichere Verbindung Your connection isn’t private

n, zum Beispiel sl i bormrianon o TIELB6R.13 or aarpie. passwinds

NET:ERR_CERT_INVALID

Q  schalte fiir gréBtmégliche Sicherheit in Chrome das erweiterte Safe Browsing ein

Harle achemncad

View certificate

9.24.1 Browser error massage: NET::ERR_CERT_INVALID

A website error with the error message NET::ERR_CERT_INVALID is usually due to an invalid SSL/TLS
certificate.

This error can occur if the certificate has expired, if it was not issued by a trusted authority, or if the
hostname in the certificate does not match the hostname in the URL.

Recent Chrome / Edge versions do no longer accept the certificates that are generated automatically by the
runtime system for the secure Codesys WebServer/WebVisu connection.
Till a fix can be rolled out as widely as possible, via a Codesys setup or add-on, a workaround is needed.
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9.24.2 Workaround

The user can create the following certificates for the web-visualization them selfe, under a Windows
PowerShell*?®* command:

MS_Powershell, Code-Example

# (change Password / COMPUTERNAME entries)
$cert = New-SelfSignedCertificate °
-DnsName "COMPUTERNAME"
-CertStoreLocation "cert:\CurrentUser\My"
-Type Custom °
-FriendlyName "COMPUTERNAME"
-TextExtension @("2.5.29.37={text}1.3.6.1.5.5.7.3.1")
-KeySpec KeyExchange °
-NotAfter (Get-Date).AddYears(+1)

Sthumbprint = $cert.Thumbprint

$password = ConvertTo-SecureString °
-String "1234"
-Force °
-AsPlainText

Export-PfxCertificate °
-cert "cert:\CurrentUser\my\$thumbprint"
-FilePath "D:\cert.pfx"
-Password S$password

After that, load the new certificate onto the controller via the security manager.
See for more Information:

«  Security Screen*?4
+ Security for CODESYS WebVisu*?®

9.25 Working with color variables

In CODESYS the transparency is transferred as a byte in addition to the color values (RGB).

A simple example shows the allocation:

423 https://learn.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.3
424 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_cyber_screen.html
425 https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_sec_webvisu.html

CODESYS Visualization - FAQ (EN) - 445


https://learn.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.3
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_cyber_screen.html
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_sec_webvisu.html
https://learn.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.3
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_cmd_cyber_screen.html
https://content.helpme-codesys.com/en/CODESYS%20Development%20System/_cds_sec_webvisu.html

—_ &) Voudioton 5] PLCPRG x| [ Device
=5 Farbwerte S8 Device Application PLC_PRG

Support — Public FAQ

Value Prepared value Address Cammenl
1E=FF

162B6

L

1622F

1E=FFBERAZF

= ) Device [connected] (CODESYS Control Win V3)
= Bl PLC Logic Expression
- o Application [run] ¥ byTransparency
M Lbeary Manager # byRed
8 e e o | || oo
= Task Configuration #* byBive
=g MainTaskc # diColor
&) pc_prs
= & VISU_TASK
a &) visuslems. visu_Prg 1]
5 Visusigerungsmansger H
TargetVsu 3
8 wiebiisu 4
&1 Visuatzation 5| o EETUEN

=
e

.
difolo 1= 5HL(byTransparency 16k |, 24) + SHL (byRed[18#B8], 16) + SHL (byGreen[i8eAl, =) + byBl

Here, the input bytes are set with sliders and the resulting color value is transferred to the rectangle:

Transparency Red Green Blue

()
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